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1. Omnpepesienus

B HacTosimieM JOKyMEHTE HCHOJIB3YIOTCS CHEAYIOIIME TEPMUHBI U HUX
ONPEIECIICHHUS.

ABTOMATH3MPOBaHHAA 00pad0TKa MEePCOHAJBHBIX JaHHBIX - 00paboTKa
NEPCOHATBHBIX JAHHBIX C TOMOUIBIO CPEACTB BHIUUCIUTENBHOW TEXHUKH.

be3onmacHOCT, MEePCOHAJNBHBIX JAAHHBIX — COCTOSHHUE 3alllMIIEHHOCTU
NEPCOHATBHBIX JAHHBIX, XapaKTepu3yemMoe CIOCOOHOCThIO IOJIb30BaTENEH,
TEXHUYECKUX  CPEACTB M  HMHPOPMAIMOHHBIX  TEXHOJIOTMH  00ecnevuTh
KOH(UEHIINATBHOCTb, 1IEJIOCTHOCTh M JOCTYITHOCTh MEPCOHAIBHBIX JTaHHBIX MPH
ux 00paboTke B MH(OPMAIIMOHHBIX CHCTEMAaX MEPCOHANBHBIX TAHHbBIX.

BiokupoBaHne mNEpPCOHAJBHBIX [JaHHBIX - BPEMEHHOE IpEKpaliecHue
coopa, cucTeMaTu3alMi, HaKOIJIEHUS, WCIOJIb30BaHUS, PACHPOCTPAHECHHUS,
NEPCOHAIBHBIX JAHHBIX, B TOM YHCIIE X MTEpEeIayu.

Hoctyn k uHpopMamuM - BO3MOXKHOCTh TOJy4YeHHS HH(OpMAIUU U ee
UCITOJIb30BAHMUSI.

3amumaemass undgopManusa- uHOpMaIUs, SBIAIOMAACS MPEAMETOM
COOCTBEHHOCTH U TOJyIeKalas 3alluTe B COOTBETCTBUU C TpeOOBAHUAMHU
IIPABOBBIX JOKYMEHTOB WJIM TPeOOBAaHUSMH, YCTAHABIMBAEMBIMU COOCTBEHHUKOM
uHbOpMaITIH.

Nnentuduxkanusi- npucBoeHne CcyObeKTaM U O00BEKTaM JOCTYyIa
unaeHTudUKaTopa u (WIK) CpaBHEHUE TPEIBSIBISAEMOrO HACHTU(PHUKATOpA C
MepeYHEM MPUCBOCHHBIX UEHTU(HUKATOPOB.

NudopmannoHHass cucTeMa NEPCOHAJbHBIX JAHHBIX - COBOKYIMHOCTH
cojepKaluxcsi B 0azax JaHHBIX MNEPCOHAIBHBIX JTAHHBIX U 00€CTIEUMBAIOIINX HX
00paboTKy MH()OPMAITMOHHBIX TEXHOJIOTUN U TEXHUYECKUX CPEJICTB.

NudopmanmonHasi TeXHOJOIrMsl - IMPOLECCH, METOJbI IMOHMCKa, cOopa,
XpaHeHusi, 00pabOTKH, NPENOCTaBICHUS, PACHPOCTPaHEHUS HWHPOpMALMK U

CITOCOOBI OCYIICCTBJICHNA TaAKUX IIPOLHCCCOB 1 MCTOIOB.
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HcTounnk yrpo3bl 0e30MaCHOCTH MEPCOHAJBHBIX JAHHBIX - CYOBEKT
JOCTYyIa, MaTepuaibHbIl OO0BEKT WM (UINYECKOE SBJICHUE, SIBISIOIINECS
MPUYMHON BOZHUKHOBEHUS YTPO3bl 0€30MaCHOCTH NEPCOHAIBHBIX JAHHBIX.

KonTposupyemasi 30Ha - MOpOCTPAaHCTBO (TEPPUTOpPHs, 3IaHHUE, YaCTh
3aHUs, TIOMEIIEHNE), B KOTOPOM MCKJIIOUYEHO HEKOHTPOJUpYyeMoe MpeObIBaHUE
MOCTOPOHHUX JIMII, @ TAKXKE TPAHCIIOPTHBIX, TEXHUUYECKUX U UHBIX MATEPUATIbHBIX
CPEACTB.

KonpuaeHunanbHOCTh NEPCOHANBHBIX [JAaHHBIX - 00s3aTeNbHOE IS
COOJIFO/ICHUSI OMEPATOPOM WJIM HWHBIM TOJYYUBIIUM JOCTYI K TEPCOHAIBHBIM
JaHHBIM JIULIOM TpeOOBaHHE HE PACIPOCTPaHATh UX 0e€3 coriacus cyObekTa
MEPCOHANIBHBIX TAHHBIX WJIM HAJUYUS UHOTO 3aKOHHOTO OCHOBAHHSI.

Hapymurtesnn 6e30nacHOCTH NEPCOHATBHBIX JaHHBIX - GU3HUECKOE JIUIIO,
CIy4yallHO WJIH NMPEAHAMEPEHHO COBEPILIAIOIIEE NEUCTBUS, CIEICTBUEM KOTOPBIX
ABJIIETCS HapylleHHe Oe30MacHOCTU MEePCOHANBHBIX JaHHBIX MPU UX 00paboTke
TEXHUYECKUMHU CPEACTBAMH B HMH(POPMAIMOHHBIX CHCTEMAaX IEePCOHAIBHBIX
JAHHBIX.

HecaHKuMoOHUPOBAHHBIN 10CTYNl (HECAHKIMOHUPOBAHHbIE JeiiCTBHS) -
JIocTyn K MHGOpMalMy WUiu ACHCTBUSA ¢ WH(OpMaluen, Hapylalolme mpaBuia
pa3srpaHUYEHUs JOCTYIIA C UCIIOJIb30BAHMEM IITATHBIX CPEJICTB, MPEIOCTABISAEMBIX
WH(OPMAITMOHHBIMU CUCTEMaMHU TTEPCOHAIIBHBIX JIAHHBIX.

Hocuresab nndgopmanum - Gpu3ndecKoe JTUI0 WIA MaTepUATHHBIA 0OBEKT, B
TOM uncie GU3NIECKoe MoJjie, B KOTOPOM HHGPOPMAIIHS HAXOJAUT CBOE OTPAKECHUE B
BHUJIE CHMBOJIOB, 00Opa3oB, CHUTHAJIOB, TEXHUYECKUX PEIICHU M MPOIECCOB,
KOJTMYECTBEHHBIX XapaKTEPUCTUK (PU3NUECKUX BEITUIHH.

O0e3nunMBaHUe MNEPCOHAJBHBIX JAAHHBIX - JICMCTBUS, B pPE3YJIbTATE
KOTOPBIX HEBO3MOYKHO OIPEACIUTh MPUHAAJIECKHOCTh IEPCOHATBHBIX JAaHHBIX

KOHKPETHOMY CYOBEKTY MEePCOHANIbHBIX JaHHBIX.
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O0padoTka nmepcoHAJBHBIX JAHHBIX - JIFO0OE JAeicTBUE (omeparius) Win
COBOKYITHOCTb JI€MCTBHI (Omepanuii), COBEpPIIAEMbIX C HCIOJIb30BAHUEM CPEJICTB
aBTOMAaTHU3alluid Wi O0€3 HCIOJb30BAHUS TaKUX CPEACTB C MEPCOHATBHBIMU
JAaHHBIMHU, BKJItOYas cOOp, 3alucCh, CUCTEMATH3allMI0, HAKOIUICHUE, XpaHECHHUE,
yTouyHeHue (OOHOBJIEHHE, MU3MEHEHME), HM3BJICUYECHHE, HCIOJIb30BaHHUE, Iepeaady
(pacrmipocTpaHeHue, MNPeaOCTaBICHHUE, AOCTYM), OOe3IMYUBaHUE, OJIOKUpPOBAHUE,
yIaJIeHUE, YHUUTOXKEHUE NMePCOHATBHBIX TaHHBIX.

O0beKT BBIYMCIANTENBHON TEXHUKHU - CTAIIMOHAPHBIA WJIM TOJABUKHBIN
00BEKT, KOTOPBIM MPEICTaBISIET COOOW KOMIUIEKC CPEJICTB BBIYMCIUTEIIHHOM
TEXHUKH, TMPEIHA3HAYEHHBIH IS BBITIOJIHCHUS  ONPENENCHHBIX  (YHKIUN
o6pabotku uHpopManuu. K oObeKTaM BBIUUCIUTEIBHOW TEXHUKH OTHOCSTCS
aBTOMATU3WPOBAaHHBIE  CHUCTEMBI, aBTOMATH3UPOBaHHBIE  pabouue  MecTa,
MH(GOPMAIIMOHHO-BBIUUCIUTENbHBIE IIEHTPHl W JIPYTH€ KOMILJIEKCHl CPEJACTB
BBIUHUCTUTENBHON TeXHUKU. K 00beKTaM BBIYUCIUTENBHON TEXHUKU MOTYT OBIThH
OTHECEHBI TAKXKE OT/IEJIbHbIE CPE/ICTBA BHIUUCIUTEIHHOW TEXHUKH, BBITIOIHSIOIINE
caMOCTOsITeIbHbIE (PYHKIIMU 00paboTKH HHGOPMAIIUH.

Oneparop mnepCcOHANBHBIX [JaHHBIX - TOCYJapCTBEHHBIM  OpraH,
MYHUIIUTAIBHBIA OpraH, IOPUANYECKOe WU (HU3UYECKOE JIMIO, CAMOCTOSTEIHHO
WM COBMECTHO C JPYTMMH JIMI[AMU OPraHU3YIOMIME U (WJIM) OCYIIECTBISIONINE
00paboTKy MepCOHATBHBIX JAaHHBIX, a TAKXKE OINPEICIAIONINEe IeTu 00paboTKu
MEPCOHANFHBIX JIAHHBIX, COCTaB MEPCOHANBHBIX JAaHHBIX, MOAJIEKAIINX 00padoTKe,
nencTBHS (ONepalnm), COBEpIIAEMbIE C MEPCOHATBHBIMU JAHHBIMHU.

IlepconanbHble JaHHBbIE - TI00as WH(DOpPMAIUS, OTHOCSIASICS MPSAMO WIIH
KOCBEHHO K ONpPENEIIEHHOMY WU ompesensieMomy pusndeckomy nuiy (CyOBeKTy

IICPCOHAJIBHBIX I[aHHBIX).
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Moab30BaTesib MHPOPMAUOHHON CHCTEMbI MEPCOHAIBHBIX NAHHBIX -
JUI0, YyyacTBywIliee B (YHKIMOHUPOBAHUU HWH(OOPMALIMOHHOW  CHUCTEMBI
MEePCOHATBHBIX JIAHHBIX WJIM UCIIOJIB3YIOIIEE Pe3yJIbTaThl €€ (PYHKIIMOHUPOBAHUSI.

IMoab30oBaTe b MHPOPMALMOHHON CUCTEMbI NMEPCOHAIBHBIX JAHHBIX —
JUI0, Yyd4acTBywIiee B (GYHKIMOHHUPOBAHUU HWHGOPMAIIMOHHOW  CHUCTEMBI
NEePCOHANBHBIX JJAHHBIX WJIM UCIIOJIB3YIOIIEE Pe3yJbTaThl €€ (DYHKIIMOHUPOBAHUSI.

IpaBuia pa3rpaHuyeHust AOCTyMA- COBOKYITHOCTh paBuI,
perjiaMeHTUPYIOIIMX MpaBa A0CTyNa CyObEeKTOB JOCTyIa K 00beKTaM JOCTyIa.

IIpenocraBiieHne NMEPCOHANBHBIX JAHHBIX - JICHCTBUS, HAIIPABJICHHBIC Ha
PaCKpBITHE TEPCOHAIBHBIX JAHHBIX OMPEACICHHOMY JIMIY WU ONPEACICHHOMY
KpYTy JIMII.

IIporpaMMHoOe HECAHKIIMOHMPOBAHHOE (IPOrPaMMHO-MATEeMATHYECKOe)
BO3/ICHCTBHE Ha pecypchl BO3/1eCTBHE - ABTOMAaTU3UPOBAHHOU
MH(POPMAIIMOHHON CUCTEMBI, OCYIIECTBISIEMOE C HCIOJIb30BAHUEM BPEIOHOCHBIX
IPOTPaAMM.

PacnpocTpaHeHue NepCOHANBHBIX JAHHBIX - JCHCTBUs, HAIIPABJICHHbBIC HA
PACKpPBITHE NTEPCOHAIBHBIX JAHHBIX HEOIIPEICIICHHOMY KPYT'y JIULI.

Pecypc uHpOpMAIIMOHHOW CHCTEeMbl - HMCHOBAaHHBIA  JJIEMEHT
CUCTEMHOTO0, MPUKJIAJHOTO WIH ammaparHoro obecreueHus (yHKIIMOHUPOBAHUS
MH()OPMAITMOHHON CUCTEMBI.

Cucrema 3alUThI MEPCOHAJBHBIX JAHHBIX - COBOKYIMHOCTH OPraHOB U
(W) WCTIONTHUTENEH, HCIONB3YEMOM WMHU TEXHUKH 3alluThl HHPOpMAIUH, a
Tak)Ke 00BEKTOB, OPraHM30BaHHAS U (PYHKIIMOHUPYIOIIAS TIO MPABWJIAM W HOPMaM,
YCTAHOBJIEHHBIM  COOTBETCTBYIOIIMMHM JOKYMEHTaMH B O0O0JIACTH  3aIlUThI
MIEPCOHAIBHBIX JTAaHHBIX.

CpencrBo kpunrorpaduyeckor 3amuTbl HHGOPMANUU - CPEIACTBO
3alUTBl  UHGOPMALMK,  peAU3yIoOUIee  aJIrOPUTMbl  KpUNTOrpaduyueckoro

npeoOpa3oBaHus UHPOPMAIUH.
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Cy0bekT jgocryma - JIMOO WIM TPOLECC, JACUCTBHA  KOTOPOro
perjiaMeHTUPYIOTCS IPABUIIAMH pa3rpaHUdYeHUs OCTyIa.

Cy0beKkTbl MNEpPCOHANBHBIX JAaHHBIX - pa0OTHUKH, OOywaroluecs,
YYaCTHUKM  €QUHOTO0  TOCYAApCTBEHHOrO0  3K3aMeHa (32  HCKIIOYEHHEM
oOy4arommxcs), TpakJaHe, MPUBIEKAeMble K MPOBEACHUIO TOCYJAapPCTBEHHOM
UTOTOBOM  aTrTecTaldy, WIEHbl NPEJIMETHBIX KOMHCCHM, OOIIeCTBEHHBIE
Ha0JII01aTeNH, CIYIIATeIu U ApYyrue Jula.

TexHuyecknii KaHajg yTedkd HHpopManuu (cpeacTBa o00padoTKH),
HH(OPMALIMU- COBOKYITHOCTh HOCHUTENS (U3UUECKOW Cpellbl pacipOCTpaHECHHUS
MHGOPMATUBHOIO CHUTHAJIa M CPEACTB, KOTOPHIMH JOOBIBAETCS 3alluilaeMast
uHbOopMaIHs.

Texnuveckue cpeacrtsa HHPOPMAMUOHHOM CHCTEMbI NEPCOHAIBHBIX
JaHHBIX -  CPEICTBAa  BBIYUCIUTENBHOM  TEXHUKH, HMH(POPMALMOHHO-
BBIYUCIIUTEIbHBIE KOMIUIEKCHI U CETH, CPECTBA U CUCTEMBI IIE€pe/laduu, MpuemMa u
00paOOTKM NEPCOHAIBHBIX JIAaHHBIX (CpelIcTBa U CHUCTEMBI 3BYKO3aIIUCH,
3BYKOYCHUJICHUS, 3BYKOBOCIIPOM3BEICHMSI, IIEPErOBOPHBIE U  TEJIEBU3UOHHBIE
yCTPOWCTBA, CPEJICTBA HW3TOTOBJICHUS, TUPAKUPOBAHUS JOKYMEHTOB M JIpyrue
TEXHUYECKHE CpeICcTBa 00pabOTKH peueBOM, rpadyuueckoi, BUACO- U OYKBEHHO-
nudpoBoil uMH(pOpMaLKK), MPOrpaMMHBIE CpeJICTBa (ONMEpaIOHHBIE CHCTEMBI,
CUCTEMBI YIpaBlIeHHUs 0azaMu JaHHBIX U T.I.), CPEJICTBA 3alUTHl MHGPOpPMAIUH,
IpUMEHsEMble B MH(POPMAIIMOHHBIX CHCTEMaX.

Yrpo3sl 0€30MaCHOCTH NMEPCOHANBHBIX JAHHBIX - COBOKYIIHOCTh YCJIIOBHI
U (aKTOpOB, CO3JAIONIMX ONACHOCTh HECAHKIMOHUPOBAHHOIO, B TOM YHCIE
CIIy4ailHOro, JoCTyna K HNEPCOHAJIBHBIM JaHHBIM, PE3YyJIbTATOM KOTOPOIO MOET
CTaTh YHUUTOXKEHUE, U3MEHEHHUE, OJIOKMPOBaHUE, KOIMPOBAHNE, PACTIPOCTPAHEHHE
MEPCOHAJIBHBIX JaHHBIX, a TAKKE€ MHBIX HECAHKIMOHUPOBAHHBIX JIEMCTBUI NMPU UX

00paboTKe B MHOOPMAITMOHHOM CUCTEME TIEPCOHANIbHBIX JaHHBIX.
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YHUUYTOKEHHE TIEPCOHAIBHBIX JaHHBIX - JCHCTBUS, B pE3yJbTaTe
KOTOPBIX HEBO3MOXHO BOCCTAHOBUTH COJICp)KaHHE TEPCOHAIBHBIX JAaHHBIX B
MH()OPMAIIMOHHOM CUCTEME MEPCOHANBHBIX JAHHBIX WIH B PE3YyJbTaTe KOTOPBIX
YHUUYTOXXAIOTCS MaTepUaATbHBIC HOCUTEIIN MTePCOHATBHBIX JTAHHBIX.

Yreuka (3amuiaemoi) uHpopManuu- HEKOHTPOJIMPYEMOE
pacripocTpaneHue uHdopManuu yepe3 GU3NIECKYI0 Cpey A0 OCYIICCTBISIONIETO
nepexsBaT HH(HOPMAIIUH.

HesocTHOCTL MH(pOPMAIMU— CIIOCOOHOCTh CPEACTBA BBIYHUCIUTEIBLHOU
TEXHHWKH WJIA aBTOMAaTU3MPOBAHHOHW CHCTEMBbI 00€CIICUMBAaTh HEU3MEHHOCTh
uHQOpMalMK B YCIOBUSX CIIY4alHOTO W/WIW TPEIHAMEPEHHOTO MCKaXKEHUS
(paspytienus).

2. BBenenne

Hacrosimas ~ [lonmutuka ~ G€30macHOCTH  TMEPCOHANBHBIX  JIaHHBIX,
o0OpabaTbiBaeMbIX B MH(POPMAITMOHHBIX CUCTEMAaX MEPCOHAIBbHBIX JaHHBIX OI'BOY
BO "CEBKABI'A", CEBEPO-KABKA3CKAA T'OCYIAAPCTBEHHAA
AKAJIEMUS, CKT'A (nanee -TlonuTuka), sBngercs oQUIIMAIbHBIM JTOKYMEHTOM
U pa3paboTaHa B COOTBETCTBUU C IEISIMU, 3a/ladaMy ¥ TIPUHITUIIAMU 00ECTICUCHHUSI
0€30MacHOCTH MEePCOHANBHBIX JTaHHBIX H3J10KeHHbIX B KoHuenuuu 0e30macHOCTH
MEPCOHANBHBIX JAHHBIX, OOpabaThiBaéMbIX B HH(POPMAIMOHHBIX CHCTEMax
OI'bOY BO "CEBKABI'A", CEBEPO-KABKA3CKAS I'OCYIAPCTBEHHAS
AKAJIEMUA, CKT A.

B Tlomutuke ompeneneHbl TpeOoBaHMS K paOOTHHKAM, 3aMEIIarONTaM
nomxHoctu B DPI'BOY BO "CEBKABI'A", CEBEPO-KABKA3CKAS
I'OCYIAAPCTBEHHAS AKAJEMMKSA, CKI'A, ctenedb OTBETCTBEHHOCTH
pabOTHUKOB, CTPYKTypa W HEOOXOAMMBIM YPOBEHBb 3alIUIIEHHOCTH, CTATyC U
JOJKHOCTHBIE  OOSI3aHHOCTH  PA0OTHUKOB, OTBETCTBEHHBIX 3a oOecreueHue

0e30IMacHOCTH IMEPCOHAJIbHBIX JaHHBIX B I/IH(bOpMaI_II/IOHHBIX CHUCTCMaAx
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nepcoHanbHbIX AaHHBIX OI'BOY BO "CEBKABI'A", CEBEPO-KABKA3CKAA
I'OCYIIAPCTBEHHASA AKAJIEMUS, CKT'A.

3. OO0uue mMo0KeHU

Henbto wHactosmeir Ilonmutuku sBisercs obOecneyeHne O€30MacHOCTH
NEePCOHANBHBIX JAHHBIX OT BCEX BHUJOB Yrpo3, BHEIIHUX U BHYTPCHHUX,
YMBIIIJIEHHBIX M HENpeIHAMEPEHHBIX, MUHUMH3AIUA yiiepda OT BO3MOXKHOU
peanu3aiu yrpo3 0€30MacHOCTH MEPCOHANBHBIX JTaHHBIX.

be3onacHOCTh MEPCOHANBHBIX JAHHBIX JOCTHTACTCS IMyTEM HCKIIOUCHUS
HECAHKIIMOHUPOBAHHOTO, B TOM YHCJIE CIy4allHOTO, JOCTYIa K MEPCOHAIBHBIM
JQHHBIM, PE3yJIbTATOM KOTOPOTO MOXET CTaTh YHUYTOXKECHHUE, HW3MEHEHHUE,
0JIOKMpOBaHUE, KOMUPOBAHUE, PACTIPOCTPAHEHUE TIEPCOHANBHBIX JTAHHBIX, a TAKXKE
MHBIX HECAHKLIMOHUPOBAHHBIX JE€UCTBUM.

Nudopmarius v cBsizaHHbBIE C HEW PECypPChl JOJKHBI ObITh JOCTYIHBI TOJIBKO
JUIs  aBTOPU30BaHHBIX  ToJib3oBaTeled. B WHGOpPMAIMOHHBIX  cHCTEMax
NEPCOHATBHBIX AAaHHBIX JOHKHO OCYIIECTBISITHCA CBOEBPEMEHHOE OOHApY>KEHUE
yrpo3 ¥ pearupoBaHKe Ha YTPO3bl O€30MACHOCTH IEPCOHATBHBIX JaHHBIX.

B uHdopmanumoHHBIX CcHUCTEMaxX MEPCOHANBHBIX JTaHHBIX HEO0OXOIUMO
UCKIIFOUUTh BO3MOXHOCTh MPEIHAMEPEHHBIX WJIM CIy4allHbIX, YAaCTUYHBIX WJIU
MOJIHBIX HECAHKITMOHUPOBAHHBIX MOJU(MUKAIIUN WM YHUUTOKEHUS JTaHHBIX.

[lepeyeHb nepcOHANbHBIX JAHHBIX, MOMJICKAIIUX 3alllUTE, OMNPEIENICH B
[Tonoxennn o mopsiake 0O0pabOTKM M obecneueHnr 0e30MacHOCTH WHGOpMAIIH
KOH(HICHIINATBHOTO XapakTepa, B TOM YKclie TIepCOHANbHBIX AaHHBIX, B PI'BOY
BO "CEBKABI'A", CEBEPO-KABKA3CKAA TOCYIAAPCTBEHHAA
AKAJIEMUSA, CKT'A.

4, CucreMa 3aIUTHI EPCOHAJIBHBIX TAHHBIX

CucTema 3aluThl IEPCOHATBHBIX TAHHBIX CTPOUTCS HA OCHOBAHUH:

o [lepeuns nepcoHaIbHBIX TAHHBIX, MOAJICKAIIUX 3AIIUTE;

o [Tepeuns nHGOPMALIMOHHBIX CUCTEM TIEPCOHAIBHBIX TAHHBIX;
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o AKTa ompeneneHuss YPOBHS 3aIlUIIEHHOCTH NEPCOHAIBHBIX TaHHBIX
npu ux 00paboTke B ”HPOPMALIMOHHON CUCTEME NIEPCOHATIBHBIX JaHHBIX;

e YacTHo#l MoJieNId yTpo3 U HAPYIIUTEINsT 0€30MaCHOCTH MEPCOHATBHBIX
JTAHHBIX;

o PykoBogsmnx nokymentoB ®CTOK Poccun u @CB Poccun.

Ha ocHoBaHuM 3TUX JOKYMEHTOB OMNpEeiseTcss HEOOXOAUMBIA YPOBEHb
3alMIIEHHOCTH  TEPCOHANbHBIX  JaHHBIX B  MHGOPMAIMOHHON  CHCTEME
nepcoHanbHbiX AaHHbIX PT'BOY BO "CEBKABI'A", CEBEPO-KABKA3CKAA
I'OCYAAPCTBEHHAA AKAAEMUS, CKT'A. Jdna xaxaoi uHPOpMaLMOHHOM
CUCTEMBI TIEPCOHATBHBIX JIAHHBIX JIOJKEH OBITh COCTABJIEH CIUCOK MCIOIb3YEMbIX
TEXHUYECKUX CPEJACTB, a TaKXK€ MPOrpaMMHOr0 OOECHEYEeHMs] Y4acTBYIOIIETO B
00paboTKe NEePCOHATBHBIX JAHHBIX, OIEKAIIMX 3aAIIUTE.

B 3aBuCMMOCTM OT YypOBHs 3alIUILNEHHOCTH IIEPCOHAIBHBIX JaHHBIX B
MH(POPMAIIMOHHOM crCcTEME MTEPCOHATIBHBIX JAHHBIX U aKTyaJIbHBIX YTPO3, CUCTEMA
3aIMATHl MIEPCOHAIBHBIX JAaHHBIX MOJKET BKJIIOYATh CIEAYIOIIME TEXHUYECKUE U

IpOrpaMMHBIE CPE/ICTBA:

o AHTHBUPYCHBIE CPEJICTBA JIJISI OOBEKTOB BEIYMCIUTEIBEHON TEXHUKY;
o CpEeICTBA MEKCETEBOTO SKPAHUPOBAHUS;
o CpelncTBa KpUNTOrpauuecKoi 3alIUThl 3allUIaeMoi WHGOPMAIIH

10 KaHaJlaM CBSI3U.

Tak e B CHOUCOK JOJKHBI OBITh BKJIIOYEHBI (YHKIIMA 3allHTHI,
o0OecrieunBaeMble  IITATHBIMH  CpPeACTBAaMH  MHPOPMAIMOHHOW  CHUCTEMBI
MIEPCOHAIBHBIX JAHHBIX M OMNEPALMOHHBIX CHCTEM, NPUKIAJAHBIM HPOTPAMMHBIM
oOecrieueHUEM W CHCIHAIBHBIMH KOMIUIEKCAMH, PEATH3yIONIMMH  CPEICTBa
3amuThl. CIUCOK (PYHKIMN 3alIUThI MOKET BKIIFOUYATh:

o YIPAaBJICHUE JOCTYIIOM M pa3rpaHUYCHUE JOCTYNA MOJIb30BATEIICH;

o PETUCTpAIUIO U YUYET ACHCTBUM ¢ MH(pOpMaLIKEi;
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° oOecIieueHHE ICJTOCTHOCTH JTaHHbBIX;

o 0oOHapy»XeHHE BTOPIKESHUM.

CHnucok HMCHOJIb3yeMbIX CPEACTB JOKEH TMOJJIEPKUBATHCS B aKTyaJbHOM
cocTosiHUU. Bce u3MeHeHusi cocTaBa CHCTEMBI 3allUThl MEPCOHATBHBIX JAaHHBIX
WJIM DJIEMEHTOB MH(POPMAITMOHHBIX CUCTEM MEPCOHATBHBIX JAHHBIX JOJDKHBI OBIThH
corytacoBanbl ¢ OTBETCTBEHHBIM 3a oOecneueHue o0ezomacHoctu [1J1a B8 UCII/IH B
OI'bOY BO "CEBKABI'A", CEBEPO-KABKA3CKAA 'OCYIAPCTBEHHAA
AKAJIEMUS, CKT' A, xotopsiM siBiisieTcs HavanpHUK oTnena uHGOPMAIMOHHON
6e3onacHocTd TOTOpKYIOB A3peT AuaxMaToBUY.

5. TpeOGoBaHusi K MOACHCTEMAM CHCTEMbI 3AIUTHI MEPCOHAJIBHBIX
JAAHHBIX

Cucrema 3allIUThI IICPCOHAJIBHBIX JAHHBIX BKJIHOUACT B cebs CIICOYIOIINC

MOJICUCTEMBI:
o yIpaBIIEHUS TOCTYIIOM, PETUCTPAIIH U YUETa;
o oOecrieueHust EeJIOCTHOCTH U IOCTYITHOCTH;
° AHTUBUPYCHOU 3aIUTHI;
o MEXKCETEBOT0 IKPAHUPOBAHMS;
o aHaJIM3a 3alUIIEHHOCTH;
o oOHapyKEeHUS BTOPKECHUIA;
o KpunTorpadudecKoil 3anuThl.

[ToxcuctemMbl CUCTEMBI 3alIMTHI IEPCOHATBHBIX TAHHBIX UMEIOT PA3TAYHBIN
(GYHKIIMOHAJI B 3aBUCHMOCTH OT YPOBHSI 3aIUIIICHHOCTH TEPCOHAIBHBIX JaHHBIX
nmpu uxX o00paboTke B WHDOPMAIMOHHOW CHCTEME TICPCOHAIBHBIX JAHHBIX,
ONpPEACICHHOT0 B AKTE OINpENENICHUS YPOBHS 3allUIIEHHOCTH MEPCOHATBHBIX

JAHHBIX TP X 00paboTKe B MHGOPMAIIMOHHON CUCTEME TIEPCOHATBHBIX JaHHBIX.
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6. IMoacucremsl ynpapjieHHus JOCTYIIOM, PETHCTPALIMH U Y4eTa

[Toncucrema ynpaBiaeHHsl JOCTYNIOM, PETUCTPAllMA U ydeTa MpeHa3HAuYeHa
JUTSL peasiu3aliiy CIEeYIOMUX (yHKITUNI:

o UJCHTU(DUKAIIMY U TTPOBEPKU MOJJIMHHOCTH CYOBEKTOB JOCTYIAa MPHU
BX0J1¢ B MH()OPMAIIMOHHYIO CUCTEMY NEPCOHAIBHBIX JAHHBIX;

o UJCHTU(DUKAIIUY TEPMHUHAJIOB, Y3JIOB CETH, KaHAJIOB CBSI3U, BHEITHUX
YCTPOUCTB TIO JIOTUYECKUM HMMEHaM; UJAeHTU(UKAIMK MporpamMM, TOMOB,
KaTajsoros, alsoB, 3amucei, moJiek 3arucei Mo UMeHaM;

o perucrpanuu Bxoja (BbIXOJa) CYOBEKTOB JIOCTyNa B CHCTEMY (U3
CHUCTEMBbI), JMOO perucTpanuu 3arpy3kd W HWHULIHAIA3AIWNA  OTEPAIIMOHHOM
CHUCTEMBI U €€ OCTaHOBA;

o pPErHCTpalMy MOMBITOK JTOCTYIA MPOTPaMMHBIX CPEACTB (Iporpamm,
IPOLIECCOB, 3a]1a4, 3aJaHuil) K 3alIUIIaeMbiM (aitinam;

o perucTpalMu  TONBITOK  JOCTyHna HIPOrpaMMHBIX  CPEACTB K
TEpMHUHAJIaM, KaHajaM CBS3H, TporpaMmam, ToMaM, Kataioram, (aiiam, 3amucsm,
IIOJISIM 3aITUCEN.

[loncucrema ympaBiieHHs] JOCTYIIOM MOXET OBITh peain30BaHa C MOMOIIBIO
IITATHBIX CPEACTB OOpaOOTKM MEPCOHANBHBIX JTaHHBIX (OTEPAIMOHHBIX CHUCTEM,
npuiokeHuit). Tak ke MOXeT OBbITh BHEAPEHO CIHEIUATbHOEC TEXHUYECKOE
CPEACTBO WM HX KOMIUIEKC, OCYIIECTBISIOIINAE JOTOJHUTEIbHBIE MEpBI IO
ayTeHTU(HUKaMM W KOHTpodo. Hampumep, mpUMEHEHHE €IWHBIX XPaHUIIUII
YYETHBIX  3alucedl  MOJb30BaTeIed M PErucTpalMoHHOW  MH(pOpMalNH,
UCIIOJIb30BaHUE OWOMETPUUYECKUX M TEXHUYECKHX (C TOMOILIBI 3JIEKTPOHHBIX
MPOITYCKOB) MEp ayTeHTU(HUKAIIUN U APYTUX.

1. IHoacucrema odecrneyeHUs HEJTOCTHOCTH M JOCTYITHOCTH

[logcuctema obOecrieueHus IEIOCTHOCTH W JOCTYMHOCTH MpeAHa3HauYeHa
Uit oOecrieyeHus IIEJIOCTHOCTH M JOCTYNMHOCTH TE€PCOHANIBHBIX JIaHHBIX,

IIpOorpaMMHBIX KW aIlllapaTHBIX CPCACTB I/IH(I)OpMaHI/IOHHBIX CUCTCM IICPCOHAJIBHBIX
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JTAHHBIX OI'bOY BO "CEBKABTI'A", CEBEPO-KABKA3CKAA
I'OCYJAPCTBEHHAA AKAJEMMUSA, CKI'A, a Ttak e CpPEeACTB 3alllUThI, MPU
CIly4ailHOW UM HaMEpPEeHHOU MOau(pUKAIIY.

IToncucrema  peanmsyercss ¢ IMOMOIIBKD  OpraHU3alMM  PE3EPBHOIO
KOMUpoBaHusi 00pabaThIBaeMbIX JAHHBIX, @ TAKXKE PE3EPBUPOBAHHEM KIIFOUEBBIX
AJIEMEHTOB MH(POPMAITMOHHBIX CUCTEM MIEPCOHATBHBIX JAHHBIX.

8. IMoacucrema aHTUBMPYCHOM 3AIIUTHI

[TogcucteMa aHTUBUPYCHOM 3allUTHl TpeAHA3HA4YeHa sl OO0eCTCUCHHS
AHTUBUPYCHOM 3alUThl OOBEKTOB BhIUMCHHTENIbHOW TexHuku DOI'BOY BO
"CEBKABTI'A", CEBEPO-KABKA3CKAS I'OCYJAPCTBEHHAA
AKAJIEMUS, CKTA.

CpenctBa aHTHBUPYCHOW 3alllUThl MPEIHA3HAYEHBl I pean3aluu

creayromux GyHKIn:

o PE3UICHTHBIN aHTUBUPYCHBI MOHUTOPHHT

o AHTHBUPYCHOE CKaHUPOBAHUE;

o CKpHUIIT-0JIOKUPOBAHHE;

o [ICHTpAIM30BaHHAs/ yAaICHHAS YCTaHOBKA/ IEUHCTAJUISIIIHSI

AaHTHBHPYCHOTO MPOyKTa, HACTPOWKA, aIMUHUCTPUPOBAHUE, POCMOTP OTYETOB U
CTaTHCTUYECKOW HH(OpMAIUHU 10 pabOTe MPOAYKTA;

o aBTOMATU3UPOBAHHOE OOHOBIICHHE AHTUBUPYCHBIX 0a3;

o OTpaHUYCHHE TPaAB IMOJIH30BATENS HA OCTAHOBKY MCIOJIHAEMBIX 3a7a4
Y U3MEHEHHS HACTPOEK aHTUBUPYCHOTO MPOTPAMMHOT0 00ECTICUCHHS,

o ABTOMATHUYECKUN 3allyCK Ccpa3y IIOCJe 3arpy3Kd OIEparMOHHON
CUCTEMBI.

[Toncucrema peanusyercs MyTeM BHEIPEHUS CIICIHATBHOTO AaHTUBUPYCHOTO
MPOTrPaMMHOTO O00ECTIeUeHHUsT BO BCE DJJIEMEHTHl HMH(POPMAIMOHHBIX CHCTEM

IICPCOHAJIbHBIX JaHHBIX.
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9. IoacucremMa MesKCeTeBOIro IKPAHUPOBAHUS

Iloacucrema MEXCETEBOrO OKpaHHUPOBaHUS MPCAHA3HAUYCHA I CICAYIOIMNX

(yHKLIMIA:
o ¢unbTpauu OTKPHITOTO U 3amudpoBanHoro IP-tpaduka;
o ¢uKcalM BO BHYTPEHHHMX JKypHajax HWH(OpManuu peaau3aluu

(3aKpBITOr0) O MPOXOASIIEM OTKPBITOM U 3aKpbITOM |P-Tpaduxke;

° KOHTPOJISI IEJIOCTHOCTH CBOEW MPOrpaMMHON M HH(pOpMaMOHHOM
4acTH;

o bunabTpaluM TAaKETOB CHYKEOHBIX MPOTOKOJIOB, CIYXKAIIUX JUIs
JUArHOCTUKU U YIIPABJICHUS paOOTON CETEBBIX YCTPONCTB;

o GuabTpallUK C YYETOM BXOJHOTO U BBIXOJHOTO CETEBOTO MHTEp(eiica

KaK CpCACTBO IMPOBCPKU IMOMJIIMHHOCTU CCTCBLIX aIPCCOB;

o peTUCTpallUd M YydYeTa 3alpalliBacMbIX CEPBHCOB MPHUKIATHOTO
YPOBHSI;
o OJIOKMPOBAaHUS JIOCTyHa HEWJISHTU(PUIIMPOBAHHOTO OOBEKTa WIH

CyOBeKTa, TOIJIUHHOCTh KOTOPOTO MpU ayTeHTU(UKAIMKU HE MOATBEPIUIIACS,
METOJaMU, yCTOWUMUBBIMU K IIEPEXBATY;

° KOHTPOJISI 32 CETEBOW AKTHUBHOCTHIO MNPHUJIOKCHUH W OOHAPYKECHHUS
CETEBBIX ATAK.

[loncucrema  peamu3yercs  BHEOPEHHEM  IIPOTPAMMHO-ANIIAPATHBIX
KOMIUIEKCOB MEKCETEBOI0 SKPAHUPOBAHUS HA TPAHULIE CETH.

10. TIMoacucreMa aHAaIM3a 3aIMILEHHOCTH

[logcucreMa aHanmu3a 3alIUMIIEHHOCTH, JOJKHA OOECHEeYMBATh BBISIBICHUE
VSI3BUMOCTEH, CBS3aHHBIX C OIMMHMOKaMU B KOHQUTYpallUd MPOTPaAMMHOTO
oOecrieueHus: WHOOPMAIIMOHHONW CHUCTEMBI TIEPCOHATBHBIX JAHHBIX, KOTOPHIC
MOT'YT OBITh UCIIOJIb30BaHbl HAPYIIUTEIEM JIJISl pean3allii aTakd Ha CUCTEMY.

OYHKIHUOHANI TMOJICUCTEMbl MOXET OBITh pPEaJM30BaH MNPOrPAMMHBIMU U

MPOrPAMMHO-aNMNAapPaTHBIMU CPEACTBAMMU.
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11. TIoacucreMa oOHapy:KeHHs BTOP KEeHHUIl

[Toacucrtema oOHapyXeHUs BTOP>KEHUM, JOJKHA O0OCCIIEUYNBAThH BBHISBICHUE
CETEBBIX aTaK Ha AJEMEHThl MHGOPMAIMOHHONW CUCTEMBbI NMEPCOHATBHBIX JTaHHBIX,
MOJKITIOUEHHBIC K CETSAM OOIIEro Mojab30BaHus U (MJIH) MEXKIYHAPOIHOTO OOMEHA.

OYHKIMOHANT TOJCUCTEMbl MOXET OBITh pPEAJM30BaH MPOTPAMMHBIMH U
IPOrpaMMHO-aIMaPaTHBIMUA CPEJICTBAMU.

12. Toacucrema kpuntorpagpuyeckoi 3alUThI

[Togcuctema  kpunrtorpaduyeckoil  3alUThl  MpeAHA3HA4YeHa  JUIs
UCKIIFOUCHUSI HECAHKIIMOHUPOBAHHOTO JOCTYIMa K 3aluiiacMoil mHbopManuu B
WH()OPMAIIMOHHBIX CHCTEMax I[ePCOHAJBHBIX JaHHBIX, TPH €€ Iepenade Io
KaHaJIaM CBSI3U CeTel OOIIETo MOIb30BaHus U (MJIN) MEXTYHAPOIHOTO OOMEHA.

[Moncucrema peanuzyercs BHEJIPEHUEM KpunTorpapuyecKux
IPOrpaMMHO-aNMapaTHBIX KOMILJIEKCOB.

13. Ilouab3oBaTequm HWHPOPMANMOHHBIX CHCTEM  TEPCOHAJbHBIX
JAAHHBIX

B Konmenmuum 6e30macHOCTH  TEPCOHATBHBIX JAHHBIX  OMpPEIENICHBI
OCHOBHBIE KaTeropuu IoJib30oBaresned. Ha OCHOBaHWMH 3THUX KaTeropuil IOJKHA
ObITh TPOM3BENICHA THUIU3AIMSA I[OJIb30BATENC HWH(POPMAIMOHHBIX CHCTEM
MEPCOHAIBHBIX IAaHHBIX OMPEIENIEH UX YPOBEHb JOCTYIA U BO3MOXKHOCTH.

B undopmanmonnsix cuctemax mnepcoHanmbHbIX AaHHBIX DI'BOY BO
"CEBKABI'A", CEBEPO-KABKA3CKAA I'OCYIAPCTBEHHAA
AKAJIEMUS, CKI'A MOXHO BBIJICIUTH CHEAYIOUIME TPYIIbI IOJIb30BaTelIeH,
YYaCTBYIOIIUX B 00pabOTKE MEePCOHANbHBIX TAHHBIX:

o AnmuHuCTpaTop MHGOPMAIIMOHHON CUCTEMBI IEPCOHAIBHBIX JTAHHBIX;

o Omnepatop nHGOPMAIMOHHON CUCTEMBI IEPCOHAIBHBIX JTAHHBIX.

14. AnpvmuHucTpaTOop WH(OPMANMOHHOH CHCTEMBbI MNEPCOHAIbHBIX

JAHHbBIX
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Anmunuctparop UHGOPMAIMOHHOM CHUCTEMbl NEPCOHAJIBHBIX JaHHBIX,
OTBETCTBEHHBIN 3a HACTPOMKY, BHEAPEHHUE U COMPOBOXKICHHE HH(POPMALMOHHOM
CUCTEMBbl ~ NEpCOHAJBHBIX  JaHHbIX.  OOecrneunBaeT  (QYHKUHOHUPOBAHHE
MOJICUCTEMbI YNPABIEHUSA JOCTYIIOM MH(GOPMAIIMOHHONW CHUCTEMBI MEPCOHAIBHBIX
JAHHBIX W YIIOJHOMOYEH OCYIIECTBIATh IIPEIOCTABICHUE U pa3rpaHUYCHUE
J0ocTynla KOHEYHOIro ToJib3oBaTens (omeparopa HWHOOPMAIMOHHOW CHUCTEMBI
NEPCOHAIBHBIX JAHHBIX) K DJIEMEHTAM, XPAHSAIIUM EPCOHATIbHBIEC TAaHHBIE.

AamuHucTpatop MHGOPMAIMOHHON CHUCTEMBI MEPCOHANBHBIX JAHHBIX
o0nafaeT caeayIoIUM YPOBHEM JIOCTYIA U 3HAHUM:

° obnamaer mojgHOW WHQOpMAIMEr O CHUCTEMHOM U TMPUKIATHOM
IPOrpaMMHOM OOecriedeHnH UH(POPMAITMOHHOM CUCTEMBI IEPCOHATBHBIX JaHHBIX;

o obnazaer MOJHOM HHpOpMALMEl O TEXHUYECKUX CpeACTBaX H
KOH(pUrypaluuu HHPOPMAITMOHHON CUCTEMBbI IEPCOHAIBHBIX JTAHHBIX;

o UMEET JOCTYyll KO BCEM TEXHMYECKUM CpelIcTBaM 0O0pabOTKH
MHpOpMAIMH U JaHHBIM B HHPOPMAIIMOHHOHN CHCTEME NEPCOHANIbHBIX JaHHBIX;

o o0nazaeT BO3MOXXHOCTSIMM BHECEHHUS M3MEHEHMH B IPOrpaMMHOE
obecnieueHne MHPOPMAIIMOHHOM CHCTEMBl MEPCOHAIBHBIX JAHHBIX HA CTAJUU €€
pa3paboTKH, BHEIPEHUSI U COMPOBOKICHHUS;

o oOnamaer mpaBaMM KOH(PUIYpUPOBAaHHUS M  aJIMUHUCTPATUBHOU
HACTPOMKM TEXHUYECKUX CPEICTB HH(GOPMALMOHHONW CHUCTEMBI MEPCOHAIBHBIX

JTAaHHBIX.

15. OmnepaTop nHpopManMOHHOI CHCTEMbI MEPCOHAIbHBIX TaHHBIX

Onepatrop  WHQOPMAITMOHHOW  CHUCTEMBI  TMEPCOHANBHBIX  JAHHBIX,
pabotHuk®I'BOY BO "CEBKABI'A", CEBEPO-KABKA3CKAA
I'OCYIAPCTBEHHAA AKAJIEMUSA, CKI AocymecTBiasitomuii o0paboTKy
NepcoHaNbHbIX AaHHBIX. (OOpabOoTKa NEpPCOHANbHBIX JAHHBIX  BKJIIOYAET:

BO3MOXHOCTh IPOCMOTPa NEPCOHAIBHBIX JAHHBIX, PYYHOM BBOJ NEPCOHAJIBHBIX
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JAaHHBIX B MH(OPMAIMOHHYIO CHUCTEMY IMEpPCOHAIBHBIX AaHHBIX, (OPMHpPOBAHUE
CIPABOK U OTYETOB M0 MH(OpPMALIMHU, MOTYUYEHHON U3 MH()OPMAMOHHONW CUCTEMBI
MEePCOHANIbHBIX TAHHBIX.

Oneparop MH(GOPMAIMOHHONW CHCTEMBI MEPCOHANBHBIX JIAHHBIX O01amaer
CJIEYIOLUM YPOBHEM JIOCTYIA Y 3HAHWM:

o o0nagaeT BceMU HEOOXOJUMBIMU aTpuOyTamMu (Hampumep, naposiem),
00ecrneynBaIMMU  JOCTYl K HEKOTOPOMY TMOJMHOKECTBY MEPCOHAIbHBIX
JAHHBIX;

o pacrnosiaraeT KOH(QUACHIMAIbHBIMU JaHHBIMH, K KOTOPHIM HMEET

JOCTYII.

16. AamMuHHCTPATOP MH(OPMAIUOHHONH 6€30MACHOCTH

Anmunuctparop HMHGOPMAIMOHHON ©0€30MacHOCTH, OTBETCTBEHHBIN 3a
(YHKIIMOHUPOBAHWE CHUCTEMBI 3alIUTHl [EPCOHANBHBIX JaHHBIX, BKIIOYas
oOcITy’)kMBaHHE W HACTPOWKY aJIMUHUCTPATUBHOM, CEPBEPHON W KIMEHTCKOM
KOMIIOHEHT.

AIMHUHHCTpATOp HHQPOPMAITMOHHON O€30MacHOCTH 00JadaeT CICAYIOIMIIM
YPOBHEM JIOCTYTA U 3HAHU:

o obnagaeT monHOW uWHGoOpManme 00 WH(POPMAIMOHHBIX CHUCTEMAX
MEPCOHAIbHBIX IAHHBIX;

o UMEeT JIOCTyH K  CpeICTBaM  3alluThl  WHPOpPMAIMU |
MPOTOKOJIMPOBAHUS U K YACTH KITIOYEBBIX AIIEMEHTOB MH(POPMAITMOHHOW CHCTEMBI
MEePCOHATbHBIX JIAaHHBIX;

o HE UMEET IPaB JOCTyINa K KOHPUTYPHUPOBAHUIO TEXHUYECKUX CPEICTB
CETH 3a UCKIIFOUEHHEM KOHTPOJIbHBIX (MHCIIEKIIMOHHBIX ).

AIMUHHUCTPATOP MHPOPMALIMOHHON 0€30MaCHOCTH YIOJIHOMOYEH:

o OCYIIECTBIISITh AyAUT CPEJICTB 3aLIUTHI HH(DOpMALINH;
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o OCYLIECTBJIATh ~ KOHTPOJIb 32  JCHUCTBHSIMHU  IIOJIb30BaTeNIei
MH()OPMAIIMOHHOW CHUCTEMbl MNEPCOHANBHBIX JaHHBIX MpU UX padore cC
MIEPCOHAIBHBIMU JAHHBIMU;

o YCTaHABIIMBATh JOBEPUTEIbHBIC OTHOIIEHUS CBOEH 3aIUILEHHON CETH

C CCTAMU OPYTUX opraHmauHﬁ 151 yqpem;[eHI/Iﬁ.

17. TpeOGoBanuss Kk padOTHHUKAM N0 o0eCHeYeHUI0 3aAIUTHI
NMEPCOHAJIBHBIX JAHHBIX

Bce pa6otnuku ®I'BOY BO "CEBKABI'A", CEBEPO-KABKA3CKAS
I'OCYIAAPCTBEHHASA AKAJEMMUSA, CKT'A, sBustommuecs I0Jb30BaTEIIMU
WH()OPMAIIMOHHBIX CHUCTEM IMEPCOHAJBHBIX JIAHHBIX, JOJKHBI YETKO 3HATh H
CTPOTO BBITMIOJHATh YCTAHOBJIICHHBIC TpaBUiIa M OOS3aHHOCTH IO JOCTYNy K
3aIMIIaeMbIM 00BEKTaM U COOJIFOJICHUIO YCTAaHOBJICHHOTO peXuMa 0€30MacHOCTH
MEPCOHAJIBHBIX TAHHBIX.

[Ipu BCTyuIeHMHM B JIOJDKHOCTH HOBOTO PAaOOTHHMKA HEMOCPEICTBEHHBIN
PYKOBOJUTEIb CTPYKTYPHOTO TMOApa3feieHus o0s3aH OpraHu30BaTh  €ro
03HAKOMJICHHE C JIOJDKHOCTHOM WHCTPYKIHMEH W HEOOXOIWMBIMH JTOKYMEHTaMH,
PETIAMEHTUPYIONTUMH TPEOOBAHUSI TIO 3aIUTE NMEPCOHAIBHBIX JAHHBIX, a TAKXKe
oOydeHue HaBbIKaM BBITTOJTHEHHS poLEeayD, HEOOXOTUMBIX JUIST
CaHKITMOHUPOBAHHOTO HCIIOJIb30BaHUS MH(OPMAIIMOHHBIX CHCTEM IePCOHAIBHBIX
JaHHBIX.

PabGoTtHuk nobkeH OBITH  O3HAKOMJIEH ¢  Hacrosimied IloauTukon,
YCTAHOBJICHHBIMM TIPOILIEAypaMu pabOThl C dBJIEeMEHTaMu HWH(POpPMaIMOHHOM
CHCTEMBI TIEPCOHAJIBHBIX TAHHBIX U CUCTEMOM 3aIlIUThl IEPCOHATBHBIX JAHHBIX.

Paboranku @OI'BOY BO "CEBKABI'A", CEBEPO-KABKA3CKAZ/
I'OCYIAAPCTBEHHAA AKAJIEMUA, CKI'A, wucnonp3yromuye TEXHUYECKUE
CpeacTBa ayTeHTU(UKAIMU, JOJDKHBI 00€CIeYrMBaTh COXPAHHOCTh MEPCOHATBHBIX

UJEHTU(PUKATOPOB (27IEKTPOHHBIX KJTFOUEi) 151 HE JIOITyCKaTh
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HECAaHKIIMOHUPOBAHHBIA JIOCTYNl K HHUM, a TaKKe€ BO3MOXKHOCTh UX YTECPU WIIH
WCITOJIb30BaHUS TPETHUMHU JIMIIAMH.

[Tonp30BaTenn HECYT MEPCOHATIBHYIO OTBETCTBEHHOCTh 3a COXPAaHHOCTh
UJEHTU(PUKATOPOB.

Pabotnuku ®I'BOY BO "CEBKABI'A", CEBEPO-KABKA3CKA/
I'OCYIIAPCTBEHHAA AKAJIEMUA, CKT' A JIOJKHBI CJIe0BaTh
YCTaHOBJICHHBIM poreypam nojjep>kanusi  pexuma  0€30MacHOCTHU
NEPCOHATBHBIX JIAHHBIX TIPH BHIOOPE W HWCIOJIB30BAaHUM TApojeH (ecim He
UCIIOJIb3YIOTCSI TEXHUUYECKHUE CPEACTBA MACHTU(PUKAIIMKN M ayTCHTU(DUKAITIH ).

Pabotnuku ®I'BOY BO "CEBKABI'A", CEBEPO-KABKA3CKA/I
I'OCYIAAPCTBEHHAS  AKAJIEMUSA, CKI'A  gomkHBI  00ecIeUMBaTh
HaJISKAIIYO 3alTUTy 000pYI0BaHUS, OCTABISIEMOro 0e3 MpUCMOoTpa, OCOOCHHO B
TeX clydasxX, KOrja B TIOMEIIEHHe HMEIT JOCTYIl TOCTOpOHHHWE Jmima. Bce
0JIb30BaTeIM MHGOPMAITMOHHON CUCTEMBI MTEPCOHATBHBIX TaHHBIX JTOJKHBI 3HATH
TpeboBaHusl 1O 0€30MacCHOCTH NEPCOHANBHBIX JAHHBIX M MPOIEAYpPHI 3alTUTHI
000py/I0BaHMS, OCTaBJIEHHOIO 0€3 MPHCMOTpPA, a TAKKE CBOM OOS3aHHOCTH TIO
00€ECIIEYEHHUIO TAKOM 3aIUTHI.

PaGotHukam 3ampemiaeTcsi yCTaHABIMBATH ITOCTOPOHHEE IPOrPAMMHOE
obOecricueHUe, TMOJKIIOYATh JIMYHBIE MOOWIBHBIC YCTPOMCTBA M HOCHTEIH
nH(popManum, a TakKe 3alMChIBaTh HA HUX 3alTUIIIAEMYyI0 HH(GOPMAIIHIO.

PaGoTtHukam 3ampemaercss pasriamiarth  3alldIlaeMyro  HHGOPMAIIUIO,
KOTOpas CcTaja MM H3BECTHA B CHJIY BBINIOJIHCHUS HWMH CBOHMX JOJDKHOCTHBIX
00sI3aHHOCTEH.

IIpu pabGoTe ¢ mepcoOHAIBLHBIMHU JIAHHBIMH B HWH(POPMAITMOHHON CHCTEME
MEPCOHAIBHBIX  JAHHBIX PAOOTHUKH  OO0s3aHbl  HMCKIIOYHNTh  BO3MOYKHOCTH
IIPOCMOTpA TEPCOHATBHBIX JTAHHBIX TPETHUMH JIMIIAMH C MOHHUTOPOB OOBEKTOB

BBIYHUCJIUTEILHON TEXHUKH.
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[Ipu 3aBeprieHHMM pabOTHl C MHPOPMALMOHHON CHCTEMOW NEPCOHAIBHBIX
JAHHBIX PaOOTHUKHU O00sI3aHBl 3AIIUTUTh OOBEKTHl BBIYUCIUTEIBHONW TEXHUKHU C
MOMOIIIbI0 OJIOKMPOBKU KJIFOYOM WJIM SKBUBAJICEHTHOTO CpPEACTBA KOHTPOJIS,
HarpuMep, JOCTYNOM IO Tapojilo, €CIM HE UCIHOIb3YIOTCS 00jiee CUIbHBIC
CpEICTBa 3alUTHI.

Pa6otnuku @®I'BOY BO "CEBKABI'A", CEBEPO-KABKA3CKAS
I'OCYJIAPCTBEHHAA AKAJIEMUA, CKT A JIOJIKHBI OBITH
npouHGOpMHUPOBaHEl 00  yrpo3ax HapylIeHUsT pexuMa  0e30MacHOCTU
MEPCOHANBHBIX JIAHHBIX W OTBETCTBEHHOCTH 3a ero HapyiieHue. OHHM JIOJKHBI
OBITh O3HAKOMJICHBI C YTBEPXKIEHHOW (OpMaIbHONW MPOIEAYpPONd HAJIOKEHUS
JTUCHUTUIMHAPHBIX B3bICKAHUM Ha paOOTHUKOB, HAPYIIAOIINX TPUHSITHIC TTOJIUTHKY
U TIpoLeyphl 0€30MaCHOCTH NEPCOHATBHBIX JaHHBIX.

PaGoTuuku 00s3aHbI 0€3 MpoMeIeHUsT coo0IaTh 000 BCeX HAOIIOaeMbIX
WIM  TOJO3PUTENBHBIX  ClIy4asx  paboThl  MH(MOPMAIMOHHOW  CHUCTEMBI
NEPCOHATBHBIX JAHHBIX, a TAKKE O BBISIBJIEHHBIX UMU COOBITHUSIX, 3aTparuBaronInx
0e30MacHOCTh MEPCOHAJIBHBIX JTaHHBIX, PYKOBOJCTBY U JIMILY, OTBEYAIOIIEMY 3a
HEMEJJICHHOE pearupoBaHue Ha YIpo3bl 0€30MaCHOCTU MEPCOHANBHBIX TaHHBIX.

18. OTBeTCTBEHHOCTH IOJIb30BaTe el MH(POPMAIMOHHOW CHCTEMBI
NMePCOHAJILHBIX JTAHHBIX

B cootBercTtBUM co cTaThamu 24 ®DenepanbHoro 3akoHa ot 27.07.2006 Ne
152-®3 «O nepcoHANbHBIX JaHHBIX»,JIUIA, BUHOBHBIE B HAPYIIEHUU TPeOOBaHMIA
HECYT TpaXJaHCKYl0, YrOJIOBHYIO, aJMHUHUCTPATUBHYIO, IUCHUIUIMHAPHYIO U
WHYI0  NOPEAyCMOTPEHHYIO  3aKOHOAATEJbCTBOM  Poccuiickoin  Denepanuu
OTBETCTBEHHOCT.

JlelicTByromee 3aKOHOIATENbCTBO Poccuiickoi @Penepanuu  MO3BOJISAET
NPEABSABIATh TPEOOBaHUA MO 00ECIIEUEHUI0 0€30MacHO paboThl C 3alIUIaeMOn
uHpopManmeiiT W MpeaycMaTpUBAaeT  OTBETCTBEHHOCTh 332  HapyllIeHUE

YCTAHOBJIEHHBIX MpaBWJ dKCIuyatanuu DBM u cucreMm, HempaBOMEpPHBIN TOCTYI
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K uHGOpMAIUU, €CIU ATU JACHUCTBUS MPUBEIU K YHUUTOXKEHUIO, OJIOKUPOBAHMIO,
MoauduKauuu UHPOpMAIMK WK HapyleHuto padbotrsl OBM wnu ceteit (ctathu
272,273 u 274 YK PO).

[Tonws3oBatenu MHOOPMALIMOHHOW CHUCTEMBbI MEPCOHAIBHBIX JAaHHBIX HECYT
OTBETCTBEHHOCTh 3a BCE JCHCTBUSI, COBEPILICHHbIC OT UMEHU MX YUETHBIX 3aIlUCeH
WIM  CHUCTEeMHBIX  Y4YETHBIX  3alucei, eciau  He  JoKazaH  (akr
HECaHKIIMOHUPOBAHHOT'O MCTIOJIb30BAHUSI YUETHBIX 3aMHUCEH.

[IpuBeneHHbIe BhINIC TPEOOBAHUS HOPMATUBHBIX JTIOKYMEHTOB IO 3aIlUTE
uH(OpMaIMK JTOJIKHBI OBITh OTPAXKEHBI B JIOKATBHBIX HOPMATHBHBIX M MPABOBBIX
aKTax OI'bOY BO "CEBKABI'A", CEBEPO-KABKA3CKAA
I'OCYIAPCTBEHHAA AKAJIEMUA, CKTA.
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