OIIMCAHHUE CUCTEMBI

B xone BbIMoNHEHHs KOHKYPCHOTO 33JaHUsi BaM HEOOXOAMMO pa3paboTaTh MOIYJIH
CHCTEMBI 3alIUThl 00bEKTa KpUTHYeCcKOi nH(popmarmonHoi uadpactpykrypsl (KMN) Ha ocHoBe
187-@3 «O 6e3onacaoctu KU Poccuiickoii Deneparium.

Cuctema 6e3onacuoctu o0bexTa KU nomkHa obecnieunBaTh:

1) MPEIOTBPAIICHHE HEPAaBOMEPHOTO IOCTYIa K HHPOPMAIUH;

2) HEJIOMYIICHNWE BO3JICHCTBUS Ha TEXHHYECKHE CpeicTBa 00pabOTKH
nHpopmanuu;

3) BOCCTaHOBJICHHE ()YHKIIMOHHPOBAHUS 3HAUMMBIX 00bekTOB KNU;

4) HETPEPhIBHOE  B3aMMOJACWCTBHE C  TOCCUCTEMOH  OOHapyKeHWUs,

IPENyNPEXICHNS U IUKBUAALMN [TOCIEACTBUI KOMIIBIOTEPHBIX aTaK.

[Ipu BHeApeHHM OPTraHM3ALMOHHBIX MEp MO O0ECIEYEeHUIO0 OE30MaCHOCTH 3HAYMMOTO
00BbEKTa OCYIIECTBIISIOTCS:

1) OpraHu3aIysi KOHTPOJIs GU3UIECKOTO JOCTYIA K 3HAUNMOMY OOBEKTY;

2) peanu3anys MpaBuil pa3rpaHUUYCHUs JOCTYIA, PETIAMEHTHPYIOLINX IpaBa
J0CTyMa cyOBEKTOB 10CTyIa K 00bEKTaM JA0CTYIIa, U BBEJICHUE OIpaHMUYCHUN Ha 1eHCTBUS
HOJIb30BATENEH, a TAK)KE HA U3MEHEHUE YCIOBUHM HKCIUTyaTal[iK, COCTaBa U KOH(PUTypaluu
3HAYMMOT0 OOBEKTa;

3) IIPpOBEpKAa MOJIHOTHI M JETAJbHOCTH OINHCAaHUS B OpPraHU3alMOHHO-
pacropsaIUTEeNbHBIX JOKYMEHTaX 10 0e30MacHOCTH 3HAYUMBIX OOBEKTOB JCHUCTBHI
[OJIb30BaTENe M aJIMUHUCTPATOPOB  3HAYUMOrO OOBEKTAa IO  pealu3aluu
OpraHU3alIOHHBIX MED;

4) oTpaboTKa JAEHUCTBHI NONb30BaTeNed M aJIMUHHUCTPATOPOB 3HAYUMOIO
00BEKTa [0 peaan3aluy Mep Mo 00ecredeHNIo 0e30MacCHOCTH 3HAYMMOI'0 0OBEKTa.
OcHoBHas npo6iiema 06bexkToB KU - ataku Ha KpUTHUECKYIO HHPPACTPYKTYPY
Peanu3anuss  yrpo3  MOXeT TPUBECTM K  MPEKPALICHHUI0 HWJIM  HapyLIECHUIO

(GYHKIIMOHMPOBaHMSI ~ 3HAYMMOro  Oo0bekTa M oOecneuuBaromiero  (ympaslisieMoOro,
KOHTPOJIMPYEMOT'0) MM TMpOIecca, a TaKXKe HApYIIeHUI0 Oe30MacHOCTH o0pabaTbiBaeMoi
uH(popMaluu (HapyLIEHUIO JOCTYIHOCTH, II€JIOCTHOCTH, KOHQUACHINAIbHOCTH UH(DOpMAILINHN).
Kak cnencrBue — cymiecTBeHHble, (heepaabHO 3HaUYMMBbIE, ITOCJIEACTBUS IS )KU3HU U 3JI0POBBS
JIIOJIeH, DKOJIOTHH, SKOHOMUKH.

IIpu HempaBOMEpPHOM OTHOIIEHUM WM BO3AEHCTBMM Ha 3HauMMble o0bekThl KMU u
mpolecchl, cucrema obecredenus uHPopmalonHoil 6ezonmacHoctu (COUB) dukcupyer u
pearupyeT Ha BO3HUKIINE HWHIMIEHTBI U CTPEMHUTCS MHUHHUMU3HPOBATh IIOCIEIACTBUS YIPO3
0€30IMacCHOCTH.

3JI0yMBIIIJIEHHUKH MOTYT HapymuTh npouecchl pabor KU Poccuiickoit ®enepanuu B
OpraHM3alusIxX, HapruMep:

o C HCIIOJIB30BAHMEM BHUPYCHBIX mporpamm Ui ynpasieHus SCADA —
CUCTEM (3JIOYMBIIUICHHUK CMOI' HaWTH YSA3BHUMbIE MECTa B CHUCTEME 0O€30IacHOCTH U
M3MEHUJ HACTPOMKM ympaBieHus 3HauuMoro oobekta KU, uto nmosneksio HapyiieHue
pabotsl iporieccoB ACYTII)

o HapylleHue 1enocTHocTu mporeccoB o0bekToB KU (coTpynHuk BHEC
M3MEHEHHs B KOJI MPOorpaMMHOTo obecrieueHus 3HaunMoro oowvekra KU, uto nosnekso
HapyllIeHHe Nepeadn nHPopMaluu Mo MHGOPMaIMOHHO-TEIEKOMMYHHUKAIIMOHHOM CeTH).



ATakd MOTYT COBepIIaTb HE TOJIBKO 3JIOYMBINIJICHHUKU-XaKepbl. Pasrinamenue
corpyanukamu cyorexktoB KMU cBenenwnii 06 oobexrax KUU (maxe mpocTo nepeueHb 00BEKTOB,
CTCTNICHh WX 3HAYMMOCTH, TIOCJICICTBUS IJIsi OOBEKTOB), JIMOO HEpa3pelIeHHOE W3MEHEHHUE
uHpOpMaLKHU B HUX (OTKIIIOYCHHE aHTUBUPYCA Ha CEPBEPE YIPABICHUS XUMUYECKIM PEAKTOPOM)
— IIpPUPaBHUBAETCS K aTake.

Baxxno, uTo HenmpaBoMepHOE BO3JICHCTBIE HA 3HAYMMbIE OOBEKTHI U MPOLIECCHI BICYET 32
co00li YroJIOBHYI0 OTBETCTBEHHOCTb, cojepkamascs B cratbe 274.1 «HenpaBomepHoe
BO3JICUCTBUE HAa KPUTHYECKYIO MH(POpMannoHHyo uHppacTpykTypy Poccuiickori deneparum.
Takum o6pa3omM, ataku Ha KM He TONBKO peryiaupyroTcsi HOpPMaTUBHBIMH JOKYMEHTaMH, HO U
KaparoTCsi B COOTBETCTBUH C YTOJIOBHBIM KOJEKCOM.

B pamMkax BBIIOTHEHHS KOHKYPCHOTO 3a/IaHUSI BAM HEOOXOAUMO pa3padoTaTh:

1) MOJyJIb MO0 OpPTaHU3AIMH KOHTPOJIS (U3UYECKOr0 JOCTYNa K 3HAUUMOMY
00bekTy «Xpanutenasl[PO»;

2) MOJIYJIA LIGHTPAIIM30BAHHOTO MOHUTOPHUHTA COOBITHI Ha pabOYUX CTAHLIUAX
corpynHukoB o0bekTa KUU «CTtpamHuK.



