MUHHCTEPCTBO HAYKH H BBICIIETO OBPA3OBAHHS POCCHHCKON OFIEPAIIHH
OEAEPAIBHOE IMOCYIAPCTBEHHOE BIOJKETHOE OBPA3OBATE/IBHOE
VUPEAJEHHE BBICIIETO OBPA3OBAHHS

«CEBEPO-KABKA3CKASI TOCYJIAPCTBEHHAS AKAJLEMHMS»

i
L)
"Ii'¥ &,‘
ﬁ,ﬂ-“" fo20%
M

[ )
A R S
% T %

PABOYAS TPOTPAMMA JIHCHHILITHHBI

3BI.U.H|110HHHC HH(bOD\\IBl(HOHHHc CHCTEMBI K CRein

Yposeus ofpasoBareabRoi nPOrPaMMbl _MATHCTPATYPA

Hanpagaenne nogrorosky 09.04.03 1lpuknaznas v THKA

Hanpasaennocrs (npoduas) Npuknainan undiopmarisa & IKOHOMUKE W YIPABICHHA

(Mopma obyvernns ouHas (3304Hag)
Cpox ocroenns OI1 2 rojia {2 roje 6 mecaugen)
Hucrmyy Lindposeix Texionoruii

Kadenpa pazpadoranx PIL MNpursaanas wudopmaruka

Buinvekaomas kadeapa _ puauan uudiopvatixa

Havansnmk A

YUCOHO-METOHYCCKOND YTIPaBIeHing ; Cemenona J1.Y,
R / : :
Jupexrop HUT AR ?/5{/ Aanes OH,
g7 \
Frt.
Jaseayiouuit setnyekaoeit xaeapoi vl Xanaesa JL.X.

r. Yeprecer, 2025 1.



COJIEP)KAHME

Heau ocBOeHNS TNCHUIITHHBI
MecTo IMCHUIIMHBI B CTPYKTYpe 00pa30BaTe/IbHOM MPOrpaMMbl
[Inanupyemble pe3yabTaTbl 00y4eHHs MO AUCHUILIIHHE
CTpyKTypa u coep:kaHue TUCHUTITHHBI
4.1. O0beM AUCIUIUTMHBI U BUJIBI YU4€OHOU paboThI
4.2. ConepkaHue TUCIMUILIAHBI
4.2.1. Paznensl (TEMbI) TUCIUTIINHBI, BUIBI y4€OHOH AESITEIIBHOCTH U (hOPMBI KOHTPOJIS
4.2.2. JIeKIIMOHHBIN KypC
4.2.3. JJabopaTopHBIN MPAKTUKYM
4.2.4. IlpakTuyeckue 3aHsATUs
4.3. CamocrosiTenpHas paboTa 00ydaronierocs
5. IlepeuyeHb Y4eOHO-METOAUYECKOTO0 oO0ecredeHHs I CAMOCTOATEJbHOH PadoThI
00yYaOIMXCs M0 TUCHUIINHE
6. O6pa3oBaTejibHbIE TEXHOJIOTHHI
7. YueOHO-MeTOAMYECKOE U HH(POPMALIMOHHOE o0ecneyeHne JUCIUIITHHbI
7.1. Ciucok OCHOBHOM U JIOTIOJIHUTENFHON Y4eOHOU JTUTEpaTyphl
7.2.Ilepedenp pecypcoB HHPOPMAIIMOHHO-TEIICKOMMYHHKAIIMOHHOM ceTn « ITHTepHEeT»
7.3. NadopmManoHHbIe TEXHOJIOTUH, IMIIEH3NOHHOE TPOTrPaMMHOE 00eCTIeYeHHE
8. MaTtepuajibHO-TeXHHYECKOE o0ecreyeHue TUCHUTIIIHHBI
8.1. TpeOoBaHwMsI K ayJUTOPHSIM (ITOMEIICHUSIM, MECTaM ) JUISI TPOBEICHUS 3aHATUI
8.2. TpeboBanus kK 000pyI0BaHUIO PA0OUUX MECT IPEroAaBaTess U 00yJyaronuxcs
8.3. TpeboBanus K cCeMAIM3UPOBAHHOMY 000PYIOBAHUIO
9. Oco0eHHOCTH peaM3aluu JUCHUUIIMHBI IJI HHBAJU/I0B U JIUI] C OTPAHHYE€HHBIMU
BO3MOKHOCTSIMHU 310POBbSI
IIpuioxenne 1. @oHA OLEHOYHBIX CPEACTB
Ipuiioxkenune 2. AHHOTAUMS JUCHMILIHHBI
Penensust Ha pado4yio nporpammy
JIucr nepeyrBepakaeHus padoyeil mporpaMMbl I CUMILIHHBI

el AN S

PP P O0OO0OOO OB

16

18
26
24
27
27
28
28
28
29
29

29
30
59
60
61



1. EJIM OCBOEHUA JUCIUIIJINHBI

[lenssMu OCBOEHHUS MUCIMIUIMHBI «3alTUIIEHHbIC THH)OPMAIIMOHHBIE CUCTEMBI U CPEIbD»
SIBJISIETCA .

1. oBnajgeHue 3HAHWUSAMH 3aIIUTHl WH(POpPMAIUU, CBS3AHHBIX C CO3/JaHHEM W HU3yUYCHHUEM
COBPEMEHHBIX 3alIWIIEHHBIX HH(POPMAIIMOHHBIX CUCTEM pPAa3JIMYHOTO MPUMEHEHHUS H
CTEIEHHU CJI0KHOCTH, IPEIOTBPAIICHHEM YIlepOa MoIb30BaTeli0 HHPOpMaInH;

2. OBJAJICHAE HAaBBIKAMU TPUMEHEHUS HOBBIX HAYYHBIX MPUHIUIOB W METOJIOB
HUCCIIEIOBAHUH.

[Ipu 3TOM 3a1auaMu TUCUUILITUHBI SIBJISIOTCS:

® 3yYEHHUE COBPEMEHHOW KJIaCCH(PUKAIMK CPEACTB 3alIUThl HH(OOPMAIIUU B KOPIIOPATHB-
HBIX BBIYMCIUTENBHBIX CETIX U CHCTEMAX;

® 3y4YCHHE COBPEMEHHBIX TEXHOJOTHI MOCTPOEHUsI Oe30MacHbIX UH()OPMAIIMOHHBIX CHC-
TEM

® U3yYCHHE OTAllOB M TEXHOJOTHH TMPOCKTUPOBAHUS W CO3JMaHHUs Oe30mMacHBIX
UH(GOPMAIIMOHHBIX CUCTEM;

® 3YYCHHE COBPEMEHHBIX MTPOTPAMMHBIX U allapaTHBIX CPEACTB 3aIIUTHI HH()OPMAIINY;

® M3Y4YCHHE OCHOBHBIX yIpo3 MHPOPMAIUU B COBPEMEHHBIX MHPOPMAIMOHHBIX CHCTEMAaX
U CETAX;

® U3yUYEHHE MHCTPYMEHTAJIbHBIX MPOTPAMMHBIX M allapaTHbIX CpPEACTB aHalIu3a
3aMIUIICHHOCTH HHPOPMAIIMOHHBIX CUCTEM U CETEH;

e popMupoBanue yMeHHMI B pa3pabOTKE MPOCKTOB KOMIUICKCHBIX 3alUIICHHBIX
WHOPACTPYKTYp MJIs THUIIOBBIX COBPEMEHHBIX NPUMEHEHHH, OTBEYAIOUIYIO MPEIbSIBISICMbBIM
TpeOOBaHUSIM K YPOBHIO 3alIUIICHHOCTH, BBIMIOJHSIEMBIX C HCHOJIb30BAHUEM COBPEMEHHBIX
MIPOTrPaMMHBIX, TPOTPAMMHO-aNNaPaTHBIX M alITaAPaTHBIX CPEJCTB 3aIIUTH HHGOPMAITUH;

e (hopMmHpoBaHNE HABBHIKOB pa3padOTKM W BHEAPEHUS KOMIUIEKCHOW 3alHIIEHHOM
UHOPACTPYKTYpbl HA TPEANPUATHSX, BKIIOYAIONINX HABBIKM 0a30BOM W pacCIIMPEHHON
HAaCTPOMKM M HCIOJIb30BaHUSI COBPEMEHHBIX MPOTPAMMHBIX W anlapaTHBIX CPEJICTB 3alllUThl
uHpopmaruu: (paipBOUIOB, WHTEPAKTHBHBIX JIETEKTOPOB aTaK, 3allUIICHHBIX JOMEHHBIX
CEPBUCOB.

2. MECTO JUCIHUILIUHBI B CTPYKTYPE OBPA30OBATEJIBHOM ITPOT'PAMMBI

2.1. MucuumnnuHa «3amuiieHHble HHHOPMAIMOHHBIE CHCTEMBI U CPEIbl» OTHOCHUTCSA K
gacTH, (HOpMHPYEMOH Y4YaCTHHKAMH O0pa30BaTeIbHBIX OTHOMmEHWH broka 1 JuciurimHbL
(MOIyTH), UMEET TECHYIO CBSI3b C APYTUMHU AUCHUTIIIMHAMH.

2.2. B Tabnuie mNpUBEACHBI NPEIIICCTBYIONINE IUCIUIUIMHEBI, HAMpaBICHHBIE Ha
dbopMupoBaHrE KOMIETSHIINN JUCIUILTUHBI B COOTBETCTBUU ¢ MaTpulieit kommereHuii OI1.

IIpexmecTBy0OIIHE U TTOCETYIONHE TUCIHIINHBI,
HAaNpaBJieHHbIe HA (OpMUPOBAHHE KOMIETEHIH I

No
/ [TpeaiiecTBYOMME TUCIATUTHHBI [MTocnemyronue TUCIUITTHHBL
/1
1 Omnwupaercs Ha 3HAHUS, YMEHHUS U KomrutekcHast ”HPpOpMaIMOHHAs 6€30MaCHOCTh
HaBBIKH, CHOPMHUPOBAHHBIC [TpaBoBoe obecnieucHune UT nesitebHOCTH
JTMCHUILTMHAME TPEIBIIYIIIETO [Tpou3BoACTBEHHAS MPAKTHKA (HAYIHO-
YpOBHS 00pa3oBaHUs UCCIIeI0OBATEIbCKAs MPAKTHKA)




3. INTAHUPYEMBIE PE3YJIBTATBI OBYYEHUSA

KOMIICTCHIIMH

[Lmanupyemslie

o0yJaromuxcs

pe3yJIbTaThI

OCBOCHHAA
OIPECACIIAOTCA

oOpaszoBatenpHOM mporpammbl  (OIT) —

Tpe6 OBAaHUSAAMU  CTaHAApPTa  HAIIPaBJICHHUIO

noarotroBku 09.04.03 Ilpuknagnas nabopMatuka u GOPMUPYIOTCS B COOTBETCTBUU C MAaTpUIIEH

xkomnerennuit OI1

No Homep/ HaunmenoBanme B pe3yabTare uyueHusi JUCHUNIMHBI
n/n HH/IEKC KOMIIETeHII U o0yuyawuuecs 10/LKHbI:
KOMIIETCHI[M U (WM ee 4acTH)
1 2 3 4
1. [K-7 Cnoco6HOCTh Ha | [IK-7.1 OueHuBaeT 3KOHOMHUYECKYIO
NPAKTUKE MPUMEHATH | 3)PEeKTUBHOCTH MH(OPMALIMOHHBIX MPOLIECCOB,
HOBBIE Hayusble | UC, a Takxe NpOEKTHBIX PUCKOB
npuHuMnel 1 mMetoasbl | [1K-7.2 BeisiBisier u aHanu3upyeT pucku
WCCIIeIOBAaHUI nH(POPMAIMOHHON 06€30MacHOCTH

[1K-7.3 CtaBuT 1 pemiaeT NpuKIaaHbIe 3aJa4u B
YCJIOBUSIX HEOMNPEJEICHHOCTU U OINPEIEsieT
METO/BI U CpeacTBa X A3(HPEKTUBHOTO peHIeHUs

4. CTPYKTYPA U COAEP KAHUE JUCIIUITJIMHDbI

4.1. OFBEM JJUCHUILIMHBI ¥ BUJIbI YYEBHOM PABOTHI

Ounas ¢popma o0yueHnust

CemecTpbl
Buj yueOHoii padoThI Bcero yacos Ne 1
4acoB
1 2 3

AyauTopHasi KOHTAKTHas padora (Bcero) 42 42
B ToM uucne:
Jlexrmm (J1) 14 14
[Tpaxtuyeckue 3ansatus (I113), Cemunapsl (C) 28 28
JIabopatopusie pabots! (JIP) - -
KonTakTHas BHeaynuTopHasi padora, 15 15
B TOM YHCIIC
['pynoBsle ¥ MHAWBUYATbHbIE KOHCYJIbTALUU 15 1,5
CamocrosiTeibHasi pa6oTa odyuawmerocs (CPO) 64 64
(Bcero)
PaboTta ¢ KHHKHBIMU UCTOYHUKAMU 14 14
PaboTa ¢ 37eKTpOHHBIMH HCTOYHUKAMH 6 6
BI:IHOJIEICHI/IC WHANBUAYATHHBIX MPAKTUIECKUX 12 12
3aJJaHul
[TonroToBKa K KOHTPOJIBLHOU paboTe 6 6
Joxman 4 4
[TonroToBKa K TECTHPOBAHUIO 6 6
[TonroToBKa K KOJJIOKBUYMY 6 6




[ToaroroBka k nmpomexxyrounomy koHtpodto (I111K)

10

10

Ipomexyrounasi | 3auet (3a0) 3ader ¢ OLEHKON 3aueT ¢ OlEeHKOoI
aTTecTanus [Tpuewm 3a4., yac 0,5 0,5
HUTOI'O: O6mas | yacoB 108 108
TPYAOEMKOCTh 3a4YeTHBIX eINHHIL 3 3
3aounas opma oOyuenuns
CemecTtpbl
Buj yueOHoit padoThI Bcero yacos Ne 3
4acoB
1 2 3
AyauTOpHAasi KOHTAKTHAasi padoTa (Bcero) 10 10
B tom uncie:
Jlexruu (JI) 4 4
[Tpaktuueckue 3ausatus (I113), Cemunapsi (C) 6 6
Jlaboparopusie paboTsl (JIP) - -
KonTakTHasi BHeayiuTopHasi pa6oTa, 1 1
B TOM YHCIIE
['pynmoBble ¥ UHIWBUAYAIbHBIC KOHCYJIBTAIIH
CamocrosTeabHas padora odyuaromerocst (CPO) 93 93
(Bcero)
PaboTa ¢ KHWKHBIMU UCTOYHUKAMU 19 19
PaboTa ¢ 351eKTpOHHBIMU HCTOYHUKAMHU 20 20
BBIHOJ'II;ICHI/IC WH/IMBUYaJTbHBIX TIPAKTUYECKUX 12 12
3aJaHu’
IToaroToBka K KOHTPOJIBHOM paboTe 6 6
[TpocMOTp M KOHCTIEKTUPOBAHNE BUICOJICKIINI 6 6
Joknan 6 6
[ToaroToBKa K TECTHPOBAHUIO 12 12
[ToaroroBka K KOJUIOKBUYMY 2 2
[ToaroroBka k mpomexxytTounomy koHTposto (ITI1K) 10 10
sauer (320) 3aquvc 3aquvc
[MpomexyTounas OIIeHKO(4) o1leHKOM(4)
arrecranus [Tpuem 3au., yac 0,5 0,5
CPO, uac. 3,5 35

HUTOI'O: O6mas | yacoB 108 108
TPY10€MKOCTh 3a4€THBIX eTHHHIL 3 3




4.2. COIEP)KAHUE JUCIUATIIVHEI

4.2.1. Pa3znennl (TeMbl) TUCHUILIUHBI, BUABI YUeOHOI 1esITeIbHOCTH U ()OPMBI KOHTPOJIA

Ounas ¢popma o0ydeHus

Buabl yueOHOM qeATeJIbHOCTH, DopmbI
BKJIIOYasi CAMOCTOSITEIbHYIO N
TeKyulei u
Ne HanmenoBanue pa3ziena padoTy 00y4arOmmxcs
n/n AUCUMILINHBI (B yacax) TpOMERYTOH
HOIt
Jl | JIP | TI3 | CPO | Bcero | arrecranum)
1 2 3 4 5 6 7 8
Cemectp 1
1. Yrpo3sl oe3onacHocTH, | 2 10 12 KoHTtponbHas
APXUTEKTYpPbl CHCTEMBI 3aIIUTHI: pabora,
ocoOeHHOCTH coBpeMeHHbIX AC JIOKJIaI,
KaK 00BEKTa 3alUThI KOJIJIOKBHYM
2. Va3BUMOCTB OCHOBHBIX | 2 8 14 24 TECTUPOBA
CTPYKTYPHO-(DYHKITMOHATEHBIX HHE,
syeMeHTOB pacnpeaenaeHHbix AC. BBITIOJTHEHHE
3. Knaccudukanus KaHajoB | 2 4 12 18 WMHAUBUTY b
NPOHUKHOBEHUSI B CHUCTEMY H HBIX
YTEUKH HH()OPMALIUH. IIpaKTU4eC
4. OcHOBHBIE (YHKIIUHU MOJICUCTEMBI | 2 - 10 12 KX 3a][aHUH
3alIMTHI: OCHOBHBIC 3alIUTHBIC
MEXaHU3Mbl OTIEepalMOHHOM
CHCTEMBI ceMelicTBa Unix,
HE/I0CTAaTKU ee 3aIUTHBIX
MEXaHU3MOB.
S. 3amura ¢aiinos, KOHTPOJb | 2 4 9 15
JIOCTYyTa, YSI3BUMOCTh MapoJICH.
6. Cucrema 6e3zonacuoctu Windows, | 2 4 4 10
CHUCTeMa YMpaBICHHUS JTOCTYIIOM,
IIOJINTUKA OTPAaHUYCHUM.
7. O0ecrieuenue HaJIe)KHOIO | 2 8 5 15
OecriepeboiiHOr0  gocTyma K
JaHHBIM U TPUIOKEHHSIM, 3alIUTa
OT BHPYCOB, CIlaMa M BHEIIHUX
aTax.
8. KonTakTHas BHEayIUTOpHAs NuauBuayan
pabota bHBIE U
1,5 rpyMIOBBIE
KOHCYJIbTaIH
u
9. [TpomexyTouHas aTTecTalusl. 0,5 3auer ¢
OILIEHKOU
Hroro: 14 28 64 108




3aouHas

opMa 00y4eHus

Buabl yueOHoii 1eATeJILHOCTH, DopmbI
BKJIIOYAS CAMOCTOSITEIbHYIO .
00Ty o0yyaromuxcs TEKYILCH 1
Ne ni/m HaumenoBaHue pasjaeiia padoty 00y poMeskyTOu
AMCUUIIMHBI (B yacax) .
HOW
J | JIP | II3 | CPO | Becero | arrecramuu)
1 2 3 4 5 6 7 8
Cemectp 3
1. VYrpo3bl 6e3onmacHocty, | 2 - 14 16 KonTponbHas
aApXUTEKTYPHI CUCTEMBbI pabora,
3aIlMUTHL: 0COOEHHOCTH JIOKJIa,
coBpeMeHHbIX AC Kak 00BbeKTa KOJUTOKBUYM
3aIUTHI TECTUPOBA
2. Va3BUMOCTD OCHOBHEIX 2 14 16 HHE,
CTPYKTYPHO-(PYHKITHOHATBHBIX BBITIOJTHEHHE
AJIIEMEHTOB  pacmpeiesieHHBIX WHAUBUIYaJIbH
AC. BIX IIPAKTHYEC
3. Knaccudukanus KaHaJIo0B - 14 14 KHX 3aJIaHuH
MIPOHUKHOBEHUSI B CHCTEMY U
yTeukH HH(HOpMAIIUK.
4. OcHoBHbIE byskumm | 2 14 16
MOJICUCTEMBI 3aIUTHI:
OCHOBHEIC 3alUTHBIC
MEXaHHU3MBI OTIepaIMOHHON
cucTteMbl  cemelictBa  Unix,
HEJOCTAaTKM €€  3allUTHBIX
MEXaHH3MOB.
S. 3amuTta  (aiiiaoB, KOHTPOJIb 2 14 16
JIOCTYTA, YS3BUMOCTh apOJICH.
6. Cucrema 0€30IMacHOCTH 14 14
Windows, cucrema ynpapieHus
JIOCTYTIOM, MOJIUTHKA
OTpaHUYECHUM.
7. O06ecrieuenue HaJIE)KHOT'O 2 9 11
OecniepeOOiHOTO  JloCcTynma K
JAHHBIM M TIPHIOKCHUSM,
3aluUTa OT BUPYCOB, Cllama U
BHEITHHX aTaK.
8. KonTtakTtHas  BHeayauTOpHas NuauBuayanb
pabota 1 HBIC U
TpyNIoOBbIE
KOHCYJIbTAITU!
9. [TpoMexyTouHas aTTecTallus. 4 3auer ¢
OIIEHKOM
HTtoro: 4 6 93 108




4.2.2. JleKuMOHHBIN Kypc

No HaumenoBanue Haumenosa Coneprxanue JeKIUU Bcero vacos
n/m pasnena HUE TEMBbI O®0 | 300
JUCITUTUTAHBI JICKITUU
1 2 3 4 B 6
Cemectp 1 O®O, 3®O 3 cemectp
1. | Yrposs Yrpo3st Yrpo3st 0e30IMmacHOCTH 2 2
0€301acHOCTH, O0e3onmacHocTH | HH(MOpMAaIUH, AC u
ApPXUTEKTYPhI nH(pOpMaIIUH. CyOBeKTOB HH(OPMAIIMOHHBIX
CUCTEMBI OTHOIIICHUW, UCTOYHUKH YTPO3
3aIUTHI: 0e30I1acHOCTH,
0COOEHHOCTH Kiaccuukanus yIrpo3
COBPEMEHHBIX 0€3011aCHOCTH, OCHOBHBIE
AC kak o0bekTa peHaMepeHHbIe u
3aIUTHI HENpeTHAMEPEHHBIE YTPO3BIL.
2. | YA3BUMOCTH Mogaenu yrpos | Ysa3Bumocth, yrpoza Wb, 2
OCHOBHBIX U Hapylurened | uicTo4Huk yrpossl b, monens
CTPYKTYpHO- MH(GOPMALIMOHH | YIpO3 Ub, MOJIETh
(GYHKIMOHATIBHBI | O HapyLIuTes Ub.
X 3JeMeHTOB | 6e3omacHocTy | MHpopmarronHas
pacrnpeeneHHbIX uHPPACTPYKTYpa.
AC. ITpuuunnsl yszsumoct UC.
3. | Knaccuduka Knaccudukanu | [IpsiMble 1 KOCBEHHbIE KaHAJIbI 2
s KaHaJoB | s KaHaJOB | MPOHUKHOBEHHS] B CHCTEMY U
MPOHUKHOBEHUSI | MPOHUKHOBCHH | YTCUKH uH(pOpMAIIUH.
B cucteMy H | B cuctemy u | Puznueckue,
YTCUKH YTCUKH AJIEKTPOMATHUTHBIE,
nH(pOpMaIINH. nH(pOpMaIIUH. nH(GOPMaIMOHHBIE KaHAIIBI.
4. OcHoBHbIE OcHoBHbIE WneHtrbukarms - 2 2
byHKITUN 3aI[UTHBIE ayTenTHbUKAHS
MOJICUCTEMBI MEXaHH3MbL | pooaoparenrs mpu BXOZE B
SallliTBL. OMCPALMOHHOM | cperemy; pasrpaHuueHHe HpaB
OCHOBHBIC CHCTCMBI. Jnoctyna K (aiinoBoii cucreme,
SallliTHBIC B OCHOBE KOTOPOTO JIEKHT
MCXaHMSMBL peanu3anns JIHUCKPELMOHHON
OICpallHOHHON MOJETH  JOCTymla;  ay/awT.
CHCTCMBI, [TpuHIMITHATBEHBIE HEAOCTATKH
HEAOCTaTKH 3aIUTHBIX MEXaHH3MOB,
SAIHTHBIX UCTIONTB3YEMBIX B
MCXaHM3MOB. OTIEPAIMOHHBIX CHCTEMAX.
5. 3aupra ¢aiinos, | Cpencrsa CepBuchl 0€30MaCHOCTH. 2
KOHTPOJIB alnTel Cpenctpa obecrieuenus b B
foctyna, OTKPBITHIX cetsix. X Ha3HaueHwue,
YASBUMOCTR MHPOPMALMOKH | (o GepmocTn MPUMEHEHUS U
napoJei. BIX CUCTEM.

IIPUMEPBHL.
AyTeHTH(HKALKS B CETAX:




OOBIUHBIE U OJIHOPA30BbIE
HapoJIiu; CEpBEPHI
ayTeHTH(HUKAINH.
JlononHuTenbHas
UH(OpPMAaLUS U UTOTOBEIE
PEKOMEHIaLlU 110 3aLUTE
oTKpbIThIX 1C.

Cuctema Cuctema [TapameTprl 6€30MaCHOCTH. 2

0€30MacHOCTH 6esomacHoctu | Hactpoiika onepannoHHON

Windows, Windows cuctembl Windows. I1pasa

cucreMa MIOJIH30BATENCH U CHCTEMA

yIIpaBJICHUS yIpaBJICHUS T0CTYIIOM.

JOCTYIIOM, Kpanudukanus

MOJIUTHKA nosab3oBareneid. Cpeacraa

OTpaHUYCHUM. 3AIATHI.

Obecneuenue Ob6ecneuenue CnabocTu CUCTEMHBIX YTHIINT, 2

HAJICKHOTO HA/IGKHOCTH U | KOMaH]I M CETEBBIX CEPBHCOB

6ecriepe0oiHO OecriepeOOMHOr | Ha MPUMEpPE CTeKa MPOTOKOJIOB

ro JocTyma K |o tcp/ip (Telnet, FTP, NFS,

JTAHHBIM u | pyukuuonupoB | DNS, NIS, World Wide Web,

TIPUIIOKCHHUSIM, aHUs KOMAaH/IbI yJTAJICHHOTO

3amuTa OT | ”HPOPMALIMOHH | BhINoyHeHUs, Sendmail u

BHPYCOB, CIIaMa | BIX CUCTEM AIIEKTPOHHAS M0YTa, APYTHE

U BHELIHUX aTaK. | CPeibl. yTunuthl). CpeacTsa 3aMeHbl
ys3BUMbIX cepBucoB TCP/IP.
CnabocTu COBpeMEHHBIX
TEXHOJIOTUH
nporpaMMmupoBanus (Java,
ActiveX...) u OIMOKY B
IpOTrpaMMHOM 00€CTIeUeHHH.
CeteBbie BUPYCHI.
Buns! yrpos pecypcam
uHTpaHeTa u MHTepHeTa.

HToro yacos B cemectpe 14

4.2.3. JlaGopaTopHblii NPaKTUKYM (He npedycmompen)




4.2.4. IlpakTHYecKUe 3aHATHS

Ne
/1

HaumenoBanue
paznena
MUACHUTUIUHBI

HaumenoBaunue
MPaKTUYECKOTO
3aHATUA

Conepxanue
MPAKTUYECKOTO 3aHATHS

Bcero yacos

(01010

390

1

2

3

4

5

6

Cemectp 1 OPO, 3®O cemectp 3

1.

VA3BUMOCTE
OCHOBHBIX
CTPYKTYpHO-
(YHKIIMOHATBHBIX
3JICMCHTOB
pacrpeiesIeHHbIX
AC.

Kanasbr YTE€UKHU
uHpOpMaLUU B
COBPEMEHHBIX
aBTOMAaTH3UPOBAHH
BIX CUCTEMAX
3JIEKTPOHHOU
00paboTku
JTAHHBIX.

CkaHupoBaHue
yA3BUMOCTEM.
TectupoBanue
IPOHUKHOBEHMS.

VY nanennoe
aJIMUHUCTPUPOBAHUE
web-cepBepa.

Knaccudukanus
KaHaJIoB
NPOHUKHOBEHUS B
CHUCTEMY U YTCUKH
uH(pOpMaLIUH.

Knaccudukanus
BHYTPEHHUX U
BHEITHUX
HapyLIUTEIen

Knaccudukamms
BHYTPEHHUX
HapyILIuTeIe.
HeoctopoxHsie.
Manunynupyemsle.
CaboTaKHUKH.
HenosnbHele.
Hapymmrenu,
MOTHBHPOBAHHbIE U3BHE

3amura ¢aiinos,
KOHTPOJb JOCTYyTIA,
ySI3BUMOCTh
naposeun

TexHonoruu
ayTeHTU(UKAUK U
mudpoBaHus

TpeboBanus K
ayTeHTU(UKAUU 71
K (POBaHUIO.
AyTteHntudukarnus,
ocHOoBaHHas Ha [P-
azpece. Basic-
ayTeHTH(UKaLus.
Digest-
ayTeHTH(UKaLuS.
SSL/TLS.
BosmoxnocTr
SSL/TLS.

Cnalsle MecTa
SSL/TLS. [Tpumep
SSL/TLS-ceccun.
Cxempl  mmbpoBaHus
SSL/TLS. TpeGoBanus
K peanu3aim
SSL/TLS. Criucok
NeUcTBUHI U1
TEXHOJIOTUI
ayTeHTH(UKaIuu "
mupoBaHUsl.
Firewall mnpukmagaoro
ypoBHs st web —
ModSecurity.
BzaumopeinicTBue
ModSecurity c
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NaKETHBIM (pUIBTPOM

Cucrema CpencrBa 3aniuThl CepBuchr
66'30HaCHOCTI/I OTKPBITBIX 6C30MACHOCTIL.
Windows, cuctema | nHpopmanuon Cpenctea obecrieuenus
yIpaBIICHUS HBIX CHCTEM. UB B cemsix. Mx
AOCTYTIOM, Ha3HAYCHHE,
nonutuka - 0COOEHHOCTHU
OrpaHHYeHUN HpUMEHCHs -
PUMEPBHI.
AyTteHtuduxanus B
CeTsiX:  OOBIYHBIE U
OJIHOPA30BBIC  TAPOJIH;
CepBeEpHI
ayTeHTU(UKALIUH.
JlononmauTenbHas
uHpopManus u
UTOTOBBIE
pEKOMEH TaluN 1o
3amute oTKphIThIX YC.
Obecnieuenue be3zomnacHocTh OnyOnukoBaHue
HaJIeKHOTO web- uHbopManuu Ha web-
6ecniepe0oitHOTO OPUEHTHPOBAHHOTO | caiitax. (ObecneyeHue
JIOCTyTa K IaHHBIM M | KOHTEHTA 0e30MacHOCTH
TIPHIOKCHUSIM, TEXHOJOTHH  CO3JaHUs
3aluUTa OT BHPYCOB, AKTUBHOTO
cllaMa M BHEIIHUX conepxkumoro. URLs nu
aTax. cookies.  Ysa3BumocTu
TEXHOJIOTH aKTUBHOT'O
COJIEP’KUMOTO Ha
CTOpOHE KITUEHTA.
Vs3sumocTu
TEXHOJOTUM  CO3JaHHUs
COJIEP’KUMOTO Ha
CTOpOHE cepBepa.
Coucoxk OedcCTBUNA IS
obecrieueHus
0e301acHOCTH web-
COJICPIKUMOTO
Obecrnieuenue Obecnieuenue CnabocTH  CHCTEMHBIX
HAJIC)KHOTO HAJIC)KHOCTH U | yTHIUT, KOMaHj W
OecriepeboitHOTO OecriepeboHOTOo CETeBBIX CEPBHCOB Ha
JIOCTyTIA K JIAHHBIM B | QYHKIIHOHUPOBAHU | TIpUMEpe CTeKa
NPUIIOKECHHUSM, s IPOTOKOJIOB tep/ip
3ammra oT BHpycoB, | uHpopmarmonueix | (Telnet, FTP, NFS,

CllaMa HW BHCIIHUX
aTak.

CUCTEM CpPCBbI.

DNS, NIS, World Wide
Web, KOMAaHIbI
yAaNeHHOTO

BBITTOTHEHHS, Sendmail
U DJEKTPOHHAs T0YTa,
apyrue YTHINTBI).
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Cpenctna 3aMEHBI
YSI3BUMBIX CEpPBHUCOB

TCP/IP. Crnaboctu
COBPEMEHHBIX
TEXHOJIOTHI
POrPaMMUPOBAHUS
(Java, ActiveX...) u
OIINOKHU B
IPOrPaMMHOM
o0ecreyeHH .
CereBble BUPYCBHI.
Buner yrpos pecypcam
WHTpaHEeTa "
HurepHera.

HUTOI'O yacoB B cemecTpe:

28

12




4.3. CAMOCTOAATEJIBHAA PABOTA OBYYAIOIIEI'OCA

Ne HaumenoBanue pa3jaeia Ne Buaer CPO Bcero
n/n (TemMbl) TUCUMILTHHBI n/n 4acoB
(010]0)

1 3 4 5 6

Cemectp 1 O®O

1. Yrpossl Oe3omacHOCTH, | 1.1. | PaboTa ¢ KHWKHBIMUA HCTOYHHKAMH 2
ApXUTCKTYPRL - CHCTEMbBL | 1 5 = | PaGora ¢ 91eKTPOHHBIME HCTOYHHKAMK 1
3aIUATHI: 0COOEHHOCTH

BrImonmHeHe HHIUBUTY ATbHBIX
copemenubix AC kak | 1.3. >
MPAKTHYECKUX 3aJaHHH
00BEKTA 3aIUTEI
1.4. | [ToarotoBKa K TECTUPOBAHUIO 2
15 [ToaroroBKa K MPOMEKYTOYHOMY 3
" | xouTpomto (TITIK)

2. VasBumocTs  OCHOBHBIX | 2.1. | PaGoTa ¢ KHIYKHBIMH HCTOYHUKAMH 4
CTPYKTypHO- 59 BeImoiHeHHE HHANBHUTY aJIBHBIX 2
(DyHKIIMOHATBHBIX """ | npakTHYECKMX 3a1aHui
3JIEMEHTOB 23 - 6

. OIrOTOBKA K KOJJIOKBUYM
pacnpenaenenubix AC. - ymy
[ToaroroBka K MPOMEKYTOYHOMY 2
2.4
koHTpoumo (II1K)

3. Knaccudukanus xananos | 3.1. | PaGora ¢ KHIDKHBIMH HCTOUYHHKAMH 2
TIpOHMKHOBCHHIA P 13.2. | Pabota ¢ 31IeKTPOHHBIMI HCTOYHUKAME 2
CUCTEMY 51 YTCUKH

BrlimonnHeHue WHIUBH Y ATbHBIX 2
uHpOpMaILUH. 3.3. =
MPAKTHUYECKHX 3a[aHHH
3.4. | IlonroroBka jokaana 4
2
3.5. | IloaroToBka K TeCTUPOBAHUIO

4. | OcHOBHBIE Gyskumu | 4.1 | PaGoTa ¢ KHIYKHBIMH HCTOYHUKAMHU 2
TIONCHCTEMEL 3allUTRL | 4 9 | PaGoTa ¢ 2MIeKTPOHHBIME HCTOYHHKAMH 2
OCHOBHEIE 3aIIUTHEIE
MeXaHU3MBI
ONCPallMOHHON  CHCTCMBI 43 BBbINosHEHHE HHIUBHIY ATBHBIX 5
CCMEUCTBA Unix, | & NPAKTUYECKMX 3a1aHui
HEIOCTATKH €€ 3aIlUTHBIX
MEXaHN3MOB

5. | 3ammra (aiinos, 51 PaboTa ¢ KHMKHBIMA HCTOYHUKAMU 2
KOHTPOJIb 10CTYIIA, 5.2 | PabGoTa ¢ 35eKTpOHHBIMH HCTOYHUKAMH 1
VS3BUMOCTH TTapoJieit —

5.3 [ToaroroBka K KOHTPOJILHOU paboTe 6

6. | Cucrema 6e30macHOCTH 6.1 Pabora ¢ KHM>KHBIMHA UCTOUYHUKAMU 2
Windows, cuctema
YIpaBIICHUS JIOCTYIIOM,

6.2 | IloaroroBka K TECTUPOBAHHIO 2

IIOJINTUKA OTPaHUYCHUM.
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7. | OGecrneuenne HaIEKHOTO
OecriepeboitHOrO JOCTy A
K JaHHBIM U 71 [ToaroToBKa K MPOMEKYTOTHOMY 5
MPUIOKCHHUSM, 3aIUTa OT ’ koHTposto (ITI1K)
BHPYCOB, ClIaMa 1
BHEIIIHNUX aTaK.
HUTOTI'O yacos 3a roa: 64
3aounas popma oOyueHus
Ne | HaumenoBanue paszgesna | Ne Buast CPO Bcero
n/n (TeMbI) TUCHHUIJIMHBI n/n 4acoB
300
1 3 4 5 6
Cemectp 3
1. Vrpo3sl  0e3omacHOCTH, | 1.1. | Pabora ¢ KHMKHBIMH HCTOYHHUKAMH 2
apXUTCKTYphl  CHCTEMBI 12 Pabora ¢ 3JI€KTPOHHBIMH 2
3QIATBL:  OCOOCHHOCTH | “+&" | ot MH
coBpemeHHBIX  AC  KaK 13 BrinonHenne WHIMBU Y ATbHBIX 2
00BEKTa 3AIIUTHI ™| npakTHYeCcKuX 3a1aHui
1.4. | IloaroroBka nokJjana 2
1.5. | IloaroToBKa K TECTUPOBAHUIO 2
[ToaroToBKa K MPOMEKYTOTHOMY 2
16.
koHTpouo (ITTTK)
17 ITpocMOTp ¥ KOHCTIEKTUPOBAHUE 2
' BUJICOJIEKIIAI
2. VaseumocTs  0CcHOBHBIX | 2.1. | PaGoTta ¢ KHMKHBIMH HCTOYHHUKAMHU 2
CTPYKTypHO- 5o | PaboTa ¢ onexTponHbIMU 2
(YHKITMOHATIBHBIX 4| HCTOYHMKAMHU
SJICMCHTOB 23 BrImosTHeHMEe HHTUBHTY AITHHBIX 2
pacnpeneneHHbIx AC. "~ | npaKTMYECKUX 3aJaHul
2.4 | IloaroToBKa K KOJJIOKBUYMY 2
2
[ToaroToBka K MPOMEKYTOIYHOMY
2.6
koHTpoto (ITIK)
4
57 [TpocMOTp ¥ KOHCTIEKTUPOBAHUE
' BUJICOJIEKIIAI
3. | Knaccuduxanus kxananos | 3.1, | PaGora ¢ KHIXKHBIMHA HCTOYHHKAMH 2
HPOHNKHOBCHHS B 39 PaGora ¢ 3JIeKTPOHHBIMH 2
CUCTEMY 51 YTEUKHU | O+ | o e
uH(popMaIH. 33 BhINoNHEHNE UHAUBUTY ATbHBIX 2
"' | IpaKTUYECKUX 3aJIaHU
3.4. | [loaroroBka moKjIaaa 4
4
3.5. | [logroToBKa K TECTUPOBAHUIO
4. | OcHOBHBIE ¢Gynxunu | 4.1 | Pabora ¢ KHWKHBIMH HCTOYHHKAMH 4
IOJICUCTEMBI WTHI:
oAcHcTe 3ail, 4.2 | Pabora c 3JIeKTpOHHBIMU 4

14




OCHOBHEIE 3aI[UTHEIC HCTOYHUKAMHU
MEXaHU3MBI
ONEPAllMOHHOW CHUCTEMBI
ceMeiicTRa Unix, | 43 Brimonaenune MRJIMBHLYQIBHBIX 6
HEIOCTATKHU €€ 3allMTHBIX TpAaKTHICCKNX 3alaHIH
MEXaHHU3MOB
5. | 3amwura ¢ainos, 5.1 | PaboTa ¢ KHMOKHBIMH UCTOYHHKAMH 4
KOHTPOJIE A0CTYIIA, 5.9 PaGora ¢ 3J€KTPOHHBIMH 4
ySI3BUMOCTb TapoJiei - ACTOUHMKAMIA
5.3 | IloaroroBka K KOHTPOJIBHOH padoTe 6
6. CHCTeMa 0e3011acHOCTH 6.1 | PabGora ¢ KHIDKHBIMHM HCTOYHUKAMU 4
Windows, cucrema 6.2 Pa6oTa ¢ 371eKTPOHHBIMU 4
yIpaBIEHUS TOCTYIIOM, - HCTOYHUKAMHU
TOJINTHKA OTPAHUHCHUM. | g 3 [ToaroroBka k TECTUPOBAHUIO 6
7. | Obecneuenne HanexxHoro | 7.1 | PaboTa ¢ KHHKHBIMU HCTOYHUKAMHE 1
6ecriepe0oHHOro JOCTyMA 25 Pa6oTa ¢ S7eKTPOHHBIMH 5
K IaHHBIM 1 ' HUCTOYHUKAMU
MIPUIIOKCHUSM, 3aIUTa
OT BUPYCOB, CIIaMa U 73 IToaroroBka K MpoOMeEXyTOYHOMY 6
BHEIIHUX aTaK. xonTpomo (IIIK)
HUTOI'O uacos 3a roa: 93

5. NEPEYEHb YYEBHO-METOJUMYECKOI'O OBECHEYEHMS IS
CAMOCTOATEJIBHOU PABOTHI OBYYAIOIIUXCA ITO JUCHUITJIMHE

5.1. Meroanuyeckue ykKa3aHMsl Uil NMOATOTOBKH OOY4YalOIIMXCH K JIEKIIMOHHBIM
3aHATHAM

OcHoBHBIMU (popMaMu OOy4YEHHS IUCHIMIUIAHBI SIBISIOTCS JICKIIMU W TPAKTHYECKUE
3aHSTHS, & TAKXKE CAMOCTOsTEIbHAs paboTa.

Jlexuus siBnsieTcs OCHOBHOW (popMoif 00yueHus B BhICIIEM YUeOHOM 3aBeI€HUU. 3aliCcH
JEKIMA B KOHCIEKTaX JOJDKHBI OBITh WM30MpaTeNbHBIMH, IMOJHOCTHIO CIIEYET 3alHChIBATh
TOJIBKO OTpenesieHHs. B KOHCHEKTe PEeKOMEHIYEeTCs TMPUMEHSTh COKpaIIeHHE CJIOB, 4YTO
YCKOpsSieT 3anmuch. Bompockl, BO3HUKAIONIME B XOJ€ JEKLUHUU, PEKOMEHAYETCsS 3aluChiBaTh Ha
MOJIIX W TOCTE OKOHYAHUS JIEKIMM OOpaTUThCA 3a pPa3bsCHCHHEM K MpernojaBaTeio.
HeobxomuMo akTuBHO paboTaTh ¢ KOHCHEKTOM JIEKIMW: TOCIE OKOHYAHHs JEKIUU
PEKOMEHIyeTCs IePEYUTATh CBOM 3aITMCH, BHECTH TTOTIPABKU U JOTIOJTHEHUS Ha TTOJISX.

PaGota HaJ KOHCIIEKTOM JISKIIMH OCYILIECTBIISIETCS MO dTaram:
— TIOBTOPHUTH M3yYCHHBIA MaTEepUa MO KOHCIIEKTY;
— HEMOHSTHBIE MOJIOKEHUSI OTMETUTh HA MOJSAX U YTOUHUTD;
— HEOKOHYEHHBIC (Ppa3bl, MPOIYIIECHHBIE CIIOBA M JAPYTHE HEIOYETHl B 3aMHCSIX

YCTPaHUTh, MOJB3YsICh MaTepHallaMy U3 YUeOHHUKA U IPYTHUX UCTOYHUKOB,;

— 3aBEpIINTh TEXHHUYECKOe Oo(opMiIeHHE KOHCIMEKTa (TOIYepKUBAHMS, BBIICICHHUE

TJIaBHOTO, BBIJICTICHUE PA3ENIOB, TOAPA3/ICIIOB U T.11.).

CamocrosTensHy0 paboTy clieyeT HauyWHATh C JOPaOOTKH KOHCIIEKTA, JKEJIaTebHO B
TOT k€ JIeHb, IIOKa BPeMs HE CTEPJIO COJIep KaHUe JICKINH U3 naMsaTu. PaboTa HaJ KOHCIIEKTOM
HE [O0JDKHA 3aKaHYMBATBhCS C TMPOCIyIIMBaHUA JieKuu. I[locie nekmuu, B Mmporecce
CaMOCTOSITENILHOM paboThI, Mepe1 TeM, KaK OTKPBITh TeTPaJb C KOHCIIEKTOM, IOJIE3HO MBICIIEHHO
BOCCTAHOBHUTH B IMAMSTH COJICPKaHHUE JICKITUU, BCIOMHUB €€ CTPYKTYPY, OCHOBHBIE TIOJIOXKCHHS U
BBIBO/IBI.

C menpro 10paboTKH HEOOXOIUMO MPOYUTAThH 3alMCH, BOCCTAHOBUTH TEKCT B MaMSTH, a
TaKk)Ke WCIPABUTh OIMUCKH, pacIuppoBaTh HE MPHUHITHIE paHEE COKPAIICHHUS, 3aMOJHUTH
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IPONYIIEHHbIE MECTA, MOHATh TEKCT, BHUKHYTHh B €ro cMbIci. Jlamee mpoyuTarh MaTepuai Io
PEKOMEHIyeMOU INuTepaType, pa3pelias B XOJ€ YTEHHs, BO3HHUKIINE paHee 3aTpyIHEHUS,
BOIPOCHI, & TAK)KE JOMOJIHEHUS U UCHPABIIASA CBOU 3alUCU. 3alMCH JOJKHBI ObITh HATJISAHBIMU,
JUISL 4eTo ClIeAyeT MPUMEHSATh pa3jinuHble CrocOOBl BhiAeNeHuil. B xone nopaboTku KOHCIEKTa
YTy OJIsII0TCS, pacHIMPSAIOTCS U 3aKPEIUISIOTCS 3HaHMSI, a TaK)Ke JIOTOJIHAETCS, UCIPABIISETCS U
COBEpILEHCTBYETCSI KOHCHEKT. Eme myuiie, ecau Bbl nepepaboTaeTe KOHCHEKT, JaJuTe €ro B
HOBOW CHCTeMAaTHU3allMM 3amuceid. IT0o, HECOMHEHHO, 3aiiMET HEKOTOpPOE BpeMs, HO MaTepuall
BaMH OyzeT Xopomo npopadoTaH, a KOHCHEKTHBHAs 3allMCh €ro NpHUBEAEHA B YJOOHBINA s
3aloMUHaHUs BUJ. BBejeHue 3aroioBKOB, CKOOOK, 000OIIAIOMKX 3HAKOB MOXKET 3HAUUTEIBHO
IIOBBICUTH Kau€CTBO 3allMCH. DTOMY MOXKET CIIy>)KHTb TAaK)K€ NOJYEPKUBAHHE OTIEJIBbHBIX MECT
KOHCIIEKTa KpacHbIM KapaHJalloM, MPHUBEACHHE Ha MOJSX WIM Ha OOpaTHON CTOpOHE JucTa
KpPaTKOM CXEMbl KOHCIIEKTA U JIp.

[TonroToBieHHBII KOHCIEKT W pPEKOMEHJyeMas JHUTepaTypa MCIONb3YeTCs IpU
IOJIrOTOBKE K NPaKTUYECKOMY 3aHATUIO. [loAroroBka cBOAMTCA K BHUMATEIbHOMY IIPOYTEHHUIO
y4eOHOro Marepuaja, K BBIBOAY C KapaHJAllOM B pyKax BCEX YTBEPXKACHUH U QopMmyl, K
PELICHUIO IPUMEPOB, 3aJad, K OTBETaM Ha BONPOCHI, IPEUIOKEHHBIE B KOHIE JIEKLUU
npenojaBaTesieM WIM IOMEIIEHHbIE B peKoMeHayemol murepatype. Ilpumepsl, 3amauu,
BOIIPOCHI 10 TEME SABJISIOTCS CPEJCTBOM CAMOKOHTPOJIS.

HenpeMmeHHBIM yclioBUEM IIyOOKOIO YCBOEHHsSI yueOHOro MaTepuania SBISETCs 3HaHUE
OCHOB, Ha KOTOPBIX CTPOUTCS H3J0KeHHe Mmarepuana. OOBIYHO MpernojaBaTesb HAalOMHUHAET,
KaKol paHee M3y4EHHbII MaTepuall U B KaKoil crerneHu TpedyeTrcss MOArOTOBUTh K OUEpeaHOMY
3aHATUIO. JTa peKOMEHJalus, Kak U TpeOOBaHHE CUCTEMAaTUYECKOM M Cepbe3HOil paboThl HaJ
BCEM JIEKIIMOHHBIM KypCOM, MOJUIEKUT 0€3yCI0BHOMY BBINOIHEHHUIO. [loTepu noruueckoit cBssu
KaKk BHYTPHU TE€MbI, TaK U MEKJY HUMH IPUBOJUT K HEraTUBHBIM IIOCJIEICTBUSAM: MaTepUall
y4eOHOM JMCUUIUIMHBI TEPEeCcTaeT OCHOBAaTEIbHO BOCHPHUHHMMATHCA, a TBOPUYECKUH TPY.I
MOJMEHSETCSl yTOMJIEHHBIM IepenuchiBanueM. OOpallieHne K paHee U3y4YeHHOMY MaTepuaiy He
TOJIbKO MOMOTaeT BOCCTAHOBUTHh B NAMSTH M3BECTHBIEC IOJIOKEHMSI, BBIBOJABI, HO U MPHUBOJIUT
pa3po3HEHHbIE 3HAHUS B cHCTEMy, yriyOsseT u pacmupsier ux. Kaxaslii Bo3BpaT K cTapoMmy
MaTepuaay IMO3BOJISIET HAWTH B HEM 4YTO-TO HOBOE, NEPEOCMBICIUTH €r0 C HMHBIX IO3ULUH,
OTpeAeNIuTh JI1 Hero Hauboliee MOIXOJAIIee MECTO B YK€ HMMEIOIIEHCS CHUCTeMe 3HaHUM.
HeonHokpaTHOE OOpaleHre K NPOHJACHHOMY MaTepuay SBISETCS HauOojee palrOHAIBHON
dbopmoii mpuoOpeTeHus u 3akperieHus: 3HaHui. O4eHb MOJIe3HBIM, HO, K COXKAJICHUIO, €IlIe MaJlo
UCIIOJB3YEMBIM B IPAKTHUKE CAMOCTOSITEIbHOW palOOThI, SBISIETCA  IPEIBAPUTEIHLHOE
O3HaKOMJIEHHE ¢ yueOHBbIM MatepuanoM. [laxke kpaTkoe, Oerjioe 3HAKOMCTBO C MaTepHalioM
ouepeHON Jiekuuu gaer MHoroe. OOyuarommecss MOJIy4aroT oOlee IMpeiCTaBIeHHE O ee
COJIEp’)KaHUU U CTPYKType, O TJIaBHBIX M BTOPOCTENEHHBIX BOINPOCAX, O TEPMHHAX U
onpezaeneHusx. Bee aTo obneryaer paboTy Ha JIEKIUH U JIENIAET €€ 1IEJICYCTPEMIICHHOM.

MeTtonuyeckue yka3zaHusl MAaTUCTPaHTaM MO0 OCBOCHHUIO JTUCIUILIMHBI IIPEICTABICHBI
TaK)Xe B MOCOOMH:

Bocranoga JI.K., Psaauenko B.I1. 3amuiiennsie ”HPOPMALIMOHHBIE CUCTEMBI U CPEJIBI.
YuebHo-MeToAn4IeCcCKOe mocooue it MarucTpanToB 1 kypca HanpasiaeHus noarotroBku 09.04.03
[Mpuxnaanas unpopmaruka/ JI.LK. bocranoBa— Uepkecck: BULL CesKaBI'TTA, 2015. —2 i

5.2. Meroauyeckue yKa3aHHMs IS NOATOTOBKH 00y4YarOIIMXCH K J1a00OpaTOPHBIM
3aHATHAM
- He npedycmMompenbl

5.3. Meroanuyeckue ykKa3aHusi JJS MOATOTOBKH O0YyYalIIMXCH K MPAKTHYECKHUM
3aHATHAM

IHoaAroToBKa K MPAKTHYeCKHUM 3aHATUAM

[ToaroToBKy K MPaKTHUYECKOMY 3aHSITHIO KaXKIbI OOYYaIOIIMIACS JIOJDKEH HayaTh C
O3HAKOMJICHHUS C IUIAHOM MPAKTUYECKOTO 3aHATHSA, KOTOPBI OTpakaeT colepKaHue
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IIPEMIOKEHHON TeMBIL. TIaTenbHOE IPOLYMBIBAHUE U N3YUYEHUE BOIIPOCOB IUIaHA OCHOBBIBAECTCS
Ha MpopadOTKe TEKyIIero MmaTepuana, a 3aTeM H3y4deHHe 00s3aTeNbHON U JOMOIHUTEIbHOMN
JUTEpaTyphl, PEKOMEHAOBAHHOW K JaHHOW TeMe. Ha oCHOBE MHAMBHIYaJbHBIX MPEANOYTCHUI
oOyuJarorieMycsi He0OX0IUMO CaMOCTOATEIHHO BBIOpaTh TEMy JIOKJIaa MO ImpodieMe ceMHHapa
Y TI0 BO3MO>KHOCTH MOATOTOBUTH IO HEMY MPE3EHTALUIO.

Ecnu nporpaMMoil JTUCHUIUIMHBL IIPEyCMOTPEHO BBIIIOJIHEHNUE IPAKTHUYECKOTO 3aJ1aHHUs,
TO €ro HE0OXO/IMMO BBIIOJHUTD C YUYE€TOM MPEAJIOKEHHON MHCTPYKIMH (YCTHO WIJIN TUCBMEHHO).
Bce HOBble MOHATHA MO H3y4aeMoOW TeMe HEOOXOAMMO BbIyYMTh HaW3yCThb M BHECTH B
riioccapuii, KOTOPBIN 11€71eCO00pa3HO BECTH € CaMOr0 Havajia U3y4eHus Kypca. Pesynbrar Takoi
paboThl JOJDKEH TPOSIBUTBCA B CIOCOOHOCTH oOOydaromierocs CBOOOJHO OTBETUTh Ha
TEOPETUYECKHE BOIIPOCHI CEMMHAPA, €0 BHICTYIJIEHUH U YYaCTUU B KOJUIEKTUBHOM 00CYXKJIEHUU
BOIIPOCOB M3y4aeMOIl TEMBI, IIPABWJIBHOM BBIIIOJHEHUM IPAKTUUECKUX 33JaHUN U KOHTPOJIbHBIX
pabor.

5.4. Metoanuyeckue yKa3aHusi 10 CAMOCTOATEJIbHON padoTe 00y4ar0muxcst

PaGoTa c iuTepaTypHLIMHM HCTOYHHKAMH H HHTEPHET pecypcamMu

B npomecce moAroToBKM K MNPAKTHUECKUM 3aHATUSAM, OOYyYarolIUMCS HE0O0XOAUMO
o0paTuTh 0CO0O€ BHMMAaHHME HAa CaMOCTOSTEIBHOE H3yYCHHE PEKOMEHJIOBAHHOH ydeOHO-
METOAMYECKOH (a TaKKe HayYHOH U MOIYyJIIPHOM) JIUTEPATYPH.

CamocTrosarenbHas paboTa ¢ yueOHUKaMH, y4eOHbIMH OCOOUSMHU, HAy4YHOH, CIIPAaBOYHOMN
U TONYJSIpHOW JMTEpaTypod, MarepuajaMM MEpUOIMYECKUX u3laHuil u MHTepHera,
CTaTUCTUYCCKUMHN JaHHBIMU SBJISICTCA HaubOoJee 3(1)(1)CKTI/IBHI>IM MCTOAOM ITOJIYUCHUA 3H3HHI>1,
MO3BOJISIET 3HAYMTENBHO AKTMBHU3MPOBATH IPOILECC OBIaAEHUS HH(opMaiuei, cnocoOCTByeT
Oosee TIyOOKOMY YCBOEHHIO H3ydyaeMOro Marepuana, (opMupyeT y oOOyyaroluuxcs CBOE
OTHOIIIEHHE K KOHKPETHOH mpolieme.

Bbonee rimy6okoMy pacKpBITHIO BOIIPOCOB CIIOCOOCTBYET 3HAKOMCTBO C JIOTIOJHHUTEIBHON
JUTEPATypoi, PEKOMEHJOBAHHOM IpernojaBaTelieM [0 KaXJIOW TeMe CEeMUHApCKOro WIu
MPAKTUYCCKOr'0 3aHATHUA, YTO IMO3BOJIACT 06y‘~IaIOIIII/IMC$I MNpOsABUTHL CBOIO MHAHWBUAYAJIIBHOCTH B
paMKax BBICTYIUIEHHUS Ha JIaHHBIX 3aHATHUSAX, BBIIBUTH LIMPOKHM CHEKTP MHEHUH MO M3ydaeMon
npobiieMe.

MeToanyeckue peKOMeH/IAUH 10 MPOBEIeHUI0 YCTHOTO Ompoca.

YCTHBII OnpOC SIBJISIETCSI OJJHUM M3 OCHOBHBIX CIIOCOOOB y4eTa 3HAHHH OOYYarolIuXxcs.
Pa3BepHyTBIli OTBET OOydYaOMIErocs [OJDKEH NPEACTABISITh COOOW CBSI3HOE, JIOTUYCCKU
MIOCJIeIOBATEIbHOE COOOIICHHE Ha OINPE/ICICHHYI0 TeMY, IMOKa3biBaTh €ro yMEHHE NMPHUMEHSTh
OTIpe/IeNICHUs], PAaBUJIa B KOHKPETHBIX CITyJasX.

OCHOBHBIE Ka4eCTBa YCTHOTO OTBETA MOJUICHKAIIETO OI[CHKE.

1. TIpaBHJIBLHOCTH OTBETAa TO COJCPXKAHUIO (YYUTHIBACTCS KOJHMYECTBO W XapakTep
OIMOOK MPHU OTBETE).

2. TlomHoTa WM TyOMHA OTBEeTa (YYHUTHIBACTCS KOJMYECTBO YCBOCHHBIX JIEKCHUECKHX
€IMHUII, TPAMMaTHYCCKHX TPABWII U T. 1.).

3. Co3HaTeNBHOCTh OTBETA (YUUTHIBAECTCA MOHUMAHHUE U3JIaraeMoOro MaTepuana).

4. Jlormka W3NOXEHHS MaTepuaia (Y4YUTHIBACTCS YMEHHE CTPOWTH IICJIOCTHBIH,
MOCIIeI0BATEIBHBINA paccKa3, PAMOTHO ITOJIB30BAThCS CIICIIUATBHON TEPMUHOJIOTHEH ).

5. PanmoHambHOCTh MCIOJIB30BAHHBIX TMPUEMOB U CIIOCOOOB PEHICHHS MOCTaBICHHOW
ydaeOHOUM 3amaunm (YYUTHIBACTCS YMEHHE HCIIOJIB30BaTh HAWMOOJIee TPOTPECCUBHBIC U
3¢ exTHBHBIE CIOCOOBI TOCTIKEHUS LENH).

6. CBOcBpeMEHHOCTh M J(P(PEKTUBHOCTh WCIOIB30BAHUS HATIISTHBIX MOCOOMH |
TEXHUYECKUX CPEACTB TMpH OTBeTe (YYUTHIBACTCS TPAMOTHO M C TOJB30H TNPUMEHSTH
HATJISITHOCTh U JIGMOHCTPAITMOHHBIH OIBIT IIPH YCTHOM OTBETE).

7. Ucnonp3oBaHue JAOMOJHUTEIBHOTO MaTtepuaia (MPUBETCTBYETCS, HO HE 0053aTeIbHO
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JUTSL BCEX O0YYaroIuXcs).

8. PanimoHa IbHOCTh UCIOJIB30BaHUSI BPEMECHHU, OTBEICHHOTO HAa 3a7aHue (He 0100pseTcs
3aTSIHYTOCTh BBIITOJIHCHUS 3aJ]aHMs, YCTHOTO OTBETa BO BPEMEHH, C YUETOM HHIWBHIYATbHBIX
0COOCHHOCTEH 00yYaronmxcs).

MeToauyeckue peKOMeHIAINH 10 MPOBEAEHUI0O KOJIJIOKBHYMA.

KommokBryMm -rpynmoBoe 00CyKIeHHE IO PYKOBOJCTBOM ITPETIOaBaTEIIS JOCTATOYHO
HIMPOKOTO Kpyra MpoOsieM, HAapuUMeEp, OTHOCUTEIBHO CaMOCTOSATEIBHOIO OOJBIIOTO pasjaena
JICKITMOHHOTO WJIA TTPAKTHYECKOT0 Kypca.

Ha xomnokBuyM MOKeT OBITH BBIHECEH pa3fiell JEKIMOHHOTO Kypca, 3HaHHUE KOTOPOTo
JOJDKCH — MPOJCMOHCTPHPOBaTh  oOydJarommiics. KoJlokBUyM mipoBoaHMTCS B (opme
cobecefoBaHUs TperoaaBarenss ¢ OOyYalIIMMUCA M COACPKHUT B ceOe DIEMEHTHl MPOBEPKHU
3HAHUW U KOHCYJIbTAIIHH.

Ha coBpemeHHOM 3Tamne yTBEpIUINCh IBa BUAA MPOBEACHHUS KONIOKBUYMOB - YCTHOTO U
MUChMEHHOTro. B mepBoM ciywae mpearosnaraeTcss OpraHu3amnus KOHTPOJIS B BUAE OTKPBITOTO
JUAJIOTa UM TPYMIIOBOTO OOCYKJIEHUS TEMbI, BO BTOPOM - MPOBEPKA 3HAHUN 0OydYarOIMIUXCs B
BUJIC TIMCBMEHHOTO U3JIOKEHUS OTBETOB (pa3BEPHYTHIC OTBETHI HA BOIPOCHI, pedepathl, 3cce U
T.J.)

Eciii KOJJIOKBUYM TIPOBOJUTCS B NMUCBMEHHOW (OpME, TO pPe3yibTaThl ACATCILHOCTH
00y4aromuxcst MpeACTaBIsA0T CO00i:

® pa3BEPHYTHIC OTBETHI HA KOHTPOJIBHBIE BOIIPOCHI;
® pEIICHUS KOHTPOJIbHBIX 3a/IaHUN.
O6nem otHOTO OJ10Ka BOTIPOCOB cosiepkuT 20-30 BOIPOCOB.

1.KomnokBuyM mpOBOIMTCS, Kak MpaBUJIO, BO BHEAyJAUTOpHOE Bpems. B mopsnke
UCKITIOYCHHSI C YYETOM HAJIMYUs PECypCOB oOecredeHus y4eOHOTO IMporecca KOJIOKBUYM
MOJKET OBITh MPOBEAEH B ayAUTOPHOE BpEMs, BbIICTICHHOE HA U3yUeHUE TAHHOW JUCITUILTNHBL.

2. B cinyyae HeyIOBIIETBOPUTEIHHOTO PE3yJbTaTa CA4M KOJUIOKBHyMa O0YyYaromemMycs
paspeliaeTcss ero mepeciaarb B OCTABIIMKCA IO dK3aMEHAIIMOHHOW ceccuu mepuon. llpu He
CIaHHOM KOJIJIOKBHYME OOYYarOIIHIACS HE JOMYCKAeTCsI 10 3a4eTa M0 STOW JUCIIUILTHHE

Oco0eHHOCTH MPOBEJICHUE YCTHOTO KOJJIOKBUYMa MO TeME WIH pa3lelny IUCIUTUIMHBL
CobecemoBanme BeAETCS C KaXIbIM OOYYarONIMMCS WHIAWBHIYyaJTbHO B TPHCYTCTBHH MAaJIOH
rpynnsl (5-6 4enoBekx).

B cnydae 3arpymHeHMs oOOydaromierocss TpH OTBETe Ha ITOCTABJICHHBIM BOIPOC,
MOCTIEAHU MOXET OBITh mepeaapecoBaH ApyruM. [Ipu sTom obOydaromuecs MOTYT JOTOTHATH
JIpyT Jpyra, JUCKYTHPOBATh, 3aJaBaTh BOIPOCKHI, BCECTOPOHHE oOCyxkmas mpodiemy. Takum
00pa3oM, KOJUIOKBHYM TPEACTaBIIsAeT co00i rpynmoByro (opmy Oecenpl MpernoaaBaTens C
00YYJarOIIUMUCS C IEJBIO BEISICHCHHS HX 3HAHUH.

[Ipu sToM Kakmomy BhICTaBiseTCs AUQQEepeHIUpOBaHHAs OIleHKa. Ha KoJutokBuyMme
oOyJaromuyecss MOTYT TOJb30BaThCS CBOMMU 3alMCSIMH H3Y4YeHHBIX MaTepuaioB. He crmemyer
CBOJIUTH KOJUIOKBHYM K ceMHHapy. Eciu ceMuHap cerofnsi He peKOMEHAyeTCsl TPOBOAUTD JTUIIIb
BOTIPOCHO-OTBETHBIM METOIOM, TO Ha KOJUIOKBUYME TaKOH METOJI SIBJIIETCS OCHOBHBIM.

Ha xonnmoxBruyme o0ydaronuiics JOMKEeH MPOIEMOHCTPUPOBATH, UTO OH:

® 3HACT COJICP)KAHHUE U CTPYKTYPY JICKIIMOHHOTO HIIU MPAKTUYECKOTO Kypca, OTACThHBIX
e€ riaB u nmaparpadoB (eciau Ha KOJUIOKBUYM BBIHOCUTCS OTAEIBHBIN TPYN);

® YSICHUJI JIOTUKY U3JI0KECHHS MaTepHaa;

® YMEET BBIJICIUTD y3JIOBBIC HJICH U TOJIOXKCHHUS;

e ymeeT 0000mark Marepuana ¢ TMOMOIIBIO CXeM, TaOJHI], BOMPOCOB U JEJIaTh 3alUCH
MPOYUTAHHOTO (CIIENaTh BHIMICKU, COCTABUTH IUIAH, TE3UCHI, aHHOTAIINIO, PE3IOME, KOHCIIEKT);

® BUJIUT CBA3b U3YYaEMOM TEOPUU C IIPAKTUKOM;

e 1iMeeT COOCTBEHHOE MHEHHUE O MPOYUTAHHOM.

MeToauuyecKkue PCKOMEHAAIUHA 1O MOATOTOBKE oﬁyqamumxca K TECTHPOBAaHHUIO.
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B coBpemeHHOM 00pa3oBaTENHLHOM IPOLECCE TECTUPOBAHHE Kak HOBas (popMa OIEHKH
3HAHMI 3aHUMaeT BaXKHOE MECTO U TpeOyeT Cepbe3HOro K cede OTHOILICHHUS.

Lenp TecTupoBaHWil B XOA€ y4eOHOTO Ipolecca 00ydYaroMMXCsi COCTOMT HE TOJIBKO B
CHUCTEeMAaTHYECKOM KOHTPOJE€ 3a 3HAaHHWEM TOYHBIX JaT, UMEH, COOBITHii, SBJICHWI, HO U B
pa3BUTHH YMEHHS OOYYaIOIIUXCS BBIIENATH, AaHATU3UPOBaTh H 0000mars Hamboiee
CYILLIECTBEHHBIE CBS3M, IIPU3HAKU U NPUHLUIBI PA3HBIX MUCTOPUYECKUX SBJICHUH U IIPOLIECCOB.
OOHOBPEMEHHO TECThl  CIIOCOOCTBYIOT ~Pa3BUTHUIO TBOPYECKOTO  MBIIUICHHS, YMEHHUIO
CaMOCTOSITENIBHO JIOKAJIN30BaTh U COOTHOCUTH UCTOPUYECKHE SBIEHUS U IPOLECCHl BO BPEMEHU
U IIPOCTPAHCTBE.

Kak u nmob6ast apyrast opmMa MOATOTOBKU K KOHTPOJIIO 3HAHUHN, TECTUPOBAHUE UMEET Psif
0COOEHHOCTEH, 3HAaHHE KOTOPBHIX IOMOIA€T YCIEIIHO BBIIOJHUTH TECT.

MOo3KHO 1aTh CIIEIYIOIINAE METOJUYECKHE PEKOMEHIALINN:

e [Ipexne Bcero, cieayeT BHUMATEIBHO U3YUYUTh OOYYaIOUIEeMyCsl CTPYKTYpY TecTa,
OLICHUTh 00BEM BPEMEHH, BBIJIEISIEMOTrO Ha JAHHBIN TE€CT, YBUJETh, KAKOTO THUIIA 3aJaHUS
B HEM coJiepKaTcs. ITO IOMOKET HaCTPOUTHCS Ha paldoTy.

e Jlyumie HauMHaTH OTBEYATh HA TE€ BOIIPOCHI, B IPAaBUJIBHOCTH PELIEHUSI KOTOPBIX HET
COMHEHHUH, TIOKa HE OCTaHABIIMBAsCh HA TE€X, KOTOPHIE MOTYT BbI3BaTh JOJITHE PA3AyMbS.
3TO MO3BOJUT YCIIOKOUTHCS U COCPEIOTOUUTHCS Ha BBIITOJHEHUH O0Jiee TPy IHBIX
BOIIPOCOB.

e  OueHb BaXXHO BCErJa BHUMATENIbHO YUTATh 33/1aHUA JIO KOHIIA, HE MBITAACh MTOHSTh
YCIIOBUS «I10 TIEPBBIM CJIOBaAM» WJIM BBIIIOJHUB MO0I0OHBIE 33/1aHUS B IIPEABIIYIIMX
TECTUpOBaHUsX. Takas cremnika HepeaKo MPUBOAUT K JOCATHBIM OIIUOKAM B CaMbIX
JIETKUX BOIPOCaXx.

e Ecnu Bl He 3HaeTe oTBeTa Ha BOIIPOC WK HE YBEPEHBI B IPABUWIIBHOCTH, CIEIYET
MPOMYCTUTh €r0 U OTMETUTH, YTOOBI TIOTOM K HEMY BEPHYTHCS.

e Jlcuxomorm Takke COBETYIOT JIymaTh TOJBKO O TeKylleM 3anaHuu. Kak mnpasuio,
3a/laHusl B TECTAaX HE CBSI3aHBI JPYT C APYTOM HEMOCPEICTBEHHO, T03TOMY HEOOXOIUMO
KOHIIEHTPUPOBATHCA HA JTAaHHOM BOMPOCE U HAXOAUThH PEUICHHS, MOIAXOSAIINEe UMEHHO K
HeMmy. KpoMe Toro, BBIINOJHEHHE 3TOM PEKOMEHIALMU JACT €11 OJAUH IMCUXOJOTHYECKHUI
3¢ }exT — mo3BOIUT 3a0bITH O HEY/1aye B OTBETE Ha MPEABIAYLINI BOIPOC, €CIIU TaKOBast
MMeIa MeCTo.

e MHorue 3aaHusI MOKHO OBICTpEe PELIUTh, €CJIM HE UCKATh Cpa3y MpaBWIbHBINA BapUAHT
OTBETa, a IIOCJIEJOBATEIbHO HCKJIIOYaTh TE€, KOTOpPbIE SBHO HE MOAXOIAT. Meron
UCKJIIOYEHHsS] TIO3BOJIIET B MTOre CKOHLEHTPUPOBATh BHUMAaHUE Ha OJIHOM-IIBYX
BEPOSATHBIX BapHAHTAX.

e PaccunThiBaTh BBINIOJHEHUE 3a/laHU HY>KHO BCerja TakK, YTOOBI OCTaJOCh BpeMs Ha
npoBepKy U JopaboTky (mpumepHo 1/3-1/4 3amnanupoBaHHOrO BpemeHu). Toraa
BEPOSITHOCTh ONMMCOK CBOAMTCS K HYJIO U MMEETCS BpeMsi, YTOObl HaOpaTb MaKCUMyM
0aJJIOB Ha JIETKUX 3aJaHMSIX U COCPEAOTOUUTHCS Ha PELIeHUH 0oJiee TPYIHBIX, KOTOphIE
BHayaJle IPUIIIOCH IIPOIYCTUTB.

e [Ilpouecc yragpiBaHusl IPaBUIbHBIX OTBETOB JKEJIATEIBHO CBECTH K MUHUMYMY, TaK Kak
9TO YpeBaToO TEM, 4YTO OOydaromwuiicss 3a0yAeT O TJIaBHOM: YMEHHH HCIIOJIh30BaTh
UMEIOIIMECs] HAaKOIUICHHBIE B y4eOHOM Ipoliecce 3HaHUus, U OyAeT HaJaesThcsa Ha yaady.
Eciu yBepeHHOCTHM B TPaBWIBHOCTH OTBETa HET, HO MHTYUTHUBHO MOSIBIISIETCA
IPEIIIOYTEHUE, TO MCUXOJOTH PEKOMEHIYIOT JOBEPATh MHTYULIUHU, KOTOPAsl CUUTAETCS
MPOSIBIICHUEM ITyOMHHBIX 3HAHUM U OMbITa, HAXOIAIINXCS HA YPOBHE MMOICO3HAHUSI.

[Ipu MoAroToBKE K TECTy HE CIeIyeT MPOCTO 3ayyuBaTh, HEOOXOJUMO IMOHSTH JIOTUKY
U3JI0’)KEHHOT0 MaTepuana. JTOMY HEMajo CIIOCOOCTBYET COCTABJIEHHWE Pa3BEPHYTOrO IUIaHa,
TaOJMIl, CXeM, BHUMATEIbHOE H3yYeHHE pa3JesioB Kypca. boiplryro momols OKa3bIBAIOT
OIyOJINKOBaHHbIE COOPHHKU TecTOB, VIHTepHET-TpeHakephl, MO3BOJSIONINE, BO-TIEPBBIX,
3aKpenuTh 3HAHUS, BO-BTOPHIX, HMPUOOPECTH COOTBETCTBYIOIIUE IICHUXOJOTHMYECKHE HAaBBIKU
caMOperyJisiiii U CaMOKOHTpoJisi. VIMEHHO Takue HaBBIKM HE TOJIBKO MOBBIIIAIOT
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3 PEKTHBHOCTh MOJATOTOBKH, MO3BOJISIIOT OOJiee YCIIEIIHO BECTH ceOs BO BpeMs 3adera, HO U
BOOOIIIE CITOCOOCTBYIOT PA3BUTHIO HABBIKOB MBICITUTEIILHOM paOOTHI.

MeTtoanyeckue peKOMeHIAIUHU 1JIs1 BHITOJTHEHUS] HHANBUAYATbHBIX MPAKTHYECKUX
3aJaHMI.

MeTtonuyeckue yKazaHus 7Sl BBIOJHEHUS WHIVMBUAYATIbHBIX MPAKTHUECKHUX 3aJaHui
(MybTUMEIUHHBIX IPOEKTOB). MIHIMBUIyallbHbIE 33JaHUS — pa3HOOOpa3Hble pabOThl HAYYHOTO,
METOAMYECKOI0 WM Y4eOHO-IPAKTUYECKOro XapakTtepa. MHIuBuayaibHble 3alaHUs HOCST
3aBEIOMO HECTAHJAPTHBIM XapaKTep M OLICHUBAIOTCS B Ka)XJOM Clyyae WHIUBUIYAJIbHO.
Copnepxanne WHAMBUAYAIbHOTO 3aJaHMs JOJDKHO OBITh COIVIACOBAHO C IPENOAaBaTENIEM,
BEAYIINM NPAKTUICCKUE 3aHSATHS.

IIpesenranus.

CopepxaHue Mpe3eHTallii COOTBETCTBYET COACPKAHUIO KOHTPOJIbHOU paboThI.

O6wem — He meHee 10 craiiios.

1-i1t — rema, ®UO obyuaromierocsi, roa U3aaHMs.

2-it — COJEPXXAHMUE.

3-4-ii — BBemeHHWE: KpaTKO - aKTyaJlbHOCTh, II€TH, 3a7add, OOBEKT MU MpeIMeT
UCCIICIOBAaHMs, TEOpEeTUYecKas, HOpPMAaTHBHAas W SMIIMPUYECKas OCHOBA, METOJO0JOrMYecKas
OCHOBA, CTPYKTypa pabOTHI.

C 5-ro - ocHOBHas 4acTh (TEKCT) CO CXeMaMH, TabIuIaMu, JuarpaMmmMamMu, KapTHHKaMHU,
$h0TO, CTATUCTUICCKUMH JTAHHBIMU U T.11. 13

3akIl0YeHre: KpaTkue BbIBObI 110 padote. (1-2 cnaiina).

Cnmcok UCTIOJIb30BaHHOM TUTEpaTyphl — Bech. (1-2 cnaiina).

CHOCKH HE HYXHBI.

[Tocnennmii cnaiify yka3plBaeT Ha JIOTHYECKOE 3aBepiieHne paborel: Cnacubo 3a
BHUMaHue! unu braronapum 3a BHUMaHwMe!

TexcT BBIpaBHHMBaeTCs Ha claigax IO MIMPUHE M NPUOIU3ZUTENBHO OJIMHAKOBOIO
pa3mepa.

IIBet (hoHa cnaiia He TOJDKEH CIIMBATHCS C IIBETOM IIpudTa TEKCTA.

Pexomennyercs mpumeHats 3¢ dextsl anumanuu. CMeHy claiiiloB MOXKHO BBICTABISITh
110 BPEMEHU HJTH «II0 MIETUKy». JlomycKaeTcs MpuKperuieHue My3bIKalbHOTO (aiina.

MeToanuyeckue peKOMEHIAUM /IJIs1 BHINIOJIHEHUS KOHTPOJIbHOI padoThl.

Kontponbaast pabora — 3T0 (Qopma TeKkymero KOHTPOJS 3HAHUHA OOYyYarolIuXcs.
KoHTponbHas paboTa BBINOIHIETCS MUCbMEHHO.

OnHa MOXeT MPOBOUTHCS B pa3HbIX (popmax:

® TECTUPOBAHUE,
® pelIeHHe NIPAKTUUECKOH 3a]auH,
® OTBET Ha IPOOJIEMHBIN TEOPETUYECKUI BOIIPOC U JP.

[IpennoururenbHON HOPMOIT KOHTPOIBLHOU PabOTHI ABISETCS TECTUPOBAHUE.

[opsiok mpoBeIeHUs] KOHTPOJIBHBIX paboT

BoinonHsiss  KOHTpOJNbHYIO paboTy, HEOOXOIMMO BHHMATEIbHO O3HAKOMHUTBHCS C
YCIJIOBUSIMU 33JJaHUI U YETKO UX BBIIIOJIHUTB.

Kak mnpaBuio, KOHTposibHbIE pabOTBl TPOBOAATCA HA MPAKTUYECKOM 3aHSTHU.
OOyuaronmMes, oOydJaroUMMces M0 3a04HOM (Gopme OOydeHHUs, KOHTPOJbHBbIE PabOThI MOTYT
ObITh 3amaHbl Ha oM. KoHTposibHas paboTa MPOBOAUTCS B TEUYEHHE BCETO MPAKTUYECKOTO
3aHSTHS.

PabGora BeImonHsAETCS camocTosTenbHO. [lonp30BaThesi MUTEpaTYpoil Ha KOHTPOIBHOM
paboTte 3ampemiaercs, €ciad TOJBKO 3TO HEMOCPEICTBEHHO HE MpeaycMoTpeHo IIporpammoii
COOTBETCTBYIOIIEH  y4eOHOW  AWCIUIUIMHBI  (BO3MOXHO  HCIIOJIb30BAaHHUE  CJIOBaps).
Hcnonp3oBanne Ha KOHTPOJIbHOW padoTe MaTepualioB, HE pa3pelieHHBIX IPeroiaBaTesieM
ABIIIETCS. OCHOBAHHMEM Ui YJaJleHHs, OOydaloulerocss W3 ayJuTOpPUU U TOCIEAYIOLIETO
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IIPOCTABJIEHUS B BEIOMOCTb OLIEHKH «HEYIOBJIETBOPUTEIHHOY.

KontponbHast paboTa BBINOJHSAETCS HAa OTAEIBHBIX JIUCTaX CHHMMHU YEepHWIAMHU
pa300pUYMBBIM MOYEPKOM (€C/IM MOUYEpPK MENKUI WM Hepa30opuuBbId, TO paboTa BBINOJIHAETCS
neyaTHbIMU OyKBaMu). 3amperiaercsi UCIONb30BaTh LBETHbIE YepHHUJA (KpacHbIE, 3€JCHbIE U
T.J1.), a TaK)Ke KapaHaam. Takue KOHTPOJIbHBIE pabOTHI IpenojaBaTesb BIpaBe He MPoBepATh. B
3TOM ciiyyae 3a paboTy BBICTaBIIETCS HU3MIas olleHKa. Eciu paboTta BHINOIHEHA HEAKKYyPaTHO,
HEpa300pUMBBIM MOYEPKOM, TO IPEIOAaBaTelb TAaKXKEe BIIpaBe HE MPOBEPSATh Takylo padoty. B
3TOM ciy4ae oOydarolleMycsi HaJJeKuT mepenucarte padoTy B KOHCYJbTALIMOHHBIE Yachl
IpenoaaBaTesis, Ipyu TOM 3a BTOPYIO KOHTPOJIbHYIO pab0OTy HE MOXET ObITh BHICTaBJICHA OLICHKA
«OTJIIMYHOD.

Ecnu BbInosiHEHUE KOHTPOJIBHOM pabOThI MPEYyCMOTPEHO J10Ma, TO paboTa BBIOJIHAETCS
B nieyaTHOM BuJe (mpudt — 14, uatepBan — 1,5, yepHbIMU YepHUIIAMM) HA OTICJIBHBIX JIUCTAX
dopmata A4, AUCTBI AOKHBI OBITh B 00SA3aTENBHOM MOPSAKE HAAEKHO CKpPEIJICHbl WIH
npoiuThl. Jlomaniss paboTa BEITOIHAETCS CAMOCTOSATENBHO.

B cnyuyae TekcTyanbHOrO COBIAJIEHUS OTBETOB Ha 3a/aHus JOMAalIHEW KOHTPOJIbHON
paboThl, TaKue KOHTPOJIbHBIE PaOOTH! OLIEHUBAIOTCS MUHUMANIbHBIM OaisioM — 0 6amioB. Tak ke
OlIeHHUBaeTCs paboTa, HalMCaHHAsl HE TI0 CBOEMY BapHaHTy (Kak JOMAIIHSIS, TaK U ayIUTOpHAas).
TpeboBanust K OQOPMICHHIO M COJCpXKAHUIO (PaKyIbTaTUBHBIX PabOT yCTAHABIMBAIOTCS
npenoaaBaTesieM, MNPOBOASIINM TaKHe KOHTPOJIbHbIE pabOThI, CAMOCTOSATENBHO.

OpHako npeArnouTUTeNbHee MPOBOANUTH paboThl, paccuntaHHble Ha 20-30 MuHyT. B 3TOM
Clly4ae OCTaeTcs BO3MOXHOCTb OOCYAMTH BOIPOCHI 3aHATHSI, MPEAYCMOTPEHHbIE MPOrpaMMOil
y4eOHOI TUCIUITIUHBI.

MeToauyeckue peKoMeHIANNH JIsl MOATOTOBKH J0KJIAAA.

JI1si MOATOTOBKHU TPE3EHTAIMH PEKOMEHIYETCsl MCIOab30BaTh: PowerPoint, MS Word,
Acrobat Reader, LaTeX-oBckuii maker beamer. Camas mpocTas HporpaMma JJis CO3IaHHUs
npeseHranuii — Microsoft PowerPoint. J{ist moaroToBKM mpe3eHTalMu HEOOXOAUMO coOpaTh U
00paboTaTh HavaIBHYIO HH()OPMAITHIO.

[TocenoBaTenbHOCTH MOATOTOBKH MTPE3CHTAIIHH:

1. Yerko cdhopmynaupoBaTh Iielib MPE3EHTAIMM: BBl XOTHTE CBOIO ayJAUTOPUIO
MOTHBHPOBATh, YOSIUTh, 3aPa3UTh KAaKON-TO HIeel WK TPOCTO (POPMATLHO OTIUTATHCS.

2. Omnpenenuth KkakoB OyneT ¢opMaT Mpe3eHTAlMU: >KUBOE BBICTYIUIEHHE (TOT[A,
CKOJIBKO Oy/IeT ero MpOJOJDKUTEIBHOCTD) WM AJICKTPOHHAS PAacChUIKa (KaKOB OyJET KOHTEKCT
MIPE3CHTAIINHN ).

3. Oro0OpaTh BCIO COAEPKATEIbHYIO YaCTh JUISl MPE3EHTALMU U BBICTPOUTH JIOTUYECKYIO
[ENOYKY MpeCTaBICHUS.

4. OrnpeienTuTh KIFOYEeBbIE MOMEHTHI B COJICPKAHUH TEKCTA U BBIJCIIUTD UX.

5. OmpenenuTh BUABl BU3yalu3aluu (KapTHHKH) AN OTOOpa)KeHUS UX Ha cllaiijjax B
COOTBETCTBUH C JIOTUKOMH, IIEIbI0 U cielu(PHUKOI MaTepHana.

6. IlomoOparb Au3aitH U GopmMaTHPOBaATh ClAMAbI (KOJIUYECTBO KaPTHMHOK M TEKCTa, UX
pacroyioXeHue, 1BET U pa3Mep).

7. IlpoBepuTh BU3yalbHOE BOCIPUATHE IPE3CHTALINU.

K BumaM Bu3yanm3any OTHOCATCS WJUTIOCTpAIMK, OOpa3bl, JuarpaMMbl, TaOIUIBL.
Wnmoctpanust - mpelcTaBiIeHHE peallbHO CYIIECTBYIOLIETO 3pUTeNbHOro psga. OOpassl — B
OTIIMYHME OT WIIIOCTpamuid - Metadopa. VX Ha3HaueHWE - BBI3BATh AMOIHIO U CO3JIATh
OTHOIIICHHE K Hel, BO3AeHCTBOBaTh Ha ayauTopuio. C MOMOIIBI0 XOPOIIO MPOAYMAHHBIX H
MPEJICTAaBISIEMBIX 00pa3oB, HH(OpPMAIHsI MOXET HAJOJT0 OCTaThCS B TAMSATH YeEIOBEKA.
Juarpamma - BH3yanu3alusi KOJIMYECTBEHHBIX M KAaU€CTBEHHBIX CBs3eil. VX HCHONB3YIOT Ams
yOCIUTEIIEHON JIEMOHCTPAIIUHN JTAHHBIX, JUISI POCTPAHCTBEHHOT'O MBINUICHHUS B JOIMOJIHEHUE K
jgorudeckoMy. Tabnmuma - KOHKpPETHBIA, HAIJIAIHBIM M TOUYHBIM ToOKa3 NaHHBIX. Ee ocHOBHOE
Ha3HA4YCHHWE - CTPYKTYpUPOBaTh HH(OPMAIMIO, YTO MOPOH 0O0Jer4aeT BOCHIPHUATHE TaHHBIX
ayIUTOPUEN.
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HpaKTquCKHe COBCTHI 110 ITOATOTOBKE HpGSCHTaHI/II/I TOTOBBTC OTACIIBHO:

® [ICYATHBIA TEKCT + CJIaibl + pa3gaTOYHBIN MaTepHUal;

®  CIIAiNIBI - BU3YyalibHAS T01aua WHGOPMAIMU, KOTOpas TOJDKHA COAEepKAaTh MUHUMYM
TEKCTa, MAaKCUMYM H300pa)k€HUH, HECYIIMX CMBICIOBYIO HArpy3Ky, BBIIJISICTh HAIVIATHO U
POCTO;

® TEKCTOBOE COJEpKaHHE MPE3CHTAIMU — YCTHAs peyb WIM YTEHHE, KOTOpas JOJKHA
BKJIFOYAThb apI‘yMeHTBI, q)aKTbI, J0Ka3ar€jibCTBa U OMOI MU,

®  PEKOMEHIyeMOe YHUCIIO claiaoB 17-22;

e oOs3arenbHas uHGoOpMauusd JJIA Ope3eHTaUuu: Tema, (aMuiIus U HHULUAJIBI
BBICTYMAIOLIET0; IJIaH COOOIICHHS;, KpaTKWe BBIBOABI M3 BCEr0 CKAa3aHHOIO; CIHCOK
HCIIOJIB30BaHHBIX HCTOYHUKOB,

®  pa3gaTOYHBIN MaTepHall — JOJDKEH O0ecreyuBaTh Ty K€ IIyOMHY M OXBar, 4TO U
JKUBOE BBICTYIUICHHE: JIOAW OOJbIIE JOBEPSIOT TOMY, YTO OHU MOTYT YHECTH C COOOM, uem
MCYE3AI0IINM U300paKEHUSAM, CIIOBA U CIaiIbl 3a0bIBAIOTCS, a pa3AaTOYHBIN MaTepHuall OCTaeTCs
MOCTOSTHHBIM OCSI3a€MBIM HAaIIOMMHAHUEM; Pa3/IaTOYHBI MaTepuall BaXXKHO pa3/iaBaTh B KOHIIE
HpGBGHTaHI/II/I; paSI[aTOT-IHblf/'I MaTepI/IaJ'II)I JOJIKHBI OTJIIMYAThCA OT CJIaI\/’IJIOB, JOJIDKHBI 6I)ITB 60.]'[66
UH(GOPMATUBHBIMH.

Tema nokiaga g0mKHA OBITH COTJIACOBAHHA C MPETIOaBaTeNIeM U COOTBETCTBOBATH TEME
y4eOHOro 3aHsATHS. Marepualibl MpU €ro IMOATOTOBKE, TOJKHBI COOTBETCTBOBATH HAy4YHO-
METOJIMYECKUM TpeOOBaHUSAM By3a U ObITh yKa3aHbl B Jokiaae. HeoOxomumo coOmronarh
perJamMeHT, OrOBOPEHHBIM TpU TMONy4YeHHH 3aJaHusd. WIumocTpanuu  JOJDKHBI  OBITh
JO0CTAaTOYHBIMH, HO HE I-IpC?;MepHI)IMI/I.

PaGora oOyuaromerocs Haj AOKIAAOM-TIPE3CHTALMEN BKIIOUAET OTPabOTKYy YMEHUs
CaMOCTOSITEIHO 0000mIaTh MaTepuaa MW JeiaTh BBIBOABI B 3aKIIOYCHUH, YMEHUS
OpUEHTHPOBAThCS B MaTepuajie M OTBEYaTh HA JOMOJHHUTEIbHBIE BOMPOCHI CIyIIaTeNeH,
0TpabOTKy HaBBIKOB OPAaTOPCTBA, YMEHUSI IPOBOAUTD JUCITYT.

JIOKJIaquuK¥ JTOJDKHBI 3HATh U YMETh: COOOIIATh HOBYIO MH(OPMAINIO; UCIOIB30BATh
TEXHUYECKHUE CPEJICTBA; XOPOIIO OPHUEHTHUPOBATHCS B TEME BCETO CEMHHAPCKOTO 3aHSTHS;
JTUCKYyTHPOBATh U OBICTPO OTBEUATh Ha 3a/JaHHBIE BOIMPOCHI; YETKO BBIMOIHSITH YCTAHOBICHHBIN
permamenT (He 6osiee 10 MUHYT); UMETh MIPEACTABICHUE O KOMITO3UITMOHHON CTPYKTYpE JOKIaaa
u Jp.

CTpyKTypa BBICTYILICHUS

Berynnenne nomoraer o0ecneduTh yCHeX BBICTYIUICHMS IO JIOOOH TeMaTHuKe.
Berynnenue qomKHO coepkaTh: Ha3BaHHE, COOOLICHNE OCHOBHOM HJIEU, COBPEMEHHYIO OLICHKY
IpeaAMETa W3J0KEHHs, KpPAaTKOE€ IIEPEUUCICHUE pPAcCMaTPUBAEMBIX BOIIPOCOB, JKHUBYIO
UHTEpECHYI0 (OpMYy H3IIOKEHUs, AaKICHTUPOBAaHHE BHHMMAaHUS Ha Ba)XHBIX MOMEHTaX,
OPUTMHAIBHOCTH MOIX0/1A.

OcHOBHast 4acTb, B KOTOpPOM BBICTYNAIOIIUN JIOJDKEH TIIyOOKO pPAcKpbITh CYTh
3aTPOHYTOM TEMbI, OOBIYHO CTPOMTCS IO MNPUHLUIY OTYeTa. 3ajaya OCHOBHOW 4YacTu —
IPEJICTaBUTh JOCTATOYHO JAaHHBIX JJII TOrO, YTOOBI CIIyIIATEIN 3aUHTEPECOBAIMCH TEMOW M
3aXOTeJIM O3HAKOMUTBCS ¢ MarepuanaMu. [Ipu 3TOM Jjlormdeckasi CTpyKTypa TEOPETHUECKOTO
O5oKa HE JOJDKHBI JaBaThCsl 03 HAIIIHBIX TOCOOMWH, ayJHO-BU3yaJbHBIX M BHU3YAIBHBIX
MaTepHaoB.

3aKiloueHue — CHOE, YeTKOoe 0000IeHNEe M KpaTKUE BBIBOJIbI, KOTOPBIX BCErzaa IyT
CIIyLIaTeIn
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IIpome:kyTOUHAs aTTECTALMSA

[To uroram 1 cemectpa( Ha ODPO) u 3 cemectpa ( Ha O3DPO u 3P0O) nPOBOIUTCS 3a4ET C
ouenkoil. Ilpm moaroroBke K crpadye 3adera pPEKOMEHIYETCS TIIOJIb30BaThCS MaTepuaiaMu
NPaKTUYCCKUX 3aHATUH M MaTephajaMH, H3YyYCHHBIMH B XOJI€ TEKYIIeH CaMOCTOSTEIbHON

paboTHL.

3auer IMPOBOAUTCH B YCTHOI>'I (bopMe, BKJIFOYACT MMOATOTOBKY U OTBCTHI 06yqa10u1eroc;1 Ha

TCOPCTUUCCKHUEC BOIIPOCHI. ITo nToram 3adeTa BEICTABIISICTCS OIICHKA.

IIo wToram O6y‘{eHI/IH IMPOBOAUTCA 3a4YCT, K KOTOPOMY HOITYCKAKOTCHA O6y‘laIOH.[I/ICCH,
HMCIOIIUC ITOJIOKHUTCIbHBIC PE3YJIBTATHI 110 3alUTE IIPAKTUUCCKUX pa60T.

6. OBPA3OBATEJ/IBHBIE TEXHOJIOT A

Ne ni/m Buasbl yueOHol padoTsI Oo0pa3zoBatenbHbIC Bcero yacos
TEXHOJO0I'UMN 0OPO | 03P0O 3P0
1 2 3 4 5 6
Cemectp 1 ODO, 3 cemectp 3P0

1 Jlexuus: «Mogenu yrpo3 u | TexHonorust pa3BuTHs 2 2 2
HapyluTenei KPUTUYECKOT'O MBIIIICHHS
MH(POPMALIMOHHOM
0€30aCHOCTHY.

2 IIpakTnueckoe  3aHsaTHE. | UrpOBbIE TEXHOIOTUU 4 2 2
«Kanansl YTEUKU
uHpOpMaUn B
COBPEMEHHBIX
aBTOMAaTH3HPOBAHHBIX
cucreMax  3JIEKTPOHHOMH
00pabOTKN JaHHBIXY.

3 IIpakTueckoe  3aHsaTHE. | IrpOBBIE TEXHOIOTUU 2 2 2
«Knaccudukanus
BHYTPEHHUX U BHELIHHX
HapyLINATEIEH»

4 IIpakTueckoe  3aHsaTHE. | IrpOBBIE TEXHOIOTUU 2 2 2
«Texnonorun
ayTeHTU(UKaUU U
mHppoBaHUS»

5 IIpakTnueckoe  3aHsaTHE. | IrpOBBIE TEXHOIOTUU 2 2 2
«be3onacHocTb web-
OPHEHTUPOBAHHOTO
KOHTEHTa»

Hroro yacoB B cemectpe: 12 10 10
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7. YYEBHO-METOJUYECKOE U UHOOPMALIMOHHOE OBECHEUEHUE
JUCUMILIAHBI

7.1. IlepeyeHb OCHOBHOI1 U I0NOJHUTEJIbHOM JTUTEPATYPHI

CnucoK OCHOBHOM JIMTEPATYPbI

1. Apremos, A. B. Undopmannonnas 0e3onacHocTh : Kype jekuuii / A. B. ApremoB. —
Open : MexperuonanbHas Akajgemus 6ezonacHoctu U BbpkuBanust (MABNB), 2014, —
256 ¢. — Texkcr : anextponHslii // Lludposoii oopazoBarensHbiii pecypc IPR SMART :
[caitr]. — URL.: https://www.iprbookshop.ru/33430.htmi

2. llerpos, C. B. Undopmanmonnas 6e3omacHocTs : yuednoe mocoodue / C. B. [letpos, I1.
A. KucnsikoB. — Caparos : At [Iu Ap byke, 2015. — 326 ¢. — ISBN 978-5-906-
17271-6. — Texcrt : anextpoHHbIH // Llndposoii oOpazoBarenbusbiii pecypc IPR SMART
: [caiit]. — URL.: https://www.iprbookshop.ru/33857.html

3. IIpoxopora, O. B. Madopmaimornast 6€301MacHOCTh ¥ 3aluTa HHPOPMAIUH : YICOHUK /
O. B. IIpoxopoBa. — Camapa : CamapCKuii TOCy1apCTBEHHBIN apXUTEKTYPHO-
cTpoutenbHblid yauBepcuteT, ObC ACB, 2014. — 113 c. — ISBN 978-5-9585-0603-3.
— Texcrt : anexktponHbi / Ludposoit odpazosarenshslii pecypc IPR SMART : [caiir].
— URL.: https://www.iprbookshop.ru/43183.html

4. IHanbrux, B. ®. 3amura komnboTepHoi HHGopMarun. IddeKTrBHBIE METOIBI U
cpenctea / B. ®@. [llanbrun. — 2-e uzn. — Caparos : [Ipodobpazosanue, 2019. — 543
c. — ISBN 978-5-4488-0074-0. — Texkcr : anexTponHsIii // Llupposoit
obpazoartenbubiil pecypc [IPR SMART : [caiiT]. — URL:
https://www.iprbookshop.ru/87992.html
CrucoK JOTOTHUTEIBHOM TUTEPaTyphI

1. Asepuenkos, B. M. Opranu3zamuonHas 3ammra nHpopManuu : yaueobHoe nocodue s
By30B / B. 1. ABepuenkoB, M. FO. PriToB. — BpsHCK : BpstHCKHIA TOCYJapCTBEHHBIH
TexHudeckuii yausepcuret, 2012, — 184 ¢. — ISBN 978-89838-489-0. — Tekcr :
anekTponHHbIH // Lludposoit oopazoBarenpHblil pecype IPR SMART : [caiir]. — URL:
https://www.iprbookshop.ru/7002.html

2. VIHCTpyMEHTaJbHBIH KOHTPOIb U 3alIUTa HHPOpMaLUH : yaeOHoe nmocodue / H. A.
Csunapes, O. B. Jlankun, A. I1. lanunkun [u ap.]. — Boponex : Boponexckuit
rOCy/IapCTBEHHBIN YHUBEPCUTET MHKEHEPHBIX TexHoyornid, 2013. — 192 ¢. — ISBN
978-5-00032-018-1. — Tekcrt : anmekTpoHHbIH // LludpoBoit 00pa3zoBaTEIbHBIN peCypc
IPR SMART : [caiiT]. — URL: https://www.iprbookshop.ru/47422.html

7.2. Ilepeyens pecypcoB HH(POPMALHOHHO-TEJIEKOMMYHUKALMOHHOH ceTu «AHTepHeT»
1. http:// www. rsl. ru / - caiit Poccuiickoii rocy1apCcTBEHHON OHOIHOTEKH
2. http://Iwww.gpntb.ru/ - caiir T'ocymapcTBeHHOH MyOIUYHOM HAyYHO-TEXHUYECKOM

6ubauorexku Poccun

3. http:// elibrary. ru / - caiit HayuHoii 31eKTpOHHON OHOIHOTEKH

7.3. Undopmannonnbie TEXHOJIOTHH, JTHIIEH3NOHHOE MPOrpaMMHOE ofecneyeHne:

HI/IHCHSI/IOHHOC MMpOrpaMMHOC obOecrieueHne PexBu3UTHI HHHCHBHﬁ/ J0roBOPOB

MS Office 2003, 2007, 2010, 2013 Caenenust 06 Open Office: 63143487,
63321452, 64026734, 6416302, 64344172,
64394739, 64468661, 64489816, 64537893,
64563149, 64990070, 65615073

Jlunensust 6eccpounast

Antusupyc Dr.Web Desktop Security Suite | JInuen3uoHHbI# cepTrdukat
Cpox nenictBus: ¢ 24.12.2024 no 25.12.2025

Koncynprant [liroc Jorosop Ne 272-186/C-25-01 ot 30.01.2025 1.
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Hudposoii 00pa3oBaTeNbHBIN pecypc JIuuensuonnsiii goroBop Ne 12873/2511 ot
IPR SMART 02.07.2025 r. Cpok neiictusi: ¢ 01.07.2025 r.
10 30.06.2026 T.

becmtaruoe [10

Sumatra PDF, 7-Zip

8. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JJUCHUIIJINHBI
8.1. TpedoBaHus K ayAMTOPUAM (MOMEIEHUSAM, MECTaM) /IJIsl IPOBeAeHUN 3aHATHI

1. YuyeOHast ayquTopus JJi51 IPOBeIeHUs 3AaHATHI JIEKIIMOHHOTO THIIA.

Crneunanu3upoBaHHasi MeOEb:

Kadenpa manonpnas - 1mIT., CTYJ IpenoiaBaTeIbCKUi MATKUH - 11T., mapTsl - 19mT.,
CTYJIbsl MSITKHUE -3211T., ocka MenoBasi - 1mt. Habop aemMoHCcTpaninoHHOro 000pyI0BaHUs U
y4eOHO-HATISTHBIX TTOCOOUH, 00ECTICUNBAIOIINX TEMAaTHICCKUE HILTFOCTpaluu: MHTepakTuBHAS
cucreMa—lmr. Cucremusiid 6110k — 1 mt. IIpoekTop — 1 mmT.

2. YueOHasi aynuTopusi [Jisi TPOBelAeHHs] 3aHATHHA CEMHMHAPCKOI0O THIIA, KYpPCOBOIO
NMPOEKTHPOBAHUA (BBINOJHEHUS] KYPCOBbIX PpaldoT), IPyNnoBbIX M HWHIMBHAYAJIbHBIX
KOHCYJIbTAUM, TEKYLIEr0 KOHTPOJIS U POMEKYTOYHO# aTTecTAlMU.

Crneunanu3upoBaHHasi MeOeb:

[TapTel - 61IT., TOCKa MeoBas - 11IT., KOMIIBIOTEPHBIE CTOJBI - 7IIT., CTOJ

MIPETI0IaBaTeNIbCKUH - 31IT., CTYNbs - 28 MIT., coJl JabopaTopHsIii -3 mit. JlabopaTopHoe

00opyI0BaHNE, TEXHUYECKHE CPEICTBA O0YUCHUS, CITyKAIIUE ISl IPEI0CTABICHUS

y4ueOHoi nHdopmaruu 6ombion ayautopun: Kommsrorep B coope - 7 mT.
3. Ilomenenue 1Jis CAMOCTOATEIbHON PadOThI.
bubnnoTedHo-n31aTeILCKUM IEHTD:

Otnen o0CITyKMBaHUSI IEUaTHBIMU U3/IaHUSIMHU

Crneunanu3upoBaHHasi MeOeb:

Paboune cronsl Ha 1 mecTo — 21 .

Crynbs — 55 .

HabGop nmeMoHCTparmoHHOTO  OOOpYNOBaHUS H  y4eOHO-HATJSATHBIX  ITOCOOWH,
o0ecreynBaroNX TeMaTHYECKHUEe UILTIOCTPAIIUU:

DKpaH HACTEHHBIN - 11T

IIpoekTtop -1 miT.

Hoyt6yx -1 mrT.

Nudpopmanmonno-ondmuorpadhuaeckuii oTAae.

Crneunanu3upoBaHHasi MeOEb:

PabGoune ctonsl Ha 1 MecTo - 6 MIT.

Crtyinibs - 6 1IT.

KommnbrorepHass TexHHWKa C BO3MOXKHOCTBIO MOJKIIOUEHHS K ceth «VHTepHeT» u
obecrieueHneM JIOCTyMa B JJIEKTPOHHYIO HH(pOpManmoHHO-00pa3oBaTeinbHyto cpexy PI'BOY
BO «CeBKasl'A»:

IlepcoHanbHbIi KOMIIbIOTEP — 11IIT.

Ckanep -1 mr.

M®VY — 1.

OTtaen oOCTyKUBaHUS STEKTPOHHBIMH U3IaHUSIMU

Crneunanu3upoBaHHasi MeOEb:

PaGouue ctomnsl Ha 1 MecTo — 24 mmT.

Crynbs — 24 .

25




HabGop nmeMoOHCTparmoHHOTO  OOOpYIOBaHUS H  y4eOHO-HATJSTHBIX  ITOCOOWH,
o0ecreynBaroIuX TeMaTUYECKUE NILTIOCTPALIIH:

WuTepakTrBHAs cucteMa - | mir.

Monutop— 20 .

Momnwutop - 1 mr.

CereBoil TepmuHain -18 mir.

IlepcoHaIBHBINM KOMIIBIOTED -3 HIT.

M®VY-2 mwr.

ITpunTep—1mrT.

8.2. TpeGoBaHusi kK 000py10BaHUI0 Pa0OYNX MECT NpenogaBaTess U 00y4aroIIUXCs

1. PaGoyee MecTo mnpenojaBaTelis, OCHALICHHOE KOMIBIOTEPOM C JOCTYIIOM B
Hurepuer,

2. PabGoume Mecra 00ydYarolIMXCsl, OCHAILCHHbIE KOMIBIOTEPAMH C JOCTYIIOM B
WuTepHer, npeaHazHadeHHbIE U paOOTHI B 2JIGKTPOHHON 00pa30BaTeIbHON Cpee.

8.3. TpedoBaHus K cieMAJIU3MPOBAHHOMY 000PY/10BAHUIO
- HET

9. OCOBEHHOCTH PEAJIM3AIIMA JUCHUIIJIMHBI 1151 THBAJIUAOB U JIUL C
OI'PAHUYEHHBIMUA BO3MOXHOCTSAMM 3/10POBbSI

Hns obecriedeHus: 00pa3oBaHMA HWHBAIUAOB M OOYYAIOMIMXCS € OrpaHHYCHHBIMH
BO3MOJKHOCTSIMUA 3JIOpPOBbsSl pa3palaThiBacTcsi (B cliydae HEOOXOIUMOCTH) aJanTHpOBaHHAs
oOpa3oBaTtelibHasl MporpamMMa, WHJIWBHUAYaJbHBIM y4eOHBIN IJIaH ¢ Y4e€TOM OCOOEHHOCTEH HX
NMCUXO(PU3NUECKOTO PA3BUTUS M COCTOSIHUSL  370POBBbS, B YAaCTHOCTH TMPHUMEHSETCS
WHIMBUIYAIBHBIN TIOJIX0J] K OCBOCHHIO JTUCIMIUIMHBI, WHIUBUIAYyadbHBIC 3a/aHus: pedeparsl,
MMCbMEHHBIC Pa0OTHI M, HA00OPOT, TOJIBKO YCTHBIC OTBETHI M JWAJOTH, WHIAUBHUIYaJIbHBIC
KOHCYJIbTAIlMK, WCIOJh30BAaHUE JUKTOPOHA ¥ JPYTHX 3alHUCHIBAIOIIUX CPEICTB  JUIS
BOCITPOM3BE/ICHHUS JIEKIIMOHHOTO U CEMUHAPCKOT'0 MaTepuasa.

B mensx oOecrieueHus OOy4aroONMXCs WHBAIWIOB W JIMI[ C OTPaHUYCHHBIMU
BO3MOXKHOCTSIMA ~ 3JIOPOBbSl  KOMIUIEKTyeTCs (OHJ OCHOBHOW yd4eOHOH JIMTEepaTypoH,
aJanTUPOBAHHOM K OTPAaHUYCHHUIO DJJIEKTPOHHBIX OOpA30BATENBHBIX PECYpCOB, JOCTYN K
KOTOpbIM opranu3zoBaH B BHIl Axanemun. B Oubamoreke NpOBOAATCS WHAWBHUIYAJIbHBIC
KOHCYJIbTAIlMU JIJIs1 JAHHOW KaTerOPHH IMOJIb30BaTeNel, OKa3bIBA€TCS MOMOIIb B PETUCTPALIUU U
WCIIOJIb30BAaHUM  CETEBBIX M JIOKAJbHBIX  JJIGKTPOHHBIX  00pa30BaTENbHBIX  PECYPCOB,
MPEIOCTABIIAIOTCS MECTa B YUTAIHHOM 3aJie.
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[Ipunoxenue 1

®OH/I OHEHOYHbBIX CPEICTB

o AMCHUIIJIMHE 3anumesasie THOOPMAIMOHHBIE CUCTEMBL U CPEJBL
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1. HACHOPT ®OHJIA OHEHOYHbIX CPEACTB 1O JUCHUIIJIMHE

3alunIeHHbIE I/IHd)ODMaI_[I/IOHHBIe CHUCTCMBI U CPCALI

1. Komnerenuuu, (popMupyembie B Hpouecce M3y4YeHus JMCHHIIIUHbI

Nupexc DopMYyJIMPOBKA KOMIIETEHIMHU

T1IK-7 CrocoOHOCTh Ha MPAKTUKE MPUMEHSATh HOBBIC HAYUYHBIC MPUHIIMIBI U METOIbI
HUCCIIEJOBaHUN

2. OTannl qlopMI/lpOBaHI/lﬂ KOMIICTCHIIMMA B IIPOLIECCE OCBOCHUA NUCHUITJIMHBI

OcHOBHBIMU 3TanamMd  (OPMHUPOBAHUS YKA3aHHBIX KOMIICTCHUUH TIpU HU3yYCHHUH
0o0yyarolyUMuUCs  AMCUUIUIMHBL  SABJSIOTCS  IOCJIEJOBATEIIbHOE M3Y4YEHUE COJEepXKaTeabHO
CBSI3aHHBIX MEXIYy c000# pasnenoB (TeM) ydeOHbIX 3aHATHH. M3yueHuwe KakIoro paszaena
(TeMbl) IpeanonaraeT OBjIajJeHle 00yJaroUMHIC] HEOOXOIUMBIMU KOMIIETEHIMSIMU. Pe3ynbraT
aTTeCcramuu 06yan01u1/1x051 Ha Pa3IMYHbIX 3Talax q)OpMI/IpOBaHI/ISI KOMHCTCHI_II/II;'I IIOKa3bIBACT
YPOBEHb OCBOEHHSI KOMIETEHIIUI 00y4aroLMMHCA.

OranmHOCTh (OPMUPOBAHUS KOMIIETEHIIUH MPSIMO CBSi3aHA C MECTOM JUCIHMIUIMHBI B
00pa3oBaTeNIbHON IPOrpaMMe.

Pa3zgeqnl (TeMbl)IUCUMIIIIMHBI dopmMupyemblie
KOMIIETeHI[ U
(xoabI)
MK-7

1 2

Pasmen 1. VYrpossl 0e30macHOCTH, AapXHUTEKTYphl CHCTEMBI 3aIlIMTHI: +
0co0O0eHHOCTH coBpeMeHHBIX AC Kak 00heKTa 3alTUThl
Tema 1.1. Yrpo3sl 6e30macHOCTH HHPOpMALHH

Pazmen 2. VI3BUMOCTP  OCHOBHBIX  CTPYKTYPHO-(DYHKIIMOHAIBHBIX +
3JeMeHTOB pacnpeaeneHHbix AC.
Tema 2.1. Mogenu yrpo3 u HapymuTeaei nHOpMAIMOHHOH 0€301MacHOCTH

Tewma 2.2. Knaccudukaius BHyTPEHHUX M BHEITHUX HapyIIUTEICH +
Pasznen 3. Knaccudukanus kaHajaoB NPOHUKHOBEHUS B CUCTEMY M YTEUKHU +
uHpopmanuu.

Tema 3.1. Knaccudukanys kaHanioB IPOHUKHOBEHHSI B CUCTEMY U YTEUKHU
nHhopmanuu

Tema 3.2. Kananel yreuku  MHQOpManMM B COBPEMEHHBIX
aBTOMATH3MPOBAHHBIX CHCTEMAaX JIEKTPOHHON 00pabOTKH JaHHBIX.

Paznen 4. OcHOBHBIE (YHKIIMM  TIOJICUCTEMBI  3aITUTBI: OCHOBHBIE
3alllUTHBIE MEXAaHM3MBl OMEpAIMOHHON cucTeMbl cemeiictBa Unix,
HEJIOCTaTKHU €€ 3alIUTHBIX MEXaHU3MOB. +
Tema 4.1. OCHOBHBIE 3alIUTHBIE MEXAHU3MbI OMNEPALMOHHON CHCTEMBI
cemeiictBa Unix

Paznen 5. 3amura (aiinoB, KOHTPOJIb JOCTYIIA, YSI3BUMOCTb HapoOJIei. +
Tema 5.1. Cpencrna 3amuThl OTKPHITHIX HHOOPMAITMOHHBIX CHCTEM.

Tema 5.2. TexHonoruu ayTeHTH(PUKALNN U ITHPPOBAHUS +
Pazgen 6. Cucrema Oe3omacroctu Windows, cucrema yrpaBieHUs +

JOCTYTIOM, TIOJIUTHKA OTPaHHYCHHUH.
Tema 6.1. Cuctema 6e3onmacaocta Windows.
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Pazgen 7. OGecmeyenne HaaexKHOTO OecrepeOorHOTOo
JOCTYTIa K JTAHHBIM M TPUIOKEHUSM, 3alUTa OT BHPYCOB,
cllamMa ¥ BHEIIIHUX aTak.

Tema 7.1. ObGecnieueHne HaaeKHOCTH U OecriepeOoitHOTO
(GYHKITMOHUPOBAHHS HHOOPMAIIMOHHBIX CHCTEM CPEJIBI.

Tema 7.2. BesonacHoCTh Web-OpHEHTH-POBAHHOTO KOHTEHTA
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3. lloka3aTeu, KpUTEPHH H CPEACTBA OLICHUBAHMS KOMIIeTeHIMH, P OpMHUpPYeMBbIX B Ipouecce M3y4eHHUs1 THCHUIINHBI

IInanupyembl pe3yJibTaThl

Kpurepuu ouenuBanus pe3yjbTaToB 00y4eHUsI

CpeacrBa oueHMBaHUs

o0y4yeHusi(moKa3aTeau pe3yJabTaToB 00y4YeHHs
32/IaHHOTO YPOBHS HeYyI0BJI. YIOBJI. X0pouIo OTJINYHO TeKy i NPOMEIKYT.
OCBOEHMS KOHTPOJIb aTTecTanus
KOMIIETEHIIH)
1 2 3 4 5 6 7
IIK-7 - cnoco0HOCTh HA MPAKTHKE NPUMEHATh HOBble HAYYHbIe IPUHIUIIBI M METObI MCCJIeJ0BAHUI
IIK-7.1 OuenuBaer Jomyckaer Henonusle 3Hannss npu | ChopmupoBaHHble, HO CoopmupoBaHHbIE 1 O0D0, O3D0: 3auer
9KOHOMUYECKYIO CYIIECTBEHHBIE OITHOKHU pacKpbITHH coJleprKale OTACNbHBIE | cucTeMarndeckue 3HaHus | KoHTpombHas OLIEHKOH
3¢ PEeKTUBHOCTH TIPY PacKpPBITHN SKOHOMHYECKOH poOeITBl B 3HAHUAX 9KOHOMUYECKON pabora,
WH(POPMAITMOHHBIX SKOHOMHUYECKOH 3¢ PEeKTUBHOCTH YKOHOMHYECKON 3¢ exTUBHOCTH JOKJIa,
mporeccoB, UC, a Takxe 3¢ dexTUBHOCTH WH(POPMAIIMOHHBIX 3¢ EKTUBHOCTH WH(POPMAITMOHHBIX KOJUIOKBHYM
MIPOEKTHBIX PHCKOB HH(POPMAITMOHHBIX nporeccoB, VIC, a Takke | mHOOPMAIIOHHBIX mporeccoB, IC, a Takke | TecTHpoBa
nporieccos, MIC, a Takke | MPOEKTHBIX PUCKOB. nporecco, MIC, a Takxke | MPOEKTHBIX PUCKOB. HHE,
IPOEKTHBIX PUCKOB MIPOEKTHBIX PUCKOB. BBINOJIHEHHE
[1IK-7.2 BeisBnser u He ymeer u He rotos [Tpu GopmynupoBke He BeisiBiser v ananusupyeT | ['OTOB ¥ yMeeT BBIABIATH | MHAWBHIYalb 3aueT ¢
aHATTU3UPYET PUCKU BBISIBIIATE U UCIIONIb3YET METOMBI ISl | PUCKH MH(DOPMALIMOHHON | W aHAM3UPOBATh PUCKU HBIX MPAKTHYEC | OLIEHKOM
MHPOPMAITMOHHON aHATU3UPOBATh PUCKU BBISIBJICHUS U aHAJIN3a 6e301acHOCTH. nHpopMannoHHOMH KHX 3a/1aHuil
0e30MacHOCTH UHGOPMAIIMOHHOM PHUCKOB 0e30MacHOCTH 300:
6e30macHOCTH. nH(OpPMaIMOHHON KonTtponsnas
Oe3onacHOCTH pabora,
[IK-7.3 CraBur u pewaet He Bnageer HaBbikaMu Braneer otnenbHbIMU Bnageer otnensHbIMU JeMoHcTpupyer BnajieHue JOKIIaz, 3auer ¢
TIPUKJIaJIHbIE 33/1a9H B peLeHNs TPHUKJIIaTHBIX HaBBIKAMH PEIICHUS HaBBIKAMH PELICHUS HAaBbIKAMH PELICHUS KOJJIOKBHYM OLIEHKOI
YCIOBHUSAX 3a/7a49 B YCIOBHUAX NPUKJIATHBIX 3a/1a4 B NPHUKJIATHBIX 3a71a4 B TNPHUKJIATHBIX 33124 B TECTUPOBA
HEONPE/IEIEHHOCTH 1 HEONPEIEIEHHOCTH 1 YCIIOBUSIX YCIIOBUSIX YCIIOBHAX HHE,
OTIPECTISIET METOABI U OTIPEJICTICHUSI METO/IOB M | HEOIPEIEICHHOCTH U HEONPEIEIIEHHOCTH 1 HEONPEICIEHHOCTH 1 BBIIIOJTHEHHE
cpencTBa ux 3GHEKTUBHOTO | CPENCTB UX OIIPCIICTICHUSI MECTOJIOB 1 OIIPCICTICHUS MCTOJIOB 1 ONPCICTICHUS MECTOJIOB U UHAMBUAYaJlb
peieHus 3¢ (PEKTUBHOTO PEUICHUs. | CPEICTB UX CpPEACTB UX CpPEACTB UX HBIX MPAKTUYCC
s dexTuBHOrO penreHus. | dGdexTnBHOro penenus. | 3pHEKTHBHOTO pemenns. | KUX 3a/aHui
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4. KoMILUIEKT KOHTPOJIbHO-OLIEHOYHBIX CPEACTB MO JUCIUIIUHE

Bonpocsl K 3a4eTy N0 TUCHUILINHE
«3amunieHHble HH(POPMALMOHHBIE CUCTEMbI U CPeIbl»

[Tpeamer u 3a1a4M JUCHUIUIMHBI «3allUIIEHHbIE HHPOPMALMOHHBIE CUCTEMBI U CPEIbD».
OcHoBHbIE 33/]a41 3a1IUTHI UHOPMALIUH.

Knaccupukamuss uHbopManum 10 ypOBHIO KOH(PHUIEHIMAIBHOCTH. PeKBU3UTHI
JIOKYMEHTOB. XpaHeHUe UH(DOpMaIIIH.

CriocoObl  XpaHeHus: KoHGuAeHIManbHOH uHpopmanuu. CBoaHas uHpoOpMaLUs.
WnTennexryanpHas coOcTBeHHOCTh. HecTpykTypupoBanHas uHdopmanus. JlokanbHbie
KOIIUU

OcHoBHbIE HampaBJIeHUS 3aIIMTHI. 3alIUTa JOKYMEHTOB. 3allliTa KaHAJIOB yTEUKH.
MOHUTOPHHT (ayIUT) ACHCTBUIl 10JIb30BATENCH.

Knaccudpukanuss BHyTpeHHMX Hapymurteneil. Heocropoxusle. MaHumynupyemsle.
Caboraxxuuku. Henosbable. HapymuTenu, MOTHBHpOBaHHbIE H3BHE. Jlpyrue THUIIBI
HapylInTenen

Herexnuueckne Mepbl 3alMTBl OT BHYTPEHHMX Yyrpo3. llcuxomoruueckue Mepsl.
OpranuzalvoHHbIE MEPBI.

[TpaBa nokanbHbIX nonb3oBateneit. Crangaptuzanusd [10. Cneunduueckue pereHus.
Knaccudukanus firewall'oB.

[TakeTtnble GunbTpshl. IlorpaHuyHbIE POYTEPHI.

[Tepconanbuble firewall'bi u nepconanbuble ycTpoiicTa firewall'a.

ITpokcu-cepBep NPUKIAIHOTO YPOBHS. BhlieneHHbIE IPOKCU-CEPBEPHI.

['ubpunsie Texnomorun firewall'a. Tparcnsamus cereBrix aapecoB (NAT). Craruueckas
TpaHCIALUSA CETEBBIX apecoB. CKpbITasi TPAaHCIISALNS CETEBBIX aIpECOB.

[punnuner noctpoenus okpyxkenus firewaH'a. DMZ-cetu. Kondurypanus ¢ omHoit
DMZ-cetsto0. Service Leg xondurypanus. Konpurypauus ¢ apyms DMZ-cetsamu.
BupryanpHble 4acTHBIE CETH.

Pacmonoxxenne VPN-cepBepoB. MuTpaneT. DkcTpaneT. KoMmoHeHThI HHPPACTPYKTYPHI:
KOHIIEHTPATOPbl U KOMMYyTaTophsl. Pacrionoxenue cepsepoB B DMZ-ceTsix.

Bremne nmoctymabie cepBepel. VPN u Dial-in cepepsl. Bayrpennue cepsepnsl. DNS-
CEpBEpHI.

SMTP-cepBepsl. [lonmutuka 6e3omacHoctu firewall'a. Tlonmutuka firewall'a. Peanuzammst
Habopa mpasun firewall'a. Tectupoanne nmonmutuku firewall'a. Bo3MokHBIE TOIXOABI K
skcruryatanuu firewaH'a.

ConpoBoxnenue firewall'a u ympasnenune firewall'oM. ®usnyeckass 0e30mMacHOCTb
okpyxenus firewaH'a. AnmuanctpupoBanue firewaH'a.

Bcerpauanue firewall'oB 8 OC.CtpaTerun BoccranoBieHus nocie coboes firewall'a.
Nununentsr 6e3omacHoctu. Coznanne backup'os firewall'oB

OcHoBHBIE XapakTepuUCTUKH akeTHBIX (GunbTpoB B OC FreeBSD.

ITO maketHsiM punbTpam. OpenBSD Packet Filter (PF) u ALTQ.

Tpancasuuss ceTteBbIX aapecoB i oueHb Oonbmnx LAN. Hcnonb3oBanue myna
nyonuuHbIX afapecos. Port Redirection

[Tonsitue cuctemsl oOHapyxeHus arak. [louemy cienyer ucnomns3zonats IDS. Tunst IDS.
basosas apxurektypa IDS. CoBmecTHOE pacnionoxxenne Host n Target. Paznenenne Host
u Target.

Croco6sr  ympaBnenuss  IDS.  LlenTpanu3zoBanHoe — ympasieHue.  YacTU4yHO
pacnpeneneHHoe ynpasieHue. [IodHOCThIO pacnipeieieHHOE yIpaBIeHHE.

Cxopocts peakuuu. MHpopmannonnsie ucrounuku. Network-Based IDS. Host-Based
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IDS. Application-Based IDS.

Amnanus, BeinonnsemMslit IDS. Onpenenenue 3noynotpebnenuid. OnpeneneHrne aHoManuil.
Bosmoxnsie orBetHbie aevictBus IDS. AxtuBHbie neiicTBus. COOp JONMOIHUTEILHON
uH(pOpMaIIUH.

W3menenne OkpykeHUs. BbInoHEeHHWe IeHCTBHA MNPOTHB arakyrouiero. IlaccuBHbie
nevctus. Tpeorn u onoseunieHus. Mcnonb3zoBanue SNMP Traps. Bo3smoxxknoctu
OTYETOB U apXUBUPOBAHMSI.

Cuctembl aHanu3a MW OUEHKM ys3BuMocted. Ilponecc ananmmza ysA3BUMOCTEH.
Knaccudukanus ”HCTpyMEHTaIBHBIX CPEICTB aHAIU3A YSI3BUMOCTEH.

Host-Based ananu3 ysa3BUMOCTEH.

Network-Based ananu3 ys3BUMOCTEH.

[IpeumyniecTBa 1 HEIOCTATKU CUCTEM aHAJIM3A YSA3BUMOCTEH.

Cuctemsl Honey Pot u Padded Cell. Beioop IDS. Onpenencuue okpysxenus IDS.

Lenu u 3agaun ucnoias3oBanus IDS.

OrpanndeHust Ha pecypchl, CYIECTBYIOMKE B opranu3anuu. Bosmoxxunoctu IDS.
PasBepreiBanue IDS. Crpaterus passeproiBanus IDS.

Tunnynble BeIXoaHble ganube IDS.

Tunsl KOMOBIOTEPHBIX aTak, 00bIYHO onpenensemsbie [DS.

bezonacnocts DNS. CepBucet DNS. Undpactpykrypa DNS.

Komnonentst DNS u nonsiTre 6€30mMacHOCTH ISl HUX.

OcCHOBHBIE MEXaHU3MBI O€30ITaCHOCTH 117151 cepBUCOB DNS.

Hanneie DNS u IIO DNS. 3onnsiii ¢aiin. Name-cepBepbl. ABTOpUTETHBIE name-
cepBepsl. Komupyromue name-cepBepbl. Resolver'bi. Tpanzakuuu DNS. 3ampoc / otBeT
DNS.

besonacHocth okpyxenus DNS. Yrpossl u obecniedeHune 3amuThl TIaTGOPMBI XOCTa.
VYrpossl [1O DNS. Vrposs! qist nanssix DNS.

[Mpuuunsl ys3BuMoctn web-cepBepa. IlmanmpoBanue pasBepThIBaHHS Web-cepBepa.
BbeszonacHocts nexarieii B ocaoBe OC.

bezonacnoe wunHcrammupoBanue u KoHpurypupoBanue OC. Ilpumenenune Patch u
Upgrade OC. VYpaneHue HIM 3ampelieHHe HEHY)XHBIX CEPBHUCOB M MPUIIOKEHUH.
Kondurypuposanne ayrentudukanuu nonb3osaresns B OC.

VYnpasnenue pecypcamu Ha ypoBHe OC. AjbTepHaTHUBHBIE IUIaTGOPMBI Uisi web-
cepsepa. Trusted OC.

Hcnonws3oBanue Appliances mis web-cepepa. Crienansho ycusiennbie (pre-hardened)
OC u web-cepBepsl.

TectupoBanue 0€30MaCHOCTH OIEPAMOHHOW cHUCTeMbl. CHUCOK JEHCTBHMA IS
obecrnieuenus 6ezomacHocti OC, Ha KOTOPO BBITIONHSAETCS Web-cepaep.

be3onacHoe wuHcTanmnmupoBaHne U KOH(UrypupoBaHue web-cepBepa. besomacHoe
WHCTAIUTHpOBaHUEe web-cepBepa. KoHuryprupoBaHnue yrnpaBieHHs TOCTYIIOM.
Pasrpannuenue moctyna mis [10 web-cepBepa. YmpasieHune IOCTYNOM K AUPEKTOPHUU
COJIEPKUMOT0 Web-cepBepa.

VYnpasnenue BnusHueM web Bots. Vcnonb3oBanue mnporpaMM MpOBEPKH LEIOCTHOCTH
¢aitnoB. Cnucok nedcTBHiA 151 6€30MaCHOTO MHCTAJUIMPOBAHUS U KOH(MUTYPUPOBAHUS
web-cepsepa

Ony6nukoBanue nHopmanuu Ha web-caiitax. O6ecnieueHne 6€30macHOCTH TEXHOJIOTUI
co3manus akTuBHOrO conepxkumoro. URLs u cookies.

VSI3BUMOCTH TEXHOJIOTHN aKTUBHOTO COJEPKUMOTO HA CTOPOHE KIMEHTA.

VS3BUMOCTH TEXHOJIOTUH CO3/IaHUsl COJEPKUMOTO Ha CTOopoHe cepBepa. CHHCOK
NeicTBUi s oOecrieueHus: 6e30macHoCTH web-coIepKuMoro

TpeGoBanus k ayTeHTHPHUKAMU U UG pOBaHUI0. AyTeHTHUKaIUs, OCHOBaHHas Ha [P-
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anpece. Basic-ayrentudukamnus. Digest-ayTeHTHQHUKAIIHS.

SSL/TLS. Bo3moxxnoctu SSL/TLS. Cna6sie mecra SSL/TLS. Ilpumep SSL/TLS-ceccun.
Cxewms! mudposanus SSL/TLS. TpeboBanus k peanmzanuu SSL/TLS.

Crucok faedcTBMM s TexHoJorui ayTeHTuukamuu U mudpoBanus. Firewall
NpUKIaAHOTO YpoBHSA i web — ModSecurity. BzaumopeiictBue ModSecurity ¢
HNaKeTHBIM (PUIBTPOM

Jemmnurapu3oBaHHasi 30Ha. XOCTUHT BO BHENIHEH opraHu3anuu. CeTeBble AIEMEHTHI.
Poyrep u firewall.

ABTOMaTH3UMPOBAaHHbIE MHCTPYMEHTAJIbHbBIE CPECTBA aHalu3a jor-gaitnos. [Ipouenxypbl
co3nanus backup web-cepsepa.

[Tomutukn u cTpareruu BBITIONIHEHHS backup'a web-cepsepa. Ilomnepikka TecToBOTO
web-cepBepa.

[Tonnepkka  ayreHTMYHOM  Komuu  web-cogepxumoro. BoccraHoBienue  mnpu
KOMIIPOMETAIUK O€30MacCHOCTH.

TectupoBanme  Oe3omacHocT  web-cepBepoB.  CkaHUpOBaHUE  YSI3BUMOCTEH.
TectupoBaHue MPOHUKHOBEHUS.

VYnanennoe agMuHuUCTpupoBaHue web-cepBepa. Crucok AeHCTBUN Uit 0€3011aCHOTO
aJIMUHUCTpUpOBaHUs web-cepBepa
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Bomnpocs! 11 yCTHOro onpoca
N0 JTMCHHUILINHE «3aluIeHHble HHPOPMANMOHHbIE CHCTEMBbI H CpeIbD»

Bomnpocs! k pasaeay 1.
e Yrpo3bl 0e30macHOCTH MHPOPMALIUH.
e ApXMTEKTYpbl CUCTEMBI 3aLIUTHI: 0COOEHHOCTH COBpeMEHHbIX AC Kak 00BbEKTa 3aIUThI
e HcTtouHuku yrpo3 6€301MacHOCTH,
o Knaccuduxanus yrpo3 6€30macHOCTH,
e OCHOBHBIE ITPEIHAMEPEHHBIE U HENIPETHAMEPEHHBIE NCKYCCTBEHHBIE YIPO3BI

Bomnpocsl k pa3zneay 2.
e VYa3BUMOCTB, yrposa b,
e Hcrounuk yrposs! Ub,
e Mogens yrpos Ub,
e Mouguens Hapymurens Ub.
e Hudopmanronnas nHPpacTpyKTypa.
e Ilpuuunsl ya3sumoctu UC

Bomnpocs! k pa3ageay 3.
° HpﬂMLIe N KOCBCHHBIC KaHAJIbI IPOHUKHOBCHUSA B CUCTCMY U YTCUKHU I/IH(bOpMaLII/II/I.
e Ou3nuecKue, IMEKTPOMArHUTHBIE, UH()OPMAIIHOHHBIE KaHAJIbI

Bonpocsl k pa3aeny 4.
e lnentudukanus u ayTeHTUPUKALINS TTOJTH30BATESI IPU BXOJE B CHCTEMY.
e PasrpanuveHwue mpaB J0ocTyIma K (HaiIoBoOi cucTeMe, B OCHOBE KOTOPOTO JICKHUT
pean3anus TUCKPEIIMOHHON MOAENN AOCTYTIA;
e Aynur.
e [IpuHIMNMANbHBIE HEJJOCTATKU 3aIUTHBIX MEXaHU3MOB ONEPAIIIOHHON CUCTEMBI
cemetictBa Unix

Bomnpocs! k pa3ageay S.
e CepBHchl 0€30MaCHOCTH.
e CpencrBa obecnieuenus b B cersix. X Ha3HaueHne, 0cOOEHHOCTH IPUMEHEHUS U
IIPUMEPBHI.
e AyTreHTH(]HKAIHNSA B CETAX: OOBIYHBIE U OJHOPA30BbIC MAPOJIN; CEPBEPHI
ayTeHTU(UKALINH.

Bomnpocs! k pa3aeny 6.
e [lapameTpsl 0€30MaCHOCTH.
Hactpoiika oneparonnoit cuctembl Windows.
ITpaBa nonp3oBaTeneil U cucTEMa yIpaBJIeHUs JOCTYTIOM.
KBanuduxanus noas3oBarenei.
CpencTBa 3amuThl

Bomnpocs! k pa3aeay 7.
e (CnabocTy CHCTEMHBIX YTUIIUT, KOMaH/I M CETEBBIX CEPBHCOB Ha IIPUMEpE CTeKa
npotokoioB tep/ip (Telnet, FTP, NFS, DNS, NIS, World Wide Web.
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KOMaH/Ibl yJJAJIGHHOTO BBIMOMHEHH, Sendmail 1 371eKTpoHHAs MOYTa, IPYrue YTUIHUTHL.
CpenctBa 3ameHsl ys3BuMbIx cepsrcoB TCP/IP.

CnabocTu COBpEeMEHHBIX TEXHOJIOTHH mporpammupoBanus (Java, ActiveX...) 1 ommOKu
B IIPOTPAMMHOM 00€CTICUCHUH.

CereBble BUPYCHI.

Bunp! yrpo3 pecypcam unrpasnera u VlutepHera
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Bonpoch! 1151 KOJLUIOKBHYMA
M0 TUCIHUILTHHE «3aluleHHble HH(POPMALMOHHbIE CHCTEMbI H CpeIbD»

OcHOBHbIE TIOHATHSA, KaTE€rOpUM U HHCTPYMEHTHl MPOEKTUPOBAHHUA, pPa3pabOTKH,
BHEJPEHUS M  yOpaBieHUs MH(MOPMAIMOHHBIMH  CHCTEMaMHM MPEANpUATUS U
MH(GOPMaLlMOHHOMN 3alIUTHI.

Knaccupukamuss ~ uHGOPMALIMOHHBIX ~ CUCTEM IO  CIOCO0Yy  pacmpejeieHus
BBIUHCIUTEIBHBIX PECYPCOB.

CpenctB obecrieueHus: 6€30MacHOCTH NHPOPMALMOHHBIX CUCTEM.

[TpaBoBoe obOecnieueHre UHPOPMALITMOHHBIX CUCTEM.

Knaccugukarus nahopMaiioHHBIX CUCTEM IO THITY BBIYUCIUTEIBHOM CPEIbl.

[TonsiTue cuctembl KoAUpPOBaHUS HHPOpMaLK. Buipl cucteM KoaupoBaHUSL.
Knaccugukanus nHGpOpMaMOHHBIX cucTeM 1o KonndectBy DBM. daktopsl nepexoaa K
MHOTOMAaIlIMHHBIM HH()OPMALIMOHHBIM CUCTEMAM.

VYrpo3sl 6e300aCHOCTH UHPOPMALIMOHHBIX CUCTEM.

OcHOBHbBIE MEXJIYHApPOJIHbIE U POCCHIICKME CTaHIApThl B 00JAaCTH HH(POpPMALIMOHHON
0€30aCHOCTH.

BHemHss u BHyTpeHHSS cpelia MPEeaNpUsITHS C TOUKHU 3alIUIEHHOCTH HH()OPMALMOHHON
CUCTEMBI, €€ KJIFOUEBBIE 2JIEMEHTHI.

Kommuiekc mep no obecredeHno 3auThl UHYOPMALIMOHHBIX CUCTEM U CPE/L.
CoBpeMeHHbIE  IPOrpaMMHO-aIapaTHbIE  CUCTEMbl  MH()OPMALMOHHOW  3aIUTHI
MPUMEHUTEIBHO K KOHKPETHOMY MPEANPUSATHIO.
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Tembl 18 1OKJIa10B
10 AUCHUIIMHE: «3aluleHHble HH(POPMALMOHHBIE CUCTEMbI U Cpeabl»

1. TlpumeHeHHe 3aIUIICHHBIX HHOOPMAIIHOHHBIX CUCTEM CPE/IbI.

2. BpbuiBieHHe M OLEHKAa HCTOYHUKOB, CIIOCOOOB M pE3yJbTaTOB AECTAOMIM3UPYIOILEro
BO3/ICICTBUS HA HH(OPMALIHIO.
MeToab! ¥ CpeaCTBa 3aLIUThI UH(HOPMAILIMOHHBIX CUCTEM.
[IpoGnema o1ieHKH 3alMIEHHOCTH HH(OPMALIMOHHBIX CUCTEM CPEIb.
BuptyanbHas KOHCOMUAALUS TaHHBIX.
CrniocoObl xpaHeHus: uHGOpMaIUK.
WuTennekryanbHble IUCKOBbIE MACCUBBI.
Kpunrorpaduueckas 3amura HHQOpMaIIH.
. TpeboBanus k ayTeHTU(UKAMH U IH(POBAHUIO.

10. Knaccudpukanust wHbOpMAMA TIO YPOBHIO KOH(HICHIMAIBHOCTH. PEKBH3UTHI
JIOKYMEHTOB.

11. 3amra KaHaMoOB  yTeuykd. MOHHUTOPUHT  (ayIuT) JEWCTBHM  IOJIb30BATEIICH.
Knaccudukanus BHyTpeHHUX HapyLIUTEeH

12. HerexHu4yecKkre MephI 3alIUTHl OT BHYTPEHHUX YTPO3.

13. Ilcuxonoruueckue Mepbl. OpraHu3aliOHHbIE MEPHI

14. Ilepconansusle firewall'bi u nepconanbHbie ycrpoiictpa firewall'a

15. VPN u Dial-in cepBepsl. Buyrpennue cepsepsl. DNS-cepBepsl. SMTP-cepepbl.

16. OcHoBHBIE XapakTepucTuku nakeTHbIX GuIbTpoB B OC FreeBSD.

17. Onpenenenue 3noynorpebnenuii. OmnpeneneHue aHoMmanuii. Bo3MokHbIE OTBETHBIE
nevicteus 1DS.

18. Cuctembr Honey Pot u Padded Cell. Beioop IDS. Onpenenenue okpyxenus IDS.

19. ABtopureTHbie name-cepBephl. Kammupyronme name-cepsepbl. Resolver'bi.

20. be3zonacHoe HHCTaJUIMpOBaHUE U KOHpUrypupoBanue OC

21. OGecnieueHne 0€30MACHOCTA TEXHOJIOTUN CO3/IaHUsI aKTUBHOTO cojaepxkumoro. URLs u
cookies.

22. TpeboBaHus K ayTeHTUUKAMH U K poBaHuio. AyreHTH(UKanus, OcCHOBaHHas Ha [P-
azpece.

23. ABTOMaTH3UpPOBAHHbIE HHCTPYMEHTAJILHBIE CPEICTBA aHAJIH3a JIOT-(aiioB

©COoNO U AW
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Bomnpockl AJ151 KOHTPOJIBHOH padoThI
N0 JTMCHHUILINHE «3aluIeHHble HHPOPMANMOHHbIE CHCTEMBbI H CpeIbD»

1 papuanT

1.Be10op Mep 3ammtel MHGOpPMALUKU Ui peanu3alui B UH(GOPMAIIMOHHON CHUCTEME B paMKax
CUCTEMBI 3alIUThl HHPOPMAIIH.

2 Knaccudukanus nHGOpMaMOHHONW CUCTEMBI IO TPEOOBAHUAM 3alUTHl HH()OPMAIUH.

2 BaApHaHT

1.Onpenenenue yrpo3 6e3onacHocTH HHPOpMauu B HHPOPMAIIMOHHON CUCTEME.

2.Bw16op mep 3amuThl “HGOpMAIIH IS UX pealn3alui B HHPOPMAIIMOHHOM CHUCTEME B paMKax
€€ CHCTEMBI 3aIUThl HHPOpMAaIHH

3 BapuaHT

1. Unentuduxanus u ayTeHTUUKALMS CyOBEKTOB JJOCTYIA U O0BEKTOB JOCTYIIA

2. nentudukanus u ayTeHTU(UKALKS YCTPOICTB, B TOM YHCJIE CTALlMOHAPHBIX, MOOMJIBHBIX U
HOPTaTUBHBIX

4 BapuaHT

1. VYnpaBnenue uaeHTu(UKaTopamMu, B TOM YMCJIE CO3JaHHE, MPUCBOCHHE, YHUUYTONKECHHE
UJIEHTU(PHUKATOPOB

2. VYupaieHHWE CpEACTBAMHM ayTCHTU(HUKAIMM, B TOM YHCJIE€ XpaHEHHWe, BblAaya,
UHHULMAIU3a1Us, OJIOKUPOBAHHUE CPEJICTB ayTEHTHU(PUKALUU U IPUHATUE MEP B CIIydae yTpaThl U
(M) KOMIIPOMETAIIMU CPEJCTB Ay TEHTHU(PUKALUU

5 BapuaHT

1. 3ammTa 0OpaTHOM CBSI3U MPHU BBOJIE Ay TCHTH(PUKAIIMOHHON HH(MOpMAITUH

2. Unentudukamus W ayTeHTH(PUKAIUS TOJIH30BATENICH, HE SBISIFOINIMXCS pPaOOTHUKAMHU
orepaTopa (BHEIITHUX IOJIb30BaTeNeil)

6 BapuaHT

1. Wnentudukanus w ayTeHTU(PUKANUSA OOBEKTOB (HAHIOBOM CHUCTEMBI, 3aIlyCKaeMbIX H
UCTIONMHSEMBIX MOJYJeH, OOBEKTOB CHUCTEM yIpaBlieHuss 0a3aMu JaHHBIX, OOBEKTOB,
CO3/1aBaeMbIX MPUKIAJHBIM U CIHEIHAJIbHBIM MPOrPAMMHBIM 00ecreueHHEeM, MHBIX OOBEKTOB
JocTyna

2.YupaBieHue (3aBefieHHE, aKTUBAlUs, OJOKMPOBAHUE U YHMUTOKEHUE) YUETHBIMH 3alHUCIMU
MOJIb30BaTENEe, B TOM YHCIIe BHEIIHUX MOJIb30BaTENIeH

7 BapHaHT

1.Peanu3zanus HEOOXOJUMBIX METOJOB YIIPaBJICHUS NOCTYNOM (JUCKPELIMOHHBIA, MaHAATHBIMH,
POJIEBOM WM WHOM METOH), TUIOB (YTEHHE, 3aMKCh, BBHIIOJHEHHWE WIM WHOW THUM) U TPABUI
pasrpaHu4YeHus JOCTyIa

2.Ymupasnenue (QuiubTpanus, MapUIpyTHU3allks, KOHTPOIb COEIUHEHH, OJIHOHANpaBICHHAS
nepegavya U MHbIE CIIOCOOBI yIpaBiieHUs1) HH(POPMALIMOHHBIMU TOTOKAMU MEXKIY YCTPOHCTBaMH,
cerMeHTaMu UHPOPMAITMOHHOMN CHCTEMBI, a TaKkKe MEXKIY WH(OPMAIMOHHBIMU CUCTEMaMHU

8 BapuaHT
1.Paznenenne  monmHOMOYMM  (poJieil)  TOJIb3OBaTENe,  AAMUHUCTPATOPOB W JIHII,
obecrneuynBaromux GyHKIIMOHUPOBAHUE WH()OPMALIMOHHON CUCTEMBI
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2.Ha3naueHue MHUHMMaJIbHO HEOOXOAMMBIX TIpaB U  NPUBMIETHHA  IOJIb30BATENAM,
aJMUHUCTpaTOpaM M JiMIaM, o0ecrneyuBalomuM (yHKIMOHUPOBaHWE HH(OPMAIIMOHHON
CUCTEMBI

9 BapuaHT

1.0OrpanyyeHre HEYCHEUIHbIX IOMNBITOK BXOJa B HH(POPMALMOHHYIO CHCTEMY (JIOCTyma K
MH(GOPMaLIMOHHON CUCTEME)

2 IlpenynpexxaeHne Moab30BaTeNs MPH €ro BXoJie B MHPOPMALMOHHYIO CHCTEMY O TOM, YTO B
MH(GOPMALIMOHHON CHUCTEME peaIn30BaHbl MEpbl 3allUThl MHPOpPMALMU, U O HEOOXOIUMOCTH
COOJIIOJICHHSI UM YCTaHOBJIEHHBIX ONEPAaTOPOM MpaBuil 00paboTKU HHPOPMALIUU

10 Bapuaunr

1.OmnoBelieHre Moib30BaTeNsl MOCHE YCHEIIHOTO BXO0Ja B MH(POPMAIMOHHYIO CHUCTEMY O €ro
IpebIIyIIeM BXo/ie B MHPOPMAITUOHHYIO CUCTEMY

2.0rpannyeHue 4YuclIa TapaJyieIbHBIX CEAHCOB JIOCTyHa JUIsl KaKIO0M Y4YEeTHOW 3amucu
MOJIb30BaTeNsI HH()OPMAIIMOHHOM CUCTEMBI
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10.

11.

12.

HH}II/IBI/II[yaJIbeIe 3aJaHUA K NIPAKTUYCCKUM 3aHATUAM

110 JUCHHUITIINHE 3aHII/IHIeHHI)I€ PIH(l)OpMaIII/IOHHBIC CHUCTCMBI U CPCAbI

Cosznare rpynmy gBUh u BBIMOMHUTH perucTpanuio ABYX mojb3oBarenerd UBUhD wu
uBuh2, BKJIFOYHB KX B CO3JAHHYIO TPYIIILY.

Cosnate padouyro nanky FBuh. IIpenoctaBuTh MOJIHBIN JOCTYI K MAIMKe TOJIBKO YICHAM
rpymmst gBuh.

Cosnarte nanky Share ¢ BioxxenHbiMu nankamu In u Out. [IpenoctaBuTh ceTeBOM JOCTYII
K Tankam 1o npuHimiy: ..Share\ln — ronbko Ha 3anuck, Share\Out — Tosibko Ha YTEeHHE.
BpInoaHUTE HACTPOKMKHU MapOIbHOM 3aIIUTHL: JUIMHA Hapoisi, CPOK JEHCTBUS, CI0KHOCTb.
BBINOMHUTE pPErUCTPALIMIO TOJB30BATENS M NPEAOCTAaBUTh €My aJIMHUHUCTPATUBHBIE
npasa.

BrITIOTHUTE perucTpanuio mojib30BaTeNsl, BKIIOYUTH MOJIb30BaTeNsd B Tpynmny "OmbITHBIE
nonbp3oBarenu”. Co3nate pabodyro Mamky Afisl 3aperuCTPUPOBAHHOTO MOJIL30BATENs B
nanke C:\WOrk W mpemocTaBUTh TOJBKO A3TOMY IIOJB30BATENIIO MOJHBIA TOCTYN K
CO3JIaHHOM IaIKe.

[IpoBecTn HACTPOWKY BXOJa B CHCTEMY: B OKHE PETHCTpPALMA OTOOPAXKAIOTCS MO IS
BBO/Ia JIOTMHA U NApOJIsl OJI30BATENS.

Hactpouth monuTuky GJIOKMPOBKH YUETHBIX 3aMKCEH: TOPOTOBOE 3HAUCHUE OJIOKHUPOBKH,
MPOJOKUTETLHOCTh OJIOKUPOBKHU YUETHOM 3aIUCH.

Hactpouts monutuky aynura: AyauT BX0Jla B CUCTEMY, AyIUT CUCTEMHBIX COOBITHIA.
Hamucate komaHmHblii (haiii, BBINOTHSIOUINI pETHCTpalMIo MOib3oBaTens. Kwms
MOJIB30BATENS (JIOTWH) U TIAPOJTh JOJIKHBI BBOJUTHCS TI0 3aIPOCy .

Hamucate koMaHIHBIA (aiisl, KOTOPBIA A00aBIsIET HOBYIO TPYIIy U PETHCTPUPYET B
ATOM TpyIIe NoJib30BarTeld. Ms rpynimsl U MOJIb30BATEI BBOJAATCS 1O 3aMPOCy.
Harmmcats kOMaHIHBIN (haiin, BEIBOASIIMKA CITUCOK 3apEeTUCTPUPOBAHHBIX MOJIh30BaTEICH
1 GOPMUPYIONIUH 3aIPOC Ha yAAJICHUE TI0OJIB30BATEIIS: UM yIaIsIEMOTO 3aIpaliiBacTCsl.

. BEIMOTHAUTE OTKITFOUEHNE CJ'IY)KGZ

YV naneHHslil peectp.

VY nanenHsie pabo4Yue CTOJIBI.

Bcmomorarensasii IP.

VY naneHHsIl peecTp (ero Jaydline OTKIIYATh TaKe B TOM CiIydae, €CJIM Bbl paboTaere B

CEeTH).

Monyns NetBios.

bpay3ep nepcoHanbHbIX KOMIIBIOTEPOB.
Cepsgep.

[TocTaBmMK JOMAaIIHUX TPYIII.
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TECTOBBIE BOITPOCBHI
no AucuuIiuHe «3amuineHHble HHPOPMAIHOHHbIE CHCTEMBI M CPeabD»

1. BeimenuTe BepHOE YTBEp)KACHHE B OTHOIICHWH WH(GOPMAIMOHHONH O€301MacHOCTH.
(Ommemovme 00uUH NPABUILHBII 6APUAHM OMEemd.)
1. mactymnenue HoBoro srtama pas3Butus WUT nmpuBoauT K OBICTpOMY IMaJICHUIO YPOBHS
nH(GOPMAIIMOHHON OE30MaCHOCTH;
2. HacTyIUleHWe HOBOro 3tamna pa3Butus T nmpuBoauT K OBICTPOMY TOBBIIICHHIO YPOBHS
nH(GOPMaIIMOHHON O€30MaCHOCTH;
3. ypoBeHb HH()OPMAIIMOHHOW OE30MTACHOCTH HE 3aBUCHT OT dTanoB pazputus UT

2. K xakomy yposHio obecnieuenus b otnocures «JlokrpuHa nuHbOpMaimoHHON 6€3011acHOCTH
Poccuiickoit ®enepanun»?
(Ommemovme 00uUH NPABUILHBLI 8APUAHI OMEemd.)

1. agMUHUCTpATHUBHBIN;

2. HAy4YHO-TEXHHUYECKUH;

3. 3aKOHOJATENIbHBIN,;

4. mpoueaypHbIi.

3. K xakomy ypoBHO obOecneuenusi Mb ortHocutcs «llomutuka wuHOpMAIMOHHON
0€30MacHOCTHY, YTBEPK/IEHHAs! pYKOBOJIUTEIEM B KOHKPETHOW OpraHU3aIiu?

(Ommemovme 00uH NPABUILHBLUI 8APUAHI OMEemda.)

HAYYHO-TEXHUYECKUN

MIPOLIE Ty PHBIN

aIMUHUCTPATHUBHBIN

3aKOHOIaTEIIbHBIN

NS S

4. Beinenure OCHOBHBIE COCTABIISIONINE WHPOPMAITMOHHON 0€301IaCHOCTH.
(Omeem cyumaemcs 6epHbIM, eCiu OMMeUeHbl 6Ce NPAGUIbHbIE BAPUAHMBL OMEEN08.)
L[EJIOCTHOCTD

1. nmoctymHOCTB

2. TOJHOTa

3. KOH(}HUICHIIMATBHOCTH

4. aKTyallbHOCTh

5. Kakoii acnekT MH(OpPMaIMOHHOM 0€30IacHOCTH OTPAa’KAaeT BO3MOXKHOCTH 3a IPHEMIIEMOE
BpeMsI TIOJYYHUTh TPeOyeMy0 HHPOPMAIIMOHHYIO YCITyTy?
(Ommemovme 00uH NPABUILHBLLIL 8APUAHI OMEemda.)

1. xoHUIAEHIINATHLHOCTH

2. JIOCTYITHOCTh

3. LEeJIOCTHOCTH

6. Eciu B pesynbraTte DoS-aTaku 3M0yMBINUICHHUKOB CAalT mepecTan paboTaTh, KAKOH acIreKT
UH(POPMAIMOHHOM 0€301MacHOCTH OBbLIT HApyIIeH?
(Ommemvme 00uUH NpABUILHBI 6APUAHM OMEemd.)

1. menoctHOCTH

2. KOH(HIEHIIUATBHOCTh

3. JIOCTYITHOCTH
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7. Kakoit acnexkt Wb Haubonee axTyaneH ajii HAay4YHO-UCCIIENOBATEIbCKUX OpraHU3aluil,
UMEIOLINX OTKpbIThIe Web-cepBepsl?
(Ommemovme 00UH NPABUTLHBLLL 8APUAHI OMEemda.)
1. koH(UIEHIMATEHOCTD
2. JOCTYITHOCTh
3. IEeIOCTHOCTh
8. K Kkakoi yrpo3e MOYKHO OTHECTHM BO3MOXXHOCTb CUTYyallud, KOTJa YBOJEHHBIM COTPYIAHHUK
OECIPEnATCTBEHHO MOJIb3YETCsl CIIYy)KEOHBIMH MOJHOMOYMSMHU, B TOM YHCIIE KOPIOPATUBHBIM
noctynoM B UuTepuet?
(Ommemvme 00uUH NPABUILHBII 6APUAHM OMEemd.)
BPEIOHOCHBIE ITPOTPaMMBI
JIEUCTBUS UHCAUIEPOB
XaKepCKUe aTaku
cram

el N .

9. Kak Ha3pIBatOTCS aTaku, HAIIPABIEHHBIC HA BBIBEJICHUE U3 CTPOS TOT'O WIM UHOTO y3Ia CeTH?
(Ommemovme 00uH NPABUILHBLI 8APUAHI OMEemda.)

1. Virus
2. Spam
3. DoS

4, Worm

10. Kak Ha3pIBaeTCsi MOEINb, ONUCHIBAIOINIAS BEPOSITHBIA OOJHMK 3JIOYMBINIJICHHUKA, T. €. €r0
KBaJM(UKAIMIO, UMEIOIINECS CPEJCTBa JJI peanu3allii TeX WU WHBIX aTak, OOBIYHOE BpeMs
JNEUCTBUSA U T. 17

(Ommemovme 00UH NPABUNILHBLI 8APUAHM OMEemda.)

MOJIEJIb YTPO3bI

MOJIETb HapyIITUTENS

MOJIENIb OS30IaCHOCTHU

MOJIENb YSI3BUMOCTH

el N =

11. Kakoit TepMHH oOmnpeienseT 3allMIICHHOCTh JKU3HEHHO BaXHBIX  HMHTEPECOB
TOCYIApCTBEHHOTO WU KOMMEPUYECKOTO NPEANPHUSTHS OT BHYTPEHHUX W BHEIIHUX YIPo3,
3alIUTy KaIpOBOTO M MHTEJUICKTYaJIbHOTO MOTEHIMANA, TEXHOJIOTHH, JaHHBIX U MH(OpMAIIHH,
KaluTranga U MpUOBLIN, KOTOopask 00ecrieunBaeTcs CUCTEMONH Mep MPaBOBOTO, SKOHOMHYECKOTO,
OpraHU3aIMOHHOT0, HH()POPMAITMOHHOTO, HHKCHEPHO-TEXHIHUECKOTO U COIMAILHOTO XapakTepa?
(Ommemovme 00uH NPABUILHBLIL 8APUAHM OMEemda.)

1. wunabpopmamnmonHas 6€30MacHOCTh

2. KOpIiopaTHBHAas OE€30MAaCHOCTb

3. crparernyeckas 6€30MacHOCTh

4. sxoHOMHUYECKasi 6€30MacHOCTh

12. Kakoit acniekt b Hanbonee aktyanien mis nposaiinepa Muatepuer-yciayr?
(Ommemvme 00uUH NpABUILHBIL 6APUAHM OMEemd.)

1. xoHUAEHIINATHFHOCTH

2. JIOCTYIHOCTH

3. IEeIOCTHOCTh

13. Kto Tako#t uncanaep?
(Ommemvme 00uUH NpaABUILHBI 6APUAHM OMEemd.)

42



YeJI0BEK, pa3paboTaBIINii BPEIOHOCHYIO IPOrpaMmy
BHYTPEHHUH 310YMBIIUIEHHUK

YeJIOBEK, OJIBEPTILIUIICS aTaKe 3J10yMbIIIEHHUKA
BHEIIIHUH 3I0YMBIIUIEHHUK

el N =

14  CoBOKYHHOCTb  HECKOJBbKMX 0a30BBIX CTaHJApTOB C  4YETKO  ONpeAeiaEHHBIMU
MOJIMHO’XKECTBaMHU 00s3aTEeNbHBIX M (PaKyJbTaTUBHBIX BO3MOXKHOCTEW, IpeIHa3HAYeHHas IS
peanu3anuy 3aJaHHON (QYHKIUMK WK TpyNIibl GYHKIMA Ha3bIBAETCS

npodunaem

cpe3oM

TPYIIION CTaHAAPTOB

cUCcTeMOM TpeOOBaHMI

el N S

15 Cornacno ISO 12207, oObenuHEeHHE OJHOTO WM HECKOJIBKMX IPOLIECCOB, almapaTHBIX
CPeICTB, TPOTPAaMMHOTO oOOecTieueHHs, OOOpPYIOBAaHUS U JIOACH IS YAOBICTBOPEHUS
oTpeIeIEHHBIM NOTPEOHOCTSM UIIH LIEJISIM 3TO

1. cucrema

2. uHpOpMalMOHHAs CUCTEMA

3. momHO(YHKIIMOHAIBHBIA TPOTPAMMHO-aIaPaTHBIN KOMIUIEKC

4. BBIYUCIMTENBHBIA LEHTP

16 B cranmapte 1SO 12207 onucansl OCHOBHBIX MPOLECCOB )KMU3HEHHOTO
IIUKJIa IIPOTPAMMHOT0 00eCIICYCHHS

1. Tpu

2. dYeTwIpe

3. 1mAThH

4. mecthb

17 Cranpmapt I1SO 12207 opueHTHpPOBaH Ha OPraHU3ALNIO AEUCTBHUIM
1. pa3paboTumKa M MOJB30BATEIIS
2. TPOrpaMMHCTOB
3. paspaboTunka
4. pykoBOAMTENEH MpOEKTa

18 I1SO 12207 — 6a30BBbIii CTaHAAPT MPOLIECCOB KU3HEHHOTO LKA
1. mporpamMmHOro oOecreYeHMs
2. uHPOPMAIMOHHBIX CHCTEM
3. 0a3 maHHBIX
4. KOMIBIOTEPHBIX CUCTEM

19 Cormacao ISO 12207, mnporecchl, NPOTEKAIONIME BO BpeMs JKU3HEHHOTO ITUKJIA
IPOTPaMMHOTO OOECTIeYEHHs], JTOKHBI OBITh COBMECTUMBI C TPOLECCaMH, MPOTEKAIOUIMMHU BO
BpeMs KU3HEHHOTO LIUKJIa

1. aBTOMaTH3MPOBAHHOH CHCTEMBI

2. wHPOPMAIMOHHOHN CUCTEMBI

3. KOMITBIOTEpHOH CUCTEMBI

4. cucrembl 00pabOTKH | TIEpeadn TaHHBIX

20 Cornacuo cranmapty ISO 12207 0OCHOBHBIM MPOIIECCOM KH3HCHHOTO ITUKJIA TPOTPAMMHOTO
oOecrieueHHs ABISCTCS
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npuoOpereHue
pelieHue mpodIem
o0ecrcucHue KayecTBa
arrecTarus

el N =

21 CornachHo cranaapty ISO 12207 0CHOBHBIM MPOLIECCOM >KU3HEHHOT'O IHKJIa IPOrPAMMHOTO
oOecrieyeHus ABIISETCS

1. nmpouecc nocTaBku

2. JOKyMEHTHPOBAaHUS

3. ayaut

4. ymupaBieHue KOHPUTYypanuen
22 CornacHo cranaapty ISO 12207 0CHOBHBIM MPOIIECCOM >KU3HEHHOTO IIHKJIA MTPOTPAMMHOTO
o0ecrieueHus sABISAETCS

1. compoBoxaeHue

2. ynpaBieHue

3. co3manue HHQPPACTPYKTYPHI

4. obOyueHue

23 CornacHo cranaapty ISO 12207 0CHOBHBIM NMPOLIECCOM >KU3HEHHOT'O IMKJIa IPOrPAMMHOTO
o0ecrieueHus ABISAETCA

1. ¢yskuMoHMpOBaHUE

2. ympaBiIeHUE

3. olecreueHne KauecTBa

4. IOKyMEHTHpOBaHHUE

24 CormacuHo cranmapry ISO 12207 BcrmoMoratenbHBIM TPOIIECCOM IKHU3HEHHOTO ITHKIIA
IPOTPAMMHOTO 00ECTICUEHHSI SIBIISIETCS

1. obecneuenue kauecTBa

2. yCOBEpIICHCTBOBAHHE

3. oOyudeHue

4. coznmanue nHPPACTPYKTYphI

25 CornacHo crangapty ISO 12207 BcmomoraTeiabHBIM IPOIIECCOM JKM3HEHHOTO ITMKJIA
MPOrPaMMHOTO 00ECTICUEHUS SBIISETCS

1. arrecranus

2. mpuoOpereHue

3. 1mocTaBKa

4. comnpoBOXKACHHE

26 CormacHo cranmapty ISO 12207 BcrmomoratenbHBIM TPOIIECCOM IKHU3HEHHOTO ITHKIIA
IPOTPaAMMHOTO 00ECTICUEHHSI SIBIISIETCS

1. coBmecTHas oleHKa

2. yCOBEpIICHCTBOBAHHE

3. oOyueHue

4. cosnanue uHGPACTPYKTYPHI

27 CornacHo crangapty ISO 12207 BcrmomorarenbHbIM MPOIECCOM KHU3HEHHOTO IIMKIIA
MPOrPaMMHOTO O0ECTICUCHUS SBIISCTCS
1. pemenue npobdiem
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2.
3.
4.

ayJuT
CONPOBOXKACHUE
YCOBEpIIEHCTBOBAHNE

28 CormacHo cranmapry ISO 12207 BcrmoMorarenbHBIM IPOIIECCOM IKHU3HEHHOTO ITHKIIA
POTPaMMHOTO 00ECTICUCHHUSI SIBJISICTCS

1

2.
3.
4.

BepUpUKaLus

ynpaBiieHue KOH(pUrypamueu
co3iaHue UH(QPaCTPYKTYphI
IPOLIECC TIOCTABKU

29 Cornacto cranaapty ISO 12207 opranu3aiiiOHHBIM IPOLIECCOM SBISIETCS

el N S

30

Oc
1
2.
3.
4
5
6

YCOBEPIIICHCTBOBAHHE
COTJIaCOBaHUE CPOKOB

pa3paboTKa TEXHUYECKOTO 3aIaHUS
COTJIacOBaHME KaYeCTBEHHBIX MMOKa3aTemneit

HOBHBIC YI'PO3bI JOCTYIIHOCTH I/IH(I)OpMaI_H/II/I:

HenpeJIHaMEepeHHbIe OIIMOKH 0JIb30BaTeNeH
3JIOHAMEPEHHOE N3MEHEHNE JAHHBIX

XaKepcKas aTaka

0TKa3 IMPOrpaMMHOI0 U allapaTHO 00ecreyeHus
paspylleHue UM NOBPEeXIeHNE TOMEIEHUI
IIepexBaT JaHHbIX

31. CyTp KOMITpOMeTaMU UH()OPMAIIH

1.

2.

BHECCHHE H3MEHEHUWW B 0a3y JaHHBIX, B pe3yJbTaTe YEro IMOJIb30BaTEIbh JIUIIACTCS
JIOCTYTIa K HH(POPMAIIHH;

HECaHKI[TMOHUPOBAHHBIA JOCTYIl K IepeaaBaeMold WMH(OpMalMK IO KaHajaM CBSI3U U
YHUYTOXKEHHUS COJCPKaHUsI TepeIlaBaeMbIX COOOIICHHMIA,

BHECCHHE HECAHKIIMOHMPOBAHHBIX W3MEHEHUN B 0a3y HaHHBIX, B pe3yjbTaTe 4Yero
noTpeOuTeNb  BBIHYXKJIEH JHOO OTKa3aTbesl OT He€, 1mb0 mNpeanpuHUMAaTh
JIOTIOJTHUTEIbHBIE YCWIIMSA JJisi BBISIBJICHUS W3MEHEHUW M BOCCTAHOBJICHUS HCTHUHHBIX
CBEJICHU.

32. UudopmanmonHas 0e30MacHOCTh aBTOMATH3UPOBAHHOM CHCTEMBI — 3TO COCTOSHUE
ABTOMATU3UPOBAHHON CUCTEMBI, PU KOTOPOM OHa, ...

1.

4.

C OJHOHI CTOPOHBI, CIOCOOHA MPOTHBOCTOATH BO3JEHCTBHIO BHEIIHUX W BHYTPEHHHX
MH(POPMALMOHHBIX yTpo3, a C APYroi — ee Haauuue ¥ (YHKIMOHMPOBAHUE HE CO3/AeT
MH(POPMALIMOHHBIX YI'PO3 JUIsl 3JIEMEHTOB CaMOM CUCTEMBI M BHEIIHEN Cpejibl,

C OJHOH CTOPOHBI, CIIOCOOHA MPOTHBOCTOSATH BO3JEHCTBHIO BHEIIHUX W BHYTPEHHHX
MH(POPMALIMOHHBIX YIpo3, a ¢ Apyroil — 3aTpaThl Ha €€ (PyHKIMOHUPOBAHUE HUXKE, YEM
peJIoiaraeMbpli yiiep0 OT yTeuKH 3anuiaeMoi nadopmanmu;

crocoOHa MPOTUBOCTOSTH TOJIBKO HMH(OPMAIMOHHBIM YIrpo3aM, KaK BHEIIHHM TakK MU
BHYTPCHHUM,

croco0OHa MPOTUBOCTOATH TOJIBKO BHEIIHUM MH()OPMAIIMOHHBIM YIPO3aM.

33. MeTo1bI TOBBIIICHUS JOCTOBCPHOCTHU BXOAHBIX NAHHBIX:

1.

3aMCHa IponecCa BBOJAa 3HAYUCHUA HNPOLECCCOM BI)I60pa S3HA4YCHHUA M3 HIpcajiaracMoro
MHOKECTBA,
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S.
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OTKa3 OT UCIIOJIb30BaHUA JaHHBIX,

MMPOBEACHNEC KOMIIJICKCA PCTJIAMCHTHBIX pa60T;

HUCIIOJB30BaHHUC BMCCTO BBOJA 3HAUYCHHA C€ro CYUTBIBAHUC C MalllMHOYHUTACMOI'O
HOCHUTECIIA,

BBCACHNUC H30BITOYHOCTH B JOKYMCHT IICPBOMCTOYHHUK;

MHOFOKpaTHHf/’I BBOJ AAaHHBIX MU CIIMYCHHMEC BBCACHHBIX 3HAYCHMI.

34. IlpuHUMOMATbHOE OTIMYHE MEKCETEBBIX dKpaHoB (MD) OT cucreM OOHapyKeHHs aTak

(COB)

1.

2.

3.

MD Obuu pa3paboTaHbl ISl AKTUBHOM WM MaccuBHOM 3amuThl, a COB — 17151 akTUBHOTO
WM [TACCUBHOTO OOHAPY KEHUS;

MD Obutn pa3paboTaHbl A aKTHBHOTO WIIM MAacCUBHOTO oOHapysxkenus, a COB — mus
aKTUBHOM WJIH ITACCUBHOM 3aIIIATHI,

MD paboTaroT ToIbKO Ha ceTeBoM ypoBHe, a COB — elie u Ha (hU3HUECKOM.

35. CepBucCHI 6€30aCHOCTH:

NN E

uAeHTU(DUKAIMS U ayTeHTU(DUKAIIS
mudpoBaHue

WHBEpCHUs MapoJIen

KOHTPOJIb LIEJIOCTHOCTH

peryiupoBaHue KOH()IUKTOB
9KpaHUpPOBaHHE

oOecrnieyeHre 6e30MacHOr0 BOCCTAHOBJICHUS
K3IIMPOBaHUE 3amuceit

36. [Tox yrpo30ii y1aneHHOro aIMUHUCTPUPOBAHUS B KOMITBIOTEPHOM CETH MOHUMAETCS yrpo3a

1.
2.

3.
4.
5

HECAaHKI[MOHUPOBAHHOTO YIIPABJICHUS YIaJIEHHBIM KOMIIBIOTEPOM;

BHEJIPCHHS arpeCCHBHOTO IMPOrPaMMHOIO KOJa B paMKaX akTHBHBIX 00bekToB Web-
CTpaHuIl,

nepexBaTa WIH IMOAMEHBI IAaHHBIX HA My TSAX TPAHCIIOPTUPOBKH,

BMEIIIATEIHCTBA B IMYHYIO )KU3Hb;

MMOCTaBKH HEMPUEMJIEMOTO COJICPIKAHUS.

37. Ilpu4rHBI BOSHUKHOBEHHUS ONTMOKH B JJTAHHBIX

ONoGa~wWNE

38

K
1.
2.
3.
4.

MOTPELIHOCTh U3MEPEHUN

olIMOKa MPU 3alIUCH PE3YIbTATOB U3MEPEHUN B POMEKYTOUHBIN TOKYMEHT
HEBEpHasl HHTEpIIpeTalus JaHHBIX

OLIMOKH IIPU NEPEeHOCe NaHHBIX C IPOMEXYTOYHOIO IOKyMEHTa B KOMIIBIOTEP
HCIIOJIb30BAHNE HEJOIYCTUMBIX METOJIOB aHAJIN3a JaHHBIX

HEYCTpaHUMBbIE IPUYMHBI IPUPOIHOTO XapaKTepa

IIPEIHAMEPEHHOE UCKAKEHHE TaHHBIX

OLIMOKM IIPU UAECHTUPHUKALMK 00BEKTA WIIN CyObeKTa X031HCTBEHHOM JesITeIbHOCTH

(hopmam 3anuThl HHGOPMALIUU HE OTHOCUTCS:

AHAJIMTUYCCKas

IIpaBoOBasa
OpTraHHU3allMOHHO-TCXHUYCCKAaA
CTpaxoBas

39. Haunbomnee ¢ dhekTuBHOE CPEACTBO IS 3AIIUTHI OT CETEBBIX aTaK
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UCIIOJTb30BaHUE CETEBBIX dKpaHOoB mwiu «firewall»

MCIIOJIb30BaHUE AaHTUBUPYCHBIX IIPOTrPAMM

IIOCEIICHUE TOIBKO «HAAEKHBIX» VIHTepHET-y3110B

UCIIOJIb30BaHUE TOJIBKO CEPTUPHUIIMPOBAHHBIX MPOrpaMM-OpOoy3epoB MpH JAOCTYIE K CETU
WNHuTrepreT

el N =

40. Madopmaryst, cocTaBisromas TOCyAapCTBEHHYIO TalfHy HE MOKET UMETh rpu
1. «ans cinykeOHOTO MOIH30BAHUS
2. «CEKPETHO»
3. «COBEPILIEHHO CEKPETHO»
4, «0co00ii BAXKHOCTH

41. Paznienbl coBpeMeHHOW KpunTorpaduu:
CUMMETPHUYHBIE KPUIITOCUCTEMBI
KPUITOCHUCTEMBI C OTKPBITHIM KIIHOYOM
KPUITOCUCTEMBI C TyOIHPOBAaHUEM 3aLUThI
CHUCTEMBI SJIEKTPOHHOM MOJINCH
yIPaBJIE€HUE APOJIIMU

yIIpaBJI€HUE Nepeiadeii JaHHbIX
YIPaBJIEHUE KIHOYaMHU

Nogrwh e

42. JIOKyMEHT, ONpeeNuBIINN Ba)KHEHIINEe CEepBUCHl 0E€30MAaCHOCTH M HPEJIOKUBIIUNA METOJ
kiaccuukanuu HHPOPMAIIMOHHBIX CUCTEM I10 TPeOOBaHUAM 0€301MaCHOCTH:

1. pexomennanuu X.800

2. OpamxeBasi KHUTa

3. 3akony «O06 uHpopmanuu, UHHOPMAIIMOHHBIX TEXHOJIOTHUIX U O 3aIIUTE UH(OPMAIIIH»

43. Yreuka napopmanuu — 3710 ...
1. HecaHKIMOHMPOBAHHBIA TpoIecC TepeHoca WHPOPMAIMU OT HUCTOYHHKA K
3JI0yMBIIIJICHHUKY
2. TpoIecC PacKPBITHS CEKPETHOM HHpOpMaIim
3. mpolecc yHHYTOXECHUST HHPOPMAIIUU
4. HempemHaMEpeHHas yTpaTa HOCUTEIs WH(OpMaIUN

44. OcHOBHBIE YTPO3bl KOHPHUICHITMATHHOCTH HH(POPMAIIHH:
Mackapaj

KapHaBaJl

nepeagpecoBka

nepexBaT TaHHbBIX

OJIOKMpPOBaHHE

3JI0yNOTPEOICHUS TOTHOMOYUSIMHU

oakrwbdpE

45. DnemMeHTHI 3HaKa OXpaHbl aBTOPCKOT'O IIpaBa:
OykBbI C B OKpY>KHOCTH WJIM KPYTJIBIX CKOOKaxX
OyKBBI P B OKpY»KHOCTHU WJIM KPYTJIBIX CKOOKax
HaWMEHOBaHHUs (MMEHH) MpaBooOIIaIaTeNs
HAaUMEHOBAHHUE OXPaHIEMOro 00bEKTa

rojia epBOro BhITyCKa MPOrpaMMbl

agrwpnE

46. 3amuTa nHopMau odecrieyuBaeTcs NPUMEHEHUEM aHTUBUPYCHBIX CPEJCTB
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1. na
2. Her
3. He BCcerma

47. CpenctBa 3aiThl 00bEKTOB (haiiI0BOM CUCTEMBI OCHOBAHBI Ha. ..
1. ompeneneHuu mpaB MOJB30BATENS HA ONEPALIUU C (aillaMy U KaTaJllOTaMu;
2. 3ajaHuu aTpuOyTOB (HalIIOB M KATAIOTOB, HE3aBHCSIIUX OT IPaB MOJb30BATEIICH.

48. Bux yrposbl JCHCTBHSI, HANpPaBICHHOIO HAa HECAHKIMOHWPOBAHHOE WCIOJb30BAHUC
MH(GOPMAIIMOHHBIX PECYPCOB, HE OKA3bIBAIOIIETO MPH 3TOM BIUSHUS Ha €€ (yHKIMOHUPOBAHHE
— ... yrposa

1. akTHBHas

2. TacCHUBHas

49. TlpennamepeHHas yrpo3a 0€301macHOCTH HHPOPMAITUU
1. kpaxa
2. HaBOJHCHHE
3. MoBpexeHue Kabels, 0 KOTOPOMY HJIET Iepeiayda, B CBSI3H € IOTOHBIMH YCIOBHSIMU
4. owmmbka pa3paboTymKa

50. KoHnenmust ciucTeMBbl 3alIUTHI OT HHPOPMAIIMOHHOTO OPYKUsS HEe OJDKHA BKITFOYATh
1. cpeznctBa HaHeceHMs] KOHTPATaKU ¢ HOMOILBIO HH(POPMALIMOHHOTO OPYIKUS,
2. MEXaHWU3MBlI 3allUTHl IOJIF30BATENCH OT pPA3IMYHBIX TUIOB M YPOBHEH Yrpo3 s
HaIlMOHAJIbHON MH(MOPMALMOHHOW HHPPACTPYKTYPBHI,
3. TpHU3HAKH, CUTHAIM3HPYIONINE O BO3MOKHOM HallaICHUH;
4. mpouemypbl OIEHKHM YpOBHS M OCOOEGHHOCTEH aTakd TMPOTUB HALMOHAJIBHOMN
UHPPACTPYKTYPHI B LIETOM H OTJICIBHBIX ITOJIb30BaTEINEH.

51. B COOTBETCTBMM C HOPMAaMH POCCHICKOTO 3aKOHOJATENbCTBA 3alluTa HWH(POpPMALUU
IpeacTaBisieT Cco0OM MpHUHATHE TPABOBBIX, OPraHU3ALMOHHBIX W TEXHUYECKHX Mep,
HaIpaBJIEHHBIX HA ...

1. obecreuenue 3amUTHl HMH(POPMAIMM OT HEMPABOMEPHOTO JOCTyNa, YHHUYTOKEHUS,
MOTU(PHUIMPOBAHUS, OJIOKUPOBAHMS, KOIMPOBAHUS, MPEIOCTABICHUS, PACIIPOCTPAHEHHUS,
a TaKKe OT MHBIX HEMPABOMEPHBIX JIEHCTBUI B OTHOIIIEHUHU TaKOW MH(OpPMALINH;

2. peanu3alMio MpaBa Ha JOCTYN K MH(QOpPMAIUU COOIIOAEHHWE HOPM MEKIYHApOIHOTO
npaBa B cdepe uHPOpMalMOHHONW OE30MaCHOCTH, BBISBICHHE HApYIIUTENEH W
IPUBJIEYEHHUE UX K OTBETCTBEHHOCTH;

3. cobmonenne KOHGUACHIINAILHOCTH HH(POPMAIIUN OTPaHUYEHHOTO JOCTYTIa

4. pa3paboTKy METOJIOB M yCOBEPIICHCTBOBAHNE CPEACTB HHPOPMALIMOHHON O€301MacHOCTH

52. B ueM 3akirrouaeTcs pas/ieleHIe MPUBWICTUI HA TOCTYT K HHPOpMAIUH?
BriGepute ofuH OTBET:

1. B NEPCKPLITUHM HA NCPUOJ OKCIITyaTalluh BCCX HCIITATHBIX W TCEXHOJOTMYCCKHUX
MIOJTXOJIOB K armaparype;

2. B TOM, 4YTO M3 4YHUCIIa AONMYIICHHBIX K Hell JOJDKHOCTHBIX JIMI[ BBIACIIACTCA TI'pyIlIia,
KOTOPOH TMpeNoCTaBisieTCss JOCTYH TOJIBKO TPU OIHOBPEMEHHOM TPEAbSBICHUU
IIOJITHOMOYMM BCEX YJIEHOB I'PYIIIBI;

3. B pasnesieHur MHPOPMALUY, IIUPKYIUPYIONICH B HEH, Ha YaCTH M OpraHU3alMy JIOCTYTa
K Hel JOJKHOCTHBIX JIMII B COOTBCTCTBUU C UX (bYHKIII/IOHaJ'H)HI)IMI/I 00s13aHHOCTSIMU U
TIOJTHOMOYUSIMH;
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4.

B CO3[JaHMH HEKOTOPOW (PM3MUECKON 3aMKHYTOH Mperpazbl BOKPYT OOBEKTa 3alIUTHI C
OpraHu3aneil KOHTPOJUPYEMOTO JOCTYyNa JMI, CBS3aHHBIX C OOBEKTOM 3alllUThl IO
CBOMM (DYHKIIHOHAIILHBIM O0S3aHHOCTSIM.

53. Yro Takoe naeHTUDUKAIHS?
Bribepure ouH OTBET:

1.

2.
3.

IIPUCBOEHUE KAKOMY-THOO OOBEKTY WM CyOBEKTYy YHHKalIbHOrO oOpas3a, UMEHU WIU
qHCIIa;

YCTaHOBJICHUE MOAJIMHHOCTH;

HOJy4YeHUE TOKYMEHTa, COPMHUPOBAHHOTO HEMOCPEICTBEHHO AAHHOM BBIYUCIUTEIHLHON
CUCTEMOH U Ha armnaparype ee JOKyMEHTHUPOBaHUs

54. Yro U3 nepeduciIeHHOr0 HE OTHOCUTCS K CXEMHO-KOHCTPYKTOPCKHM CIIOCO0aM 3alllUThl
uHpopmanuu?
Bri6epute ouH OTBET:

agrwbdE

bunpTpanus
IKpaHUPOBAHHE
pasBsi3Ka
3a3eMIICHHUE
3aBsI3Ka

55. CormnacHo KakuM MeToAaM WudpoBaHus MHGOPMAIMH, MH(PPOBAHNUE BBIMOIHACTCS IyTEM
CIIOKEHMSI CHUMBOJIOB HCXOJHOTO TEKCTa W KIoYa [0 MOAYJII, PaBHOMY 4YHCIy OYKB B
anasure?

Bri6epuTe oguH OTBET:

1.
2.
3.

aTUTUBHBEIM METOJaM
METOJIaM TIePEeCTaHOBKH
MeTOaM 3aMEeHBI (TI0JICTAHOBKH)

56. KakoBa KOHeYHas Iejdb HIACHTU(UKAIIMA W YCTAHOBJICHHS IOJIMHHOCTH OOBEKTa B
BBIUMCIIUTEIBHOM cucreme?
Br10epuTe ofMH OTBET:

1.

2.
3.

NOJy4YeHHEe TOKYMEHTa, COPMHUPOBAHHOTO HETIOCPEACTBEHHO JaHHOW BBIYMCIUTEIHHON
CHUCTEMOH M Ha anmnaparype ee J0KyMEHTUPOBAHUS;

yCTaHOBJICHHE MOUIMHHOCTH MOJTy4YeHHON HH(opMaIum;

JOTYCK €ro K WH(OpMalMyd OTPaHMYEHHOTO MOJB30BaHUS B CIydae IMOJIOKHTEIHLHOTO
UCXO0Ja MPOBEPKH UJIM OTKAa3 B JIOMYCKE B CIy4yae OTPULIATEIBHOIO NCXOa MPOBEPKU

57. B yem 3akiro4aeTcsl pa3rpaHUueHue JOCTYIA B BHIYUCIUTEIILHON cucTeMe?
Bribepute oauH OTBET:

1.

2.

B IIEPEKPBITMM HA IIEPUOJ DKCIUIyaTalMd BCEX HEIUTAaTHBIX W TEXHOJIOTMYECKHUX
MIOJIXOJI0B K ammaparype;

B CO3[JaHMM HEKOTOPOW (PH3MUECKON 3aMKHYTOH Mperpagsl BOKPYT OOBEKTa 3alIUTHI C
OpraHu3aneil KOHTPOJUPYEMOIo JOCTYyNa JIMII, CBSI3aHHBIX C OOBEKTOM 3alllUThl IO
CBOMM (YHKIIMOHAILHBIM 00S3aHHOCTSIM;

B pa3ziesieHMH MH(OpMAIMK, LIUPKYJIUPYIOIel B HEel, Ha YacTH U OpraHU3aLuy JOCTyIa
K HEeW TOJYKHOCTHBIX JIMII B COOTBETCTBUHU C MX (YHKIIMOHAIHHBIMH OOS3aHHOCTSIMH U
IIOJIHOMOYHSIMU;

B TOM, YTO M3 4YHUCJIa JAONYUICHHBIX K HEH JOJDKHOCTHBIX JIMI[ BBIIEISIETCS TpYIIa,
KOTOPOM IpPENOCTaBISIETCd JOCTYIl TOJBKO TPU OJHOBPEMEHHOM IPEIbSIBICHUU
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ITOJITHOMOYMM BCEX YJICHOB I'PYIIIBI.

58. B ueM 3akirrouaeTcs yCTaHOBIICHUE TIOJUTHHHOCTH (ayTeHTU(UKAIIHS)?
Bribepure ouH OTBET:
1. B mpoBepke, SABISETCA JTU MPOBEPsAEMBbIH 00BEKT (CyOBEKT) B CaMOM Jiejie TeM, 3a KOTO
ceOs BBIJIACT;
2. B MPHUCBOCHUH KAKOMY-JIIMOO OOBEKTY HIIM CYyOBEKTYy YHHKaJIbHOTO 00pa3a, MMEHU WA
qucia;
3. B TONyYeHWH  JOKyMEHTa, C(OPMHPOBAHHOTO  HEMOCPEACTBEHHO  JIaHHOM
BBIYUCIIUTELHON CUCTEMOM U Ha ammaparype ee JOKYMEHTUPOBaHUS.

59. Kakoii 001EeMeTO0JIOTHYECKUI TPUHIMII ~ OpeArosiaraet, YTo BCE MPOLEAYpPbI
aBTOMATU3UPOBAHHOW 00pabOTKM 3amuiiaeMoil MHGOpMauu JOHKHBI KOHTPOJIMPOBATHCS
CHUCTEMOW 3aIlUThl B IOJHOM OOBEME, NMPHUYEM OCHOBHBIE PE3yJIbTaThl KOHTPOJIS JIOJIKHBI
(bukcHpoBaThCs B ClIEHUATBHBIX PETUCTPALIMOHHBIX Ky pHaax?
Bribepure o1H OTBET:

1. aKTUBHOCTH pearupoBaHUS;

2. sxkoHoMmu4HOCTH C3U;

3. TOJHOTa KOHTPOJIS

60. Uto o603HayaeT TaKoi OOIIEMETOI0IOTHISCKUAN MMPUHITUII, KaK KOHIENITyJIbHOE €IUHCTBO?
Bribepure ouH OTBET:

1. Takoe mocTpoeHHe U TaKyro OpraHu3aluio (yHKIHOHUPOBAHMS, IPU KOTOPBIX (PYHKIIMH
3alIUThl OCYUIECTBISUIUCH Obl JOCTAaTOYHO 3()(HEKTUBHO MPU U3MEHEHUH B HEKOTOPOM
JIMATa30He CTPYKTYpPhl 00beKTa 00paboTKH MH(POpMAIUH, TEXHOJOTUYECKUX CXEM WITU
ycIoBHH ()YHKIIMOHUPOBAHUS KaKUX-THOO €e KOMIIOHEHTOB;

2. To, yto C3U1 nomKHA CTPOUTHCS B CTPOIOM COOTBETCTBUHU C TPEOOBAHUSMH K 3allUTE,
KOTOpBIE, B CBOIO OYepelb, OMPEICNAIOTCS KaTeropueil COOTBETCTBYIOLIETO OOBEKTa U
3HAYCHUSMU TTapaMeTPOB, BIUSIONINX HA 3aLIUTy WH(OPMAIIHH;

3. TO, YTO apXHUTEKTypa, TEXHOJOTHs, OpraHu3alus U oOecredeHrne (QyHKIHMOHUPOBAHUS
kak C3U1 B menoM, Tak U COCTaBHBIX KOMIIOHEHTOB JIOJDKHBI paccMaTpUBaThCS MU
pEa30BbIBATHCS B CTPOIOM COOTBETCTBUU C OCHOBHBIMH TOJOXEHHUSIMHU €IUHOM
KOHIEMIINH 3allUThl HH)OPMALIHH.
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5. MeToauyeckue MaTepuaJbl, onpeaesiiouie NpoueIypbl OLeHHBAHUS KOMIIeTEeHIHMH
5.1. Kpurepuu oneHMBaHMA J0KJIa1a
Kpurtepun onenku:

- OYeHKA «3a4meHO» BbICMABIAENCs 00YUaAOWeMyCsl, ecl.

® TeMa COOTBETCTBYET COACPIKAHMIO JOKIAMA;

® IIUPOKHH KPYr W aJeKBaTHOCTb HCIOJB30BAaHMS JINTEPATYPHBIX HCTOYHHUKOB IO
npodieme;

® TpaBWIbHOE 0(OPMIIEHUE CCHIJIOK HA MCIIOJB3YEMYIO JIUTEPATYPY;

® OCHOBHBIC IMOHSITHS IPOOIEMBI H3JI0KEHBI JJOCTATOYHO TIOJTHO H TTyOO0KO;

® OTMEYEHA TPAMOTHOCTb U KYJIbTYpa U3JI0KCHHUS;

e coOmoaeHbl TpeOOBaHU K 0QOPMIICHHIO M 00BEMY JIOKIIAJA;

e MaTrepuall CHCTEMaTH3UPOBAH U CTPYKTYPHUPOBAH;

e cremaHbl OOOOWICHMS W CONOCTABICHHS  PA3IMYHBIX TOYEK 3pPEHUS IO
paccMaTpruBaeMOMy BOIIPOCY;

® CJ/IeJaHbl U APTYMEHTHPOBAHBI OCHOBHBIE BHIBOJIBI,

® OTYETIMBO BUJIHA CAMOCTOSITEILHOCTh CYKICHHA;

- OYEHKA «He 3AUMEHON:
COJIepKaHNEe HE COOTBETCTBYET TEME;
JUTEpaTypHbIE HICTOUHUKHU BHIOPAHBI HE I10 TEME, HE AKTYaJIbHBI;
HET CCBhUJIOK Ha MCIIOJIb30BaHHbIE HCTOYHUKH HWH(POPMAIIUH;
TeMa HEe PacKphITa,

® B M3IOKEHWH BCTpEYaeTcsl OONbImIoe  KOJIM4ecTBO  opdorpaduueckux
CTWIMCTHYECKHX OIIHOOK;

e TpeboBaHUs K 0OpMIIEHUIO 1 00BEMY MaTepHasa He COOJIOICHBI,

® CTPYKTypa JOKJa/a He COOTBETCTBYET TPEOOBAHUSAM METOIUUYECKUX YKa3aHHIA;

e He NMPOBEJICH aHAJIM3 MaTepHajoB pedepara;

® HET BHIBOJIOB.

5.2. Kpurepumn oueHMBaHUS KOJJIOKBUYMA

- (3a4MeHO) BbICMABIAEeMCs 00YUAIOUWEeMYCl, eCU.:

e  JlaHbl MCUEPIBIBAIOIINE U OOOCHOBAHHBIE OTBETHI Ha BCE IOCTaBJIEHHBIE BOIPOCHI,
IIPaBUJIBHO;

® IpU OTBETAaX BBIACIIOCH TIJIABHOE, BCE TEOPETHUYECKUE IIOJIOKEHUSA YMENO
YBS3BIBAIKUCH C TPEOOBAHUSMU PYKOBOJASAIIUX JOKYMEHTOB;

e OTBeThl OBUIM YETKUMU U KpPAaTKUMH, a MBICIM H3JIarajuch B JIOTUYECKOM
[IOCJIEI0OBATEIBbHOCTH;

® [I0Ka3aHO YMEHHUE CaMOCTOSTENIbHO AaHAJIM3HPOBAaTh (DAKTBI, COOBITHSA, SBICHHA,
IIPOLIECCHI B UX B3aMMOCBS3H U JUAJIEKTUYECKOM Pa3BUTHH;

-«He 3a4MeHO) .

®  HE BBINOJHEHBI TPeOOBaHUS, NIPEIBbIBIAEMbIC K 3HAHUSIM, OLICHUBAEMBIM ‘3aUTEHO” .

5.3. KpuTtepun onieHKH yCTHOr0 onpoca

e OneHka «OTJIUYHO» BBICTABIACTCS OOYYAlOMIEMYCs, €CIH OH CBOOOJHO BIAJEET
TEPMHHOJIOTUEN, IEMOHCTPUPYET MPEKPACHOE 3HAHUE MPEAMETA, COCAUHSA IIPU OTBETE
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3HAHMS U3 Pa3HBIX Pa3/esiOB AUCLUUIUIMHBI, J00ABIsAs KOMMEHTAPUH, IOSICHEHUS, MOXKET
ObICTpO M 0€30MO0YHO MPOUIUIIOCTPUPOBATH OTBET COOCTBEHHBIMU IPHUMEPAMH.
Bunaneer apryMeHTanue, rpaMOTHOM, TOCTYITHOM U ITOHSATHOM PEYbIO.

OneHka «xopomo», BIAJeeT TEPMUHONOTHEH, Jenas OWMOKH, TNpPU HEBEPHOM
yHOTpeOJIEHUH caM MOXKET MX HCIPaBUTh, XOPOUIO BJIAZECET COACP)KAaHUEM H3ydaeMOn
TE€Mbl, BUJUT B3aUMOCBSI3U, MOXET IPOBECTH AaHAJINW3, HO HE BCEraa JAeNlaeT 3TO
CaMOCTOSTENIbHO 0€3 MOMOIIM MpernoAaBaTeis, MOXKET [0J00paTh COOTBETCTBYIOIINE
IpPUMEpHI, Yalle M3 HUMEIOLMXCS B Y4YeOHBIX MaTepuanax. Xopollas apryMeHTalus,
4ETKOCTh, JIJAKOHUYHOCTh OTBETOB.

OneHka «yA0BJIETBOPUTEJBHO», PEIKO HCIONb3YET IIPU OTBETE TEPMUHBI, [TOJMEHSET
OJIHU IIOHATHA IPYT'MMM, HE BCErla IOHUMasl pa3HULbl, OTBEYAET Ha KOHKPETHBIM BOIIPOC
COEIIMHSAS 3HAHMSI TOJBKO IIPH HABOJALIMX BOIIPOCAX IPENOAABATENS, C TPYAOM MOXKET
COOTHECTH TEOPHUIO U NMPAKTUYECKUE MPUMEPHI U3 YUEOHBIX MaTEpUajoB; MPUMEPHI HE
Bcerga npaBuwibHble. Cnabas apryMeHTanus, HapylleHa JIOTUKAa IIpU  OTBETE,
0J1H000Opa3HbIe (POPMBI U3JI0KEHHSI MBICIICH.

OneHka «HeyJAOBJIETBOPUTEJIbHO», IIpU OTBETE HE BIaJeeT NPOPECCHOHATBLHON
TepMuHonoruei. HeyBepeHHOE M JOrMYECKH HENOCIEA0BAaTEIbHO U3J1aracT MaTepuall,
oOHapy’>KuUBaeT MpoOesbl B 3HAHUSAX OCHOBHOI'O Y4YeOHOro Marepuana, HEe MOXKET
NPUBECTH TPUMEpPhl W3 Y4YeOHOW JHMTEpaTyphl, 3aTPyAHAETCS C OTBETOM Ha
IIOCTABJICHHBIE IIPETIOAABATEIEM BOIIPOCHI.

5.4. Kpurepnu ouennBanus A depeHunaJIbLHOr0 3a4era:

Onucanue ImKaael M KpUTCPUCB OLCHUBAHUA [JIA IIPOBCACHHUA HpOMeX(YTOqHOfI

aTTecTaluy 00ydJaromuXcs Mo JUCIUIUTHHE B (hopme mudhepeHIpoBaHHOTO 3aueTa

- IIOJIHOTA YCBOEHUS MaTepuania,

- Ka4yeCTBO M3JI0’KEHUS MaTepuaa,

- IPABUJILHOCTD BBIMIOJIHEHUS 3aJaHUN,
- APTyMEHTHPOBAHHOCTh PEIICHUMN.

Onenka
IToporoBsliif ypoBeHb YrmyOneHHbIiH IIpoBUHYTBIN YPOBEHb
Q» OCBOCHHSI YPOBEHb OCBOCHUS OCBOCHHSI
(HEYIOBJIETBOPHTENILHO) «3» «4» «5»
(YIOBIIETBOPHUTENBHO) (xoporto) (oTmmaHO)
OO0yuarommmiicst OOyuarommiics 3HAET
. UMeEET 3HAHUSA HAY4YHYI0  TEPMHUHOJIOTHUIO,
OO0yuarommiics HE
.|TOJIBKO ~ OCHOBHOI'O METOJIbl U NPUEMBI aHaJIn3a
3HAET 3HAYUTEIbHON .
Matepuana, Ho He|OOydJaromuics npodiieM B DKOHOMHUKE H
YacTd  OPOTPaAaMMHOTO N
YCBOWJI €TI0 JeTajen, TBEpAO 3HACT|ympaBieHUU, TIyOOKO U
MaTepuarna, IJI0XO
JIOIyCKaeT Marepuall, HE|IIPOYHO YCBOMII
OpUEHTUPYETCH N
N HETOYHOCTH, JIOMyCKaeT MPOrpaMMHBI  MaTepual,
3KOHOMHUYECKOHN
HEJI0CTAaTOYHO CYILIECTBEHHBIX HACYEPIBIBAIOLLE,
TEPMHUHOJIOTHH, N
TOTYCKaeT NpaBUJIbHbIE HETOYHOCTEN B|IOCJIEAOBATENIBHO, YETKO U
y (hopMyITHPOBKH, OTBETE HA BONIPOC. |JIOTHUYECKH CTPOMHO  €r0
CYIICCTBEHHDIC HapyLIEHUs H3JIaraer, He 3aTpyaHseTCs C
OIITHOKH. Py . ’ Py
JIOTUYECKOU OTBETOM pu
MOCJIEI0BATEIBHOCT BUIOM3MEHEHUH 3aJaHUMN.
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U B  U3IOXKCHHUH
IPOTPaMMHOTO
MaTepuaia.
He yMeeT TeopeTnueckoe
aHAIIM3UPOBATH u coliepKaHUe Kypca|YMeeT aHaJlu3UpoBaTh U
OLICHUBATH yrpo3bl| TeopeTndyeckoe OCBOCHO OILICHUBATh yTPO3BI
uH(OPMAITMOHHOU COJIEpaHUE  KypCa|llOJTHOCTHIO, UH(HOPMAIMOHHON
0€30MaCHOCTH, HE 3HACT|OCBOCHO YaCTHUYHO, HEOOXOTUMbIE 0e3omacHOCTH B
3HAYUTEIBHOM  YacTHU|HO  MpoOeNibl  He|[IPaKTUYEeCKHUe 3aLUIIEHHBIX
IPOTPaAaMMHOTO HOCST KOMITCTCHITHH B({HH(OPMAITMOHHBIX
MaTepuana, J0IYCKaeT|CyIleCTBEHHOTO OCHOBHOM cuUcTeMax M cpefax. Ymeer
CyUIECTBEHHBIE Xapakrepa, c(OpPMHPOBAHBI,  |0OBACHATH U AHAIN3UPOBATH
OLIMOKH, HEYBEPEHHO, C|00IbIIMHCTBO BCE npolecchl B 3KOHOMHUKE U
OOBIITNMH MPEIYCMOTPEHHBIX  |PEAYCMOTPEHHBIE |YIPaBICHUU.
3aTpyIHEHUSIMU MPOrpaMMOit porpamMmoit Teoperuueckoe conepxkaHue
BBITIOJTHSIET 3aJJaHHid BBITIOJTHEHO,|00y4YeHHs Y4eOHBIE|Kypca OCBOCHO IOJIHOCTHIO,
IpaKkTU4YecKre paboThl,(HO B HUX HMEIOTCA|3aaHUs 0e3 npo0esoB; aHaIU3UPYET
OOJIBIITIHCTBO OMMOKH, TP OTBETE|BBITIOTHEHBI, MOJyYCHHBIE  PE3YJIbTaThI;
IPEyCMOTPEHHBIX Ha  TIOCTaBJICHHBIN|KAa4eCTBO UX|[IPOSIBIISIET
porpamMMoii  00ydeHUsI|BOIpoC BBITTOJTHEHHSI CaMOCTOSITEIIEHOCTh npu
y4eOHBIX 3aJaHUil He JOCTaTOYHO BBITIOJTHEHUH 3aJIaHUH.
BBITTOJTHEHO. BBICOKOE.
OO0yuarommmiics HE OOy4arommiics uMeeT
uMeer HaBBIKOB HABBIKM  OpraHu3allid |
OpraHu3aIUH u|O0yuaromuiics obecrieueHus pexumMa
oOecrieyeHns:  peXUMa|IoMmycKaeT CEKPETHOCTH
CEKPETHOCTH HETOYHOCTH, O6yuatomuiics UH(POPMAIIMOHHBIX CHUCTEM,
MH(POPMAIMOHHBIX HEJ0CTaTOYHO paMoTHO M 10 riyooko u MPOYHO yCBOMIL
CHCTEM, JIOITy CKaeT|TIPaBUIIbHBIC NPOTPAMMHBIH  MaTepuall,
CYIIECTBY HM3JIaraet
CYIIECTBEHHBIE (OpMYITHPOBKH, HCUEPIIBIBAIOIIIE,
OomKOKH, € OOJBITUMHU | HAOTIOAAFOTCS Matepuai, He MOCJIeIOBATEIbHO, YETKO W
3aTpyIHEHUSIMU HapyIICHHUS ponyckad JOTHYECKH  CTPOMHO  €ro
BBIMOJIHSET JIOTHYECKOU CYHICCTREHHBIX u3Naraet, yMeeT  TEeCHO
HETOYHOCTEH B
MPaKTUYEeCKHe paboTHl,|[TOCIET0BATEILHOCT YBSI3bIBATh TEOPHIO C
OTBETE Ha BOIPOC. .
OOJIBIITTHCTBO U B  U3JI0XKCHUHU NPaKTUKOM, CBOOOJTHO
MIPEyCMOTPEHHBIX POTPaMMHOTO CHpaBisieTcss C  3aJadaMi,
nporpamMMoil  00yueHus | MaTepuaa BONPOCAMU M JIPYTHMH
y4eOHBIX 3aJaHWil He BUJIAMU IPUMEHEHUS
BBITTOJIHEHO 3HAHW.

IIpu TectupoBanuu Bce
90%-100% oTau4HO
75%-90% xoporio

5.5. Kpurepumu onieHMBaHUs TECTUPOBAHMS

BepHBbIe OTBeTHI Oepytcs 3a 100%.

60%-75% ynoBieTBOPUTEIHHO
MmeHee 60% HeyA0BIETBOPUTEIBHO

5.6. Kpurepuu oneHUBaHUS KOHTPOJbLHOM PadoThI
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Kpurepum ouenku:

- KOTJIMYHOY BBHICTABIISIETCSI 00YYAIOIIEMYCSI, €CITH MTOJTHOCTBHIO PACKPBIT BOIIPOC 3aIaHMS,
NPUBECHBI (POPMYJIBI U PEIICHUS;

- OIIEHKA «XOPOII0» BONPOC 33aJaHMsI PACKPHIT Ha ¥4, JOMYCKAIOTCS HETOYHOCTH

B opmyIax;

- OlIEHKAa «YIOBJCTBOPUTEIILHO» BOIPOC 3a/JaHUSI PACKPHIT Ha 2/4, NMOMYCKAIOTCS ONIMOKU B
dbopMyIax u pemeHusx;

- OIICHKA «HEYJIOBJIETBOPUTEIHHO» BOIIPOC 33aJJaHHsI HEPACKPHIT WJIM TIPUBEACH OTBET HA IPYroi
BOIIPOC.

5.7 Kpurepum OueHKH HHAMBUAYAJIbHBIX NPAKTHYECKUX 3aJaHM I

OueHka «OTJMYHO» BBICTABISETCS OOydYarolIeMycCsi, €CIM OH CBOOOJHO BIaJEeT
TEPMUHOJIOTHEH, IEMOHCTPUPYET MPEKPACHOE 3HAHUE MPEIMETa, COCIUHSS IPU OTBETE 3HAHUS
U3 pasHbIX pa3fesioB AMCLUUIUIMHBI, J00aBIssi KOMMEHTApUH, MOSCHEHHUS, MOXET OBbICTpO H
0e30MMO0YHO  TPOWIIIIOCTPUPOBATH  OTBET  COOCTBEHHBIMH  NpUMepaMu.  Biameer
apryMeHTalueu, rpaMOTHOM, IOCTYITHOM U MMOHATHOM peYblo.

OueHka «XOpomIO», BIAJCET TEPMHUHOJOTHEH, Jenas OUIMOKW, IPU HEBEPHOM
yHoTpeOJeHUH caM MOXKET HUX HCIPaBUTh, XOPOIIO BJIAJEET COJEp:KaHUEM H3y4aeMOil TeMbl,
BUJNT B3aMMOCBSI3M, MOXKET IMPOBECTU aHAJIM3, HO HE BCETJa JeJaeT 3TO CaMOCTOSTEIbHO 0e3
MOMOIIIY MPENoJIaBaTesl, MOXKET M0100paTh COOTBETCTBYIOIINE TPUMEPHI, Yallle U3 UMEIOLIUXCS
B yUEOHBIX MaTepHasiaXx. XOpoIIasi apryMeHTAIHsI, YeTKOCTh, JAKOHUYHOCTh OTBETOB.

OueHka «ya0BJIETBOPUTEIbHOY», PEIKO UCIOIB3YET MPU OTBETE TEPMHUHBI, TOJMEHSIET
OJIHM TIOHSTHUSl JIPYTMMHU, HE BCErJa IMOHWUMAs Pa3HUIbI, OTBEYAET HAa KOHKPETHBIA BOMPOC
COENMHSS 3HAaHUSA TOJNBKO MPH HABOIAIIMX BOMPOCAX MPENOoAaBaTeNsi, C TPYJIOM MOXKET
COOTHECTH TEOPHUIO M MPAKTHUYECKHE MPHUMEPHl U3 YUEOHBIX MaTepuajoB; MPUMEPhl HE BCETAa
npaBuibHble. Crabasi aprymeHTaIus, HapyIlieHa JIOTHKa MPU OTBETE, 0JHO0OpaszHbie (OPMBI
U3JI0KEHUS] MBICIIEH.

OueHka «HeyJAOBJIETBOPUTENbHO», TIPH OTBETE HE BIAJEET MPOPECCUOHATBHON
TepMuHosiorueii. HeyBepeHHO€ U JIOTMYECKM HEMOCJIEAOBATEeIbHO H3JIaraeT MaTepHall,
0oOHapyXuBaeT MpoOesbl B 3HAHUSX OCHOBHOTO Yy4eOHOTO Marepuajna, HE MOXKET MPHUBECTH
OpuUMepsl U3 y4eOHOW IJIUTEpaTyphl, 3aTPyIHSAETCS C OTBETOM Ha IOCTAaBIICHHBIC
IIperoaaBaTeseM BOIPOCHI.
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