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1. EJIX OCBOEHUA JUCHUIIJINHBI

[lenssMu OCBOEHUS MUCUMIUIMHBI «3alTUIeHHbIe HH)OPMAIIMOHHBIC CUCTEMBI U CPEIbD»)
SIBIISIETCSI.

1. oBnageHue 3HAHUSAMH 3aIIUTHl MH(POpPMAIUU, CBSA3AHHBIX C CO3JaHHEM W H3y4CHHUEM
COBPEMEHHBIX 3alIUINEHHBIX WH(POPMAIMOHHBIX CHCTEM pPA3JIMYHOTO MPUMEHEHUS H
CTEINEHHU CJIOKHOCTH, IPEIOTBPAIICHUEM yIIiepOa MoIb30BaTel0 HHPOPMAIIHH;

2. OBJAJICHWE HaBBIKAMHU TIPUMEHEHUS HOBBIX HAyYHBIX TPUHIUIIOB U METOJIOB
HUCCIIENOBAHUH,

[Ipu 3TOM 3a1auaMu TUCHUTLITMHBI SIBJISIOTCS:

® M3yYCHHUE COBPEMEHHOM KJIacCH(UKAIIMKM CPEACTB 3alIUThl HHPOPMAIIUK B KOPIIOPATHUB-
HBIX BBIYMCIUTENBHBIX CETSIX U CHCTEMAX;

® 3YYCHHE COBPEMEHHBIX TEXHOJOTHH MOCTPOCHUS O€30MacHBIX HH(POPMAIIMOHHBIX CHC-
TEM

® U3y4YCHHE JTalOB M TEXHOJOTMM MPOEKTHUPOBAHUS U CO3JaHUsl OE30MaCHBIX
WH(POPMAIIMOHHBIX CUCTEM;

® 13y4YeHHE COBPEMEHHBIX TPOrPaMMHBIX U alllapaTHBIX CPEACTB 3alIUThI HH(OPMALINU;

® 13y4YeHHE OCHOBHBIX Yrpo3 MHGOpMaIMU B COBPEMEHHBIX MH(GOPMALMOHHBIX CHCTEMaX
U CETAX;

® 3y4YCHUE MHCTPYMEHTAJIBHBIX MPOTPAMMHBIX M allapaTHbBIX CpPEICTB aHaliu3a
3alUIIEHHOCTH UH()OPMAIIMOHHBIX CUCTEM U CETEH;

e bopmupoBanne yMeHUH B pPa3pabOTKe NPOEKTOB KOMIUJIEKCHBIX 3al[UIIEHHBIX
UH(OPACTPYKTYp MAJs TUIOBBIX COBPEMEHHBIX NPUMEHEHHH, OTBEYAIONIYIO MPEAbIBIIEMbIM
TpeOOBaHUSIM K YPOBHIO 3aIIUIICHHOCTH, BBIIIOJHIEMBIX C HCIOJIb30BAHUEM COBPEMEHHBIX
MIPOrpaMMHBIX, TPOTPaMMHO-ANTAPATHBIX M alllapaTHBIX CPEJCTB 3aIIUTHl HHGOPMAIIIH;

e popMUpOBaHHME HABBHIKOB pa3padOTKM W BHEAPEHUS KOMIUIEKCHOM 3allMIIEHHON
UHPPaCTPYKTypbl Ha NPEANPUATUSIX, BKIIOYAIONIMX HABBIKK 0a30BOM U pacIIMPEHHOMN
HAaCTPOWKM M HCIOJIb30BaHUSI COBPEMEHHBIX IMPOrPAMMHBIX U allapaTHBIX CPEJICTB 3alllUThI
uHopmanuu: (paipBOUIOB, WHTEPAKTHBHBIX JCTEKTOPOB aTakK, 3allUIICHHBIX JOMEHHBIX
CEPBUCOB.

2. MECTO JUCIUILINHBI B CTPYKTYPE OFPA3OBATEJIBHOM ITPOT'PAMMBI

2.1. qucnumnnuHa «3amuiieHHble HHQOpPMallMOHHBIE CUCTEMBl U CPEIbD» OTHOCHUTCS K
yacTd, (GOpPMHUPYEMOIl ydacTHHKaMU 0Opa3oBaTelbHBIX OTHOIIeHuN broka 1 JlucuurimHb
(MOZymH), UMEET TECHYIO CBSI3b C APYTUMU AUCIUIIITMHAMH.

2.2. B Ttabnwie mnpuBeACHBI MPEANICCTBYIONNE JUCIHUILINHBI, HANpaBlIeHHBIC Ha
dbopMUpOBaHHE KOMIETSHIIN JUCIIUILTUHBI B COOTBETCTBUU ¢ MaTpHIlei kommeTeHuii OI1.

[penmecTByomme U nocjaeayuue IMCHUNINHbI,
HaNpaBJIeHHbIEC HA (hopMHUpPOBaHHE KOMIIETEHLUH

Ne
/ [TpeniecTByroue UCUUTIIMHBI [Tocnenyromuye AMCUUILITUHBI
n/n
1 Onupaercs Ha 3HAHUS, YMEHUS U KommnekcHast nundopmaioHHast 6€301macHOCTb
HaBbIKU, CPOPMUPOBAHHBIE [IpaBoBoe o6ecnieuenue UT nesrenbHOCTH
JUCHUIUIMHAMU MPEIBIIYLIETO [Tpon3BoiCTBEHHAS MPAKTUKA (HAYYHO-
YpOBHsI 00pa30BaHus HCCIIeIOBATENbCKAasl IPAKTUKA)




3. INTAHUPYEMBIE PE3YJIbTATbBI OB YYEHUSA

KOMIICTCHIIM U

[Inanupyembie

oOy4Jaronuxcs

Pe3yNbTaThI

OCBOCHUA
OIIPEACIIAOTCA

oOpasoBarenbHOi  mporpammbl  (OIl) —

TpC6OBaHI/I${MI/I CTaHOdapTa HaIpaBJICHUIO

noarotoBku 09.04.03 IMpuknagnas napopmaTtuka u GOPMHUPYIOTCS B COOTBETCTBUU C MaTpHUIIEH

komnerennuit OI1

Ne Homep/ HaunmenoBanme B pe3yabTare usyueHusi AUCHUNIMHBI
n/n HHJEKC KOMIIETeHIIUH o0y4aronuecst J10JKHbI:
KOMIIETEeHIIHU (WM ee 4YacTH)
1 2 3 4
1. [K-7 CrocoOHOCTH Ha | [IK-7.1 OueHnuBaeT 3KOHOMUUYECKYIO
MPAKTUKE MPUMEHSTH | 3 PeKTUBHOCTh HH(OPMALMOHHBIX ITPOIIECCOB,
HOBBIC Hayunble | IC, a Takke IpOEKTHBIX PUCKOB
npuHIMnbl U MeTosl | [1K-7.2 BeisBnser u aHamu3upyeT pUCKH
UCCIIEN0BAHUI MH(POPMALIMOHHON 0€30MaCHOCTH
[1K-7.3 CtaBuT 1 pemaet npukiiagHble 3aJa4u B
YCJIOBHUSIX HEOIPEJCICHHOCTH ¢ ONPEIesieT
METOJIbI U CPENCTBA X 3P (HEKTUBHOTO PEIICHUS

4. CTPYKTYPA U COAEP)KAHUE JUCIIUITJIMHBI
4.1. OFBEM JUCHUIIJINHBI U BUbI YYUEBHOM PABOTHI

Ounas popma o0yueHus

Cemectpbl
Buj yueOHoi1 padoThI Bcero yacos Nel
4acoB
1 2 3

AyauTOpHas KOHTAKTHas padorta (Bcero) 42 42
B ToMm uucne:
Jlextuu (JI) 14 14
[Tpaktuyeckue 3austust (I13), Cemunaps (C) 28 28
Jlaboparopusbie padboTsl (JIP) - -
KonTakTHasi BHeay1uTOpHAas padoTa, 15 15
B TOM YHCIIE
['pynmoBbIie ¥ MHAWBUAYAIbHBIE KOHCYIbTAIIN 1,5 1,5
CamocrosiTeibHas padora odyuarwmerocs (CPO) 64 64
(Bcero)
PaboTa ¢ KHWKHBIMH HCTOYHUKAMU 14 14
Paborta ¢ 351eKTpOHHBIMU HCTOYHUKAMHU 6 6
BI)IHOJ'II;IeHl/Ie WHWBHYaTbHBIX TPAKTHICCKUX 12 12
3aJJaHuH
[ToaroToBka K KOHTPOJIBHOHM paboTe 6 6
Joxa 4 4
[ToaroToBKa K TECTUPOBAHUIO 6 6
ITonroroBka K KOJUIOKBUYMY 6 6




[TonroroBka k npomexyrouHoMy koHtpodro (I111K) 10 10
IMpome:kyrounasi | 3auer (3a0) 3a4der ¢ OLIEHKOH 3ay4eT C OIEHKOM
aTrecranus [Tpuem 3au., yac 0,5 0,5
HUTOI'O: O6mas | yacos 108 108
TPYA0EMKOCTh 3a4eTHBIX eINHHIL 3 3
O4Ho-3204Hast popMa 00yUeHUsA
CemecTpbl
Buj yueOHoii padoThI Bcero yacos Ne 3
4acoB
1 2 3
AyIuTOpHasi KOHTAKTHAas padoTa (Bcero) 32 32
B Tom uncie:
Jlexmun (JI) 16 16
[Tpaktnueckue 3anstus (I13), Cemunapsi (C) 16 16
JlaGopatopusbie pabotsl (JIP) - -
KonrakTHasi BHeayiuTopHas padora, 15 15
B TOM YHCIIE
['pynmnoBbie ¥ MHAWBUAYAIbHBIC KOHCYJIbTAIIUH 15 15
CamocrosiTesibHasi padora odyuarwierocsi (CPO) 74 74
(Bcero)
PaboTa ¢ KHUYKHBIMU UCTOYHUKAMU 20 20
PaboTa ¢ 37eKTpOHHBIMH HCTOYHUKAMHU 7 7
BI)IHOJ'II;IGHI/IG WH/IMBUIYAIbHBIX TIPAKTHYECKUX 12 12
3aJJaHui
[ToaroToBka K KOHTPOJIBHOM paboTe 6 6
Joxknang 2 2
[ToaroToBka K TECTUPOBAHUIO 8 8
ITonroroBka K KOJUIOKBUYMY 2 2
[TonroroBka k npomexxyrounomy konTposto (I111K) 17 17
Ipomexyrounas | 3auer (3a0) 3ayer ¢ OI[eHKOU 3ayer ¢ OIEeHKOU
aTTecTanus [Tpuem 3au., yac 0,5 0,5
HUTOI'O: O6mas | yacos 108 108
TPYA0EMKOCTh 3a4eTHBIX eINHHIL 3 3
3aounas popma 00ydyeHUs
CemecTpsl
Buj yueOHoit padoThI Bcero yacos Ne 3
4acoB
1 2 3

AyIuTOpHasi KOHTAKTHAas padoTa (Bcero) 10 10
B Tom uncie:
Jlexuuu (JI) 4 4
[Tpaktnyeckue 3ansTust (I13), Cemunaps (C) 6 6

Jlaboparopusie padboTsl (JIP)




KonTakTHasi BHeayauTopHasi padora,

1 1

B TOM YHCJIC
['pynmoBblie ¥ MHAWBUAYAIbHBIC KOHCYJIbTAIIUN
CamocrosiTeibHast pa6ora odyuarwmerocs (CPO) 93 93
(Bcero)
PaboTa ¢ KHUYKHBIMU UCTOYHUKAMU 19 19
PaboTa ¢ 37eKTpOHHBIMH HCTOYHUKAMHU 20 20
BBIHOJIEICHI/IG WHIUBUIYATBHBIX TPAKTUICCKIX 12 12
3aJaHHi
IToaroToBka K KOHTPOJILHOM paboTe 6 6
ITpocMOTp M KOHCHIEKTHPOBAHUE BHJICOJICKITHHA 6 6
Joxman 6 6
[ToaroroBka K TECTHPOBAHUIO 12 12
IToaroToBKa K KOJUIOKBUYMY 2 2
[ToaroroBka k npomexxyrounomy koutposto (I111K) 10 10

sauer (320) 3aquuc 3aquvc
IIpomexyTouHas OIICHKO#(4) orieHKoM(4)
aTrrecranus [Tpuem 3au., yac 0,5 0,5

CPO, ugac. 3,5 3,5
HUTOI'O: O6mas | yacos 108 108
TPYA0EMKOCTh 32a4YeTHBIX eIMHHUII 3 3




4.2. COAEP KXAHUE JUCHUIIJINHbI

4.2.1. Pa3znensnl (TeMbl) TUCHHUILUINHBI, BUABI Y4eOHOI 1eITeJIbHOCTH U (JOPMBI KOHTPOJIA

Ounas ¢opma o0yueHus

Buabl yueOHo# 1esITeJIbHOCTH, Dopmb1
BKJIIOYasl CAMOCTOATEIbHYIO N
Ne HaumenoBanue pa3jaena padoTy o0y4aromuxcs TeKyIIeH 1
n/n AU CHUIINHBI (B yacax) TpOMEAYTOH
HOIi
J | JIP | 113 | CPO | Bcero | aTrecraiun)
1 2 3 4 5 6 7 8
Cemectp 1
1. Yrpo3sl Oe3omacHocTH, | 2 10 12 KontponbHas
APXUTEKTYPhl CHCTEMBI 3aIIUTHI: paborta,
0ocoOeHHOCTH coBpeMeHHbIX AC JTOKJIa/,
KaK 00BEKTAa 3aIUThI KOJIJIOKBHYM
2. Y a3BUMOCTB OCHOBHBIX | 2 8 14 24 TECTUPOBA
CTPYKTYPHO-()YHKITMOHATBHBIX HUE,
97eMeHTOB pactpeneneHubx AC. BBITIOJTHEHHE
3. Krnaccudukanus KaHajoB | 2 4 12 18 MHIUBUIYaITb
NPOHUKHOBEHUSI B CHUCTEMY U HBIX
YTE€YKH HH()OPMAITHIH. IIpaKTU4eC
4. OcHOBHBIE (YHKIIUU MOJCUCTEMBI | 2 - 10 12 KHX 33/1aHUi
3alIUThl: OCHOBHBIE 3alllUTHBIC
MEXaHU3MBI ONEPALMOHHON
CUCTEMBI ceMeicTBa Unix,
HEIOCTATKU ee 3aIIATHBIX
MEXaHU3MOB.
o. 3amuTa ¢aitnos, KOHTPOJb | 2 4 9 15
JIOCTYTA, YSI3BUMOCTB HapoJIei.
6. Cucrema 6e3omacaoctd Windows, | 2 4 4 10
cUcTeMa YIpaBJIEHUS JOCTYIIOM,
IIOJINTHKA OTPaHUYECHMIA.
7. Obecnieuenue HAJEXHOTO | 2 8 5 15
OecriepeboiiHOro  gocTyma K
JaHHBIM U TPUIIOKEHUSIM, 3alIUTa
OT BHPYCOB, CllaMa M BHEIIHUX
aTax.
8. KonTaktHas BHEayIUTOpHAs NunuBugyan
pabora bHBIC U
1,5 IpYNIOBbIE
KOHCYJIbTaIlH
"
9. [TpomexyTouHasi aTTecTalus. 0,5 3auer ¢
OLICHKOU
HTroro: 14 28 64 108




Ou4Ho-3a04Has popma 00yueHHs

Buabl yueOHo# 1esiTeJIbHOCTH,

BKJIIOYAsl CAMOCTOATEIbHYIO q)OPMIZI
0oty o0y4aromuxcs TeKyIIeH 1
No 1/ HaumenoBaHue pasjaesa padory 00y 1 HpOMEKYTOY
AUCUMILTUHBI (B yacax) »
HOIi
J | JIP | I3 | CPO | Bcero | arrecraiuu)
1 2 3 4 5 6 7 8
Cemectp 3
1. Yrpo3sl oe3onacHoctH, | 4 10 14 KontponbHas
aApXHUTEKTYPHI CHCTEMBI paborta,
3aIUTHI: 0COOEHHOCTHU JTOKJIa/,
COBPEMEHHBIX AC KakK KOJUIOKBUYM
00BEKTA 3aIIUTHI TECTHPOBA
2. VS3BUMOCTD OCHOBHEIX | 2 6 10 18 HHE,
CTPYKTYpHO- BBITIOJTHEHHE
(GYHKIMOHATBHBIX JJIEMEHTOB WH/IMBUIYab
pacnpeneneHubix AC. HBIX
3. Knaccudpukanus KaHaloB | 2 2 10 14 IIPaKTHYIEC
MIPOHUKHOBEHUSI B CHUCTEMY U KHX 3aJaHUI
YTEUKH HH()OPMAITIH.
4. OcHoBHbIE byskmmn | 2 10 12
MOJICUCTEMBI 3aIlUTHI:
OCHOBHEIE 3alIUTHEIC
MEXaHU3MBbl  OIEPaIllHOHHOM
cucrembl cemerictBa  Unix,
HE/IOCTaTKU €€  3alIUTHBIX
MEXaHU3MOB.
5. 3ammra  ¢aiioB, KOHTPOJb | 2 4 10 16
J0CTyTIA, YSI3BUMOCTh
apoJIeH.
6. Cucrema 6e3onmacHoctH | 2 14 16
Windows, cucreMa
YIIpaBJICHUS JOCTYTIOM,
MOJIUTUKA OTPAHUYCHUH.
7. O0ecnieueHue HAIEXHOro | 2 4 10 16
OecniepebOfHOrO  J0CTyna K
TaHHBIM W TIPHJIOKCHHSM,
3alIMTa OT BHPYCOB, clama U
BHEIIHUX aTaK.
8. KoHTakTHas BHeayauTOpHas NunnBunyans
pabota 15 HbIE U
’ TPYIIIOBEIE
KOHCYJIbTAIlH
9. [IpomexyTouHas aTTecTanus. 0,5 3auer ¢
OLICHKOH
Hroro: 16 16 74 108




3aouHas

opMa o0y4eHus1

Buabl yueOHoiI 1esiTeIbHOCTH, DopmbI
BKJIIOYASI CAMOCTOSITEILHYIO .
HaumenoBaHue pa3aesa padoTy o0y4aromuxcs Texyluen 1
Ne i/ MPOMEKYTOY
JUCHMILJINHBI (B yacax) .
HOM
J |JIP | I3 | CPO | Bcero | aTrecTamnun)
1 2 3 4 5 6 7 8
Cemectp 3
1. Yrpo3bl 6e3omacHocty, | 2 - 14 16 KonTponbHas
APXUTEKTYPBI CHUCTEMBI pabora,
3aIHATHI: 0COOEHHOCTH IOKJIaz,
coBpeMeHHbIX AC Kak 00beKTa KOJUTOKBHYM
3aIIUThI TECTHPOBA
2. VS13BUMOCTD OCHOBHBIX 2 14 16 HHE,
CTPYKTYpPHO-()YHKIIHOHAITBHBIX BBIIIOJIHCHUE
9JIEMEHTOB  paclpeeIIeHHbIX WH/IUBUyaJIbH
AC. BIX IIPAKTHYEC
3. Knaccudukanms KaHAJIOB - 14 14 KHX 3aJaHud
MPOHUKHOBEHUS B CHCTEMY U
YTEYKU HH()OPMAITIH.
4, OCHOBHEBIE ¢byakum | 2 14 16
MOJICUCTEMBI 3aIlHTHI:
OCHOBHBIE 3aIlUTHBIE
MEXaHU3MBI ONEPALMOHHON
cucrembl  cemeiictea  Unix,
HEJOCTaTKH €€  3alllUTHBIX
MEXaHU3MOB.
5. 3amura  (DaiinoB, KOHTPOJb 2 14 16
JOCTYTA, YSI3BUMOCTh MapoJieH.
6. Cucrema 0€301acHOCTH 14 14
Windows, crcrema yrnpaBieHuUs
JOCTYTIOM, TTOJINTHKA
OTpPAHUYECHUN.
7. O6ecneyeHne HaJIC)KHOTO 2 9 11
OecniepeOOMHOTO  JOCTyma K
JaHHBIM M TPHIIOKEHUSM,
3amUTa OT BUPYCOB, cllamMa M
BHEIIIHUX aTakK.
8. KonTtakTtHas  BHeayauTOpHas 10291020:3791 /2013
pabora 1 HBIC U
TPYMIIOBBIE
KOHCYJIbTaITU!
9. [TpomMexxyTouHasi aTTeCTaIUs. 4 3auer ¢
OIICHKOMU
HUroro: 4 6 93 108




4.2.2. JleKUMOHHBIN KypC

Ne | HaumenoBanue Haumenosa ConeprkaHue JICKIHU Bcero uacos
/1 pasznerna HUE TEMBI 0®0 | 0390 | 300
JUCIUILTUHBI JIEKLIUU
1 2 3 4 5 6 7
Cemectp 1 O3®P0O , 3P0 3 cemecTp
1. | Yrposm Yrpo3sl Yrpo3sl 0e301acHOCTH 2 4 2
6e3omacHocTH, | Oe3omacHOCTH | MHPOpMALUH, AC U
ApPXUTEKTYPHI nHpopManuu. | CyObeKTOB
CUCTEMBI UH(OPMAIIMOHHBIX
3aIUTHI: OTHOIICHUH, UCTOYHUKHU
0COOEHHOCTH yrpo3 0€30MacHOCTH,
COBpPEMEHHBIX KJ1accupuKanus yrpo3
AC KakK 0e30IIaCHOCTH,  OCHOBHEIC
o0BbeKTa npeHaMepEeHHbIE u
3aIUTHI HEenpeTHAMEPCHHBIC
YTPO3BIL.
2. VA3BUMOCTD Monenu Vsa3sumocts, yrpoza Wb, 2 2
OCHOBHBIX yrpo3 U | uiCTOYHUK  yrpo3sl  UBb,
CTPYKTYPHO- Hapywmurenen | moxens yrpo3 HMb, mozpens
(GyHKIIMOHATBH | HH(GOPMAILIMOH | HAPYIIUTEIS Ub.
BIX DJIEMEHTOB | HOU Nudopmanmonnas
pacnpesneneHH | 6e30macHOCTH | MH(pPACTPYKTypa.
bIX AC. ITpuuunns! yszsumoctu VC.
3. | Knaccuduxka Knaccudukan | [Ipsmple ¥ KOCBEHHBIC 2 2
U  KAaHAIOB | U  KAHAJIOB | KaHAIBl TPOHUKHOBCHHS B
MIPOHUKHOBEHU | MPOHUKHOBEH | CUCTEMY u yTEeUKU
S B CHCTEMYy W | U B cucteMmy | nH(popmanuu. dusnyeckue,
yTEUKH u yTE€UKHU | SJIEKTPOMArHUTHEIE,
nH(pOpMaLINH. nHpopManuu. | ”HGOPMAIIMOHHbBIE KaHAJIBI.
4, OcHOBHBIE OcHoOBHBIE Unentubukars - 2 2 2
byHKIIUN 3allUTHBIC ayTeHTHHKAIIS
MTOJICHCTEMBI MEXaHU3MBI [TONB30BATEINS TIPH BXOZE B
SAHTRL ONCPAUMOHHO | cperemy;  pasrpannuenue
OCHOBHBIC 1 CUCTEMBEI. mpas moCTyma K (baiioBoii
SAILHTHBIC CUCTEME, B OCHOBE
MCXaHMSMBL KOTOPOTO JCKUT
OTIepaIlMOHHOMN pearmsans
CHCTCMBI, JIUCKPEIMOHHOU MO
HEAOCTaTKH JOCTYTIA, ayJIuT.
3allITHBIX [IpuHIIMTIMaNBEHBIE
MCXaHI3MOB. HEJO0CTaTKU 3aIUTHBIX
MEXaHHU3MOB,
UCTIONB3YEMBIX B
OTICPAITMOHHBIX CHCTEMaX.
5. 3aHfHTa Cpenctsa CepBuchsl 6€30MaCHOCTH. 2 2
(aitnos, aluTel Cpencra obecnieuenus Ub
KOHTpPOJIB OTKPBITBIX B ceTsx. X Ha3HaueHue,
AoCTYyIA, MHQOPMALMOH | (6 6enmocH IPUMEHEHUs
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YSI3BUMOCTh HBIX CHCTEM. | M IPUMEPHI.

MapoJei. AyTeHTU(DHKAIHS B CETAX:
OOBIYHBIC M OJTHOPA30BBIC
NapoJIn; CEPBEPHI
ayTeHTU(PUKAIINH.
JlomoJiHuTENbHAS
WH(OPMAIIHS U HTOTOBBIE
PEKOMEHIALIMH TI0 3aIIUTEe
oTKpbIThIX MC.

6. Cucrema Cucrema [TapameTpsl 6€30MaCHOCTH. 2 2
6e3onmacHoctu | 6ezomacHocTH | Hactpoiika onepanioHHON
Windows, Windows cucremsl Windows. IIpasa
cucrema MOJIb30BATENEH U CUCTEMa
yIIpaBJICHUS yIIpaBJICHUS JIOCTYIIOM.
JOCTYIIOM, KBanudpuxanus
MOJIUTHKA nosp3oBarenei. Cpencraa
OTpaHUYCHUMN. 3aIUTHL.

1. Obecrnieuenue Obecneuenne | CnabocTu CUCTEMHBIX 2 2
HAJICKHOTO HAJC)KHOCTH U | YTHUJIMT, KOMaH/ U CETEBBIX
OecniepeboitHo | OecriepeOOHO | CEpBHCOB HA IPUMEPE CTEKa
ro JIOCTyla K | TO npotokoiioB tcp/ip (Telnet,
JTAHHBIM u | dyakuonupo | FTP, NFS, DNS, NIS,
MIPUJIOKEHUSAM, | BaHUS World Wide Web, komanib1
3aImTa OT | ”HPOPMAITMOH | YJAJIEHHOTO BBIITOJIHEHHS,
BHUPYCOB, CllaMa | HbIX CUCTEM Sendmail u snmekTponHas
u BHEIIIHUX | CPEIbl. 1oyYTa, APYrue YTUIHUTHI).
aTax. CpencrBa 3aMeHbI

VSI3BUMBIX CEPBUCOB
TCP/IP. Cnaboctu
COBPEMEHHBIX TEXHOJIOTUN
nporpamMmupoBanus (Java,
ActiveX...) 1 om0k B
IPOrPaMMHOM
00ecreyeHn .

CereBble BUPYCHI.

Bunst yrpos pecypcam
nHTpaHeTa u MHTepHera.

HToro yacos B cemecTpe 14 16 4

4.2.3. JlaGopaTopHbIii IPAKTUKYM (He npedycmompen)
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4.2.4. llpakTuyeckue 3aHATHA

Ne HaumenoBanue HaumenoBanue Conepxanue Bcero yacos
/o paszzneina MPAKTUYECKOTO MPAKTUYECKOTO O0®O0 | 03D0 | 300
JUCIUILTUHBI 3aHSATUS 3aHSTHS
1 2 3 4 5) 6 7
Cemectp 1 OPO, O3P0 u 3PO cemectp 3
1. | Ya3BuMocCThb Kananbr  yreuku | CkaHMpOBaHUE 8 6 2
OCHOBHBIX uHdpopManud B | yI3BUMOCTEH.
CTPYKTYpHO- COBPEMEHHBIX TectupoBanue
(GYHKIIMOHATBHBIX | ABTOMATU3UPOBAH | IPOHUKHOBEHUSI.
3JIEMEHTOB HBIX  CHCTEMax | YJaJeHHOe
pacrnpeieNieHHbIX | 3JIEKTPOHHOM aJIMMHHUCTPUPOBAHUE
AC. 00paboTKH web-cepBepa.
JTAaHHBIX.
2. | Kimaccudpukanus Knaccudukauus | Knaccuduxanus 4 2 -
KaHaJIOB BHYTPEHHUX U | BHYTPEHHUX
MPOHUKHOBEHUS B | BHELIIHHUX HapyIIUTEICH.
CUCTEeMY U YTEUKHU | HapyLIUTenei HeoctopoxHbie.
uHpOpMaNnu. Manumnynupyemsle.
CaboTaXHUKH.
HenosunbHele.
Hapymurenu,
MOTHBUPOBAaHHBIE
U3BHE
3. | 3ammra daiinos, | TexHomornu TpeboBanwus K 4 4 2
KOHTpPOJb JOCTYMA, | ayTeHTU(PUKAIIUK | ayTeHTUQUKALMK |
YSI3BUMOCTh U mUppoBaHus MG pOBaAHUIO.
napoJsieit AyTteHTHUKaINA,
ocHoBaHHasi Ha [P-
azapece. Basic-
ayTeHTU(UKaLHSL.
Digest-
ayTeHTU(UKaILHSL.
SSL/TLS.
Bo3moxzocTn
SSL/TLS.
Cnabble MecTa

SSL/TLS.  Tlpumep
SSL/TLS-ceccun.

Cxembl mu(ppoBaHUS
SSL/TLS.

TpeboBanus K
peanuzanuu

SSL/TLS. Criucok
nencTBuit st
TEXHOJIOTUH
ayTeHTUUKALIUU U
mQpoBaHus.

Firewall npuxmnagxoro
YPOBHA ansi web —
ModSecurity.
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BsaumogelicTBue
ModSecurity C
NaKeTHBIM (PHIIBTPOM

Cucrema CpenctBa Ceparichi
66%’;0HaCHOCTI/I 3aIIUTHI 6e30MACHOCTH.
Windows, cucrema | OTKPBITBIX Cpencrea
yIIpaBICHUS UHOPMAIHOH obeceucrns VB B
TOCTYIIOM, HBIX CHUCTEM. COTSIX. Vix
otk Ha3HAYEHUE,
OTpaHICHIN 0COOCHHOCTHU
MPUMECHEHHUSI u
HPUMEPBI.
Ayrentudukanus B
ceTsix: OOBIYHBIE U
OJTHOPA30BHIE MAPOJIH;
cepBephl
ayTeHTU(UKALINU.
JlononHuTenbHAs
uHpOpManus u
UTOTOBBIC
pEeKOMEeHIauu o
3aIIuTe OTKPBITBIX
nc.
OGecrnieueHne be3omacHocth Omny0nukoBanue
HaJICXKHOTO web- uHpopmanuu Ha web-
Oecrniepe0oiHOTO OpPHEHTHPOBaHHO | caiitax. OOecrieueHue

AOCTYIIa K JaHHBIM
U IIPUITOKCHUAM,
3amuTa oT
BUPYCOB, CllamMa "

'O KOHTCHTAa

0€301acHOCTH
TEXHOJIOTUM CO3JaHHUs
AKTUBHOI'O
coaepxkumoro. URLs

BHEIIHHUX aTaK. i cookies.
YVAa3BUMOCTH
TEXHOJIOTHI
aKTHBHOT'O
COJIEPKUMOTO Ha
CTOpOHE KJIHEHTA.
Va3BuMoCTH
TEXHOJIOTHI CO3IaHUs
COJIEPKUMOTO Ha
CTOpOHE cepsepa.
CHoucoxk nercTBUM UIA
obecneucHUs
Oe3omacHocTH  web-
COJIEPKUMOTO

Obecneyenune
HAJE)KHOTO
Oecniepe0oitHOTO
J0CTyTa K JaHHBIM
u IMMPUITOKCHUSAM,
3aIuTa oT
BHPYCOB, Cllama |

Obecrnieuenue
HAJeKHOCTH U
Oecniepe0oitHOTO
(YHKITMOHUPOBAH
us
MH(OPMALIMOHHBI
X CHCTEM CPEJIbl.

CnabocTi CHUCTEMHBIX
YTUIUT, KOMaHI |
CETEeBBIX CEPBHCOB Ha
npuMepe CTeKa
IIPOTOKOJIOB tep/ip
(Telnet, FTP, NFS,
DNS, NIS, World
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BHCIIHUX aTak.

Wide Web, komMaHas!
YIAJIEHHOT'O

BBITIOJTHEHMS,

Sendmail U
JJICKTPOHHAS  II0YTAa,
Apyrue YTUJIATBI).
CpencrtBa 3aMEHEI

ySI3BUMBIX ~ CEPBHCOB
TCP/IP. Cmaboctu

COBPEMEHHBIX
TEXHOJIOTHI
MIPOTrpaMMHUPOBAHUS
(Java, ActiveX...) u
OIINOKH B
IPOrpaMMHOM
o0ecrieueHuu.
CereBble BUPYCHI.
Bunge! yrpo3 pecypcam
WHTpaHeTa u
HuTepnera.

HUTOI'O yacos B cemecTpe:

28

16

14




4.3. CAMOCTOSATEJIBHASA PABOTA OBYYAIOHIETI'OCA

Ne | HaumeHoBaHmue paszgena | Ne Buasr CPO Bcero uacos

n/n (TeMbI) TUCHUIJIMHBI n/n

0®0 | 0390
1 3 4 5 6 | 7

Cemectp 1 O®O 3 cemectp O3PO

1. Vrposel  Oe3zomacHOCTH, | 1.1. | PaboTa ¢ KHMKHBIMH HCTOYHHKAMH
ApXUTCKTYPhl  CHCTCMBI Pa6oTa ¢ 21eKTPOHHBIMU
samuTe:  ocobennoctu | 1-2. HCTOYHMKAMHE
coBpeMeHHbIX AC  Kak Brinonnenue MHAMBUYAIbHBIX 2 2
00BEKTa 3AIIUTHI 13. NPAaKTUYECKHX 3aJaHUIl

1.4, | IloaroToBKa K TECTUPOBAHUIO 2 2
15 [ToaroroBka Kk MPOMEKYTOUYHOMY 3 3
| xoutpomo (I1I1K)

2. Va3BumMocTh  0CHOBHBIX | 2.1. | PaGora ¢ KHMKHBIMH HCTOYHHKAMHU 4 2
CTPYKTYpHO- 59 Belnonenne HHIMBHAYaIbHbIX 2
(GyHKIMOHATBHBIX "' | IpaKTUYECKUX 3alaHui
DJICMEHTOoB 2.3 | IToaroroBka K KOJUIOKBH 6 2
pacnpenenenubix AC. A ymy

[ToaroToBKa K MPOMEKYTOUYHOMY 2 4
2.4
koHTposto (ITIK)
3. | Knaccuduxanus kxananos | 3.1, | Pa6orta ¢ KHIYKHBIMHA HCTOYHUKAMH
HPOHUKHOBCHHA B 39 Pa6ora ¢ JIeKTPOHHBIMU 2 2
CUCTEMY u YTEUKH | S+ | ot ynmkaMu
MH(OpMaIHH. 33 BhINOIHEHNE UHAUBHIYaIbHBIX 2 2
"' | mMpaKTUYECKHX 3aJIaHUM
3.4. | IlogroroBka qoKiana
2
3.5. | IloaroroBka K TECTUPOBAHUIO
4. | OcHOBHEBIE bynkumu | 4.1 | PaGorta ¢ KHWKHBIMH HCTOYHHKAMH 2 2
HOACHCTEMBI 3allnThI. 49 Pabora ¢ a5ekTpoHHBIMU 5 5
OCHOBHEIE 3aI[UTHEBIE | HCTOUHUKAMHU
MeXaHU3MBI
ONEPAMOHHONW CHUCTEMBI
ceMeticTa Unix, | 4.3 Brimonnenue HH)JHBHILVyanLHHx 5 5
HEJIOCTATKHU €€ 3allMTHBIX [PAKTHICCKHX 3a/TaHIH
MEXaHU3MOB
5. | 3ammTa Qaiinos, 5.1 | Pabora ¢ KHM)KHBIMHA UCTOYHUKAMHA 2 2
KOHTpPOJIB 10CTYyIIa, 5 Pabora ¢ 35eKTpOHHBIMU 1 9
VSI3BUMOCTH TIapoJIeh - HCTOUHHKAMHE
5.3 | IloaroroBka Kk KOHTPOJIBHOM padoTe 6 6
6. | Cucrema Ge3omacHOCTH 6.1 | Pabora ¢ KHIKHBIMH HCTOYHUKAMHU 2 10
Windows, cucrema
yIPaBIEHUS TOCTYIIOM,
TOJHTHKA OrPAHHUEHHI. 6.2 [ToaroroBka Kk TECTUPOBAHUIO 2 4
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Oo0ecrieueHre HaIEKHOTO
6ecriepeboitHOTO JoCTyMa
K JAHHBIM U

[ToaroroBka Kk MPOMEKYTOUYHOMY

7.1 5 10
MIPUIIOKEHUSAM, 3aILUTA koHTpoo (IITIK)
OT BUPYCOB, ClIaMa U
BHEIIIHHUX aTaK.
HUTOI'O uacos 3a rox: 64 74
3aounas popma 00ydeHUs
Ne | HaumenoBanue pa3nena | Ne Buasr CPO Bcero yacos
n/n (TeMbl) TUCHUILIHHBI n/n
390
1 3 4 5 6
Cemectp 3
1. Vrpos3el  Oe3zomacHOCTH, | 1.1. | PaboTa ¢ KHMKHBIMH HCTOYHHKAMHE 2
ApXUTCKTYPBL  CHCTCMBI 12 Pa6oTa ¢ 21eKTPOHHBIMU 2
3aIATHI: OCOOEHHOCTH | “+4* | [t ognmKaMu
coBpeMeHHbIX AC  Kak 13 BhINONHEHNE UHANBUIYAIbHBIX 2
00beKTa 3ALUTHI | npakTHYeCcKuX 3aJaHui
1.4. | IloaroroBka qokjiaga 2
1.5. | IloaroToBKa K TECTUPOBAHUIO 2
[ToaroToBKa K MPOMEKYTOUYHOMY 2
16.
koHTposto (ITTIK)
17 [IpocMOTp M KOHCIEKTUPOBAaHUE 2
' BUJIEOJIEKIIUH
2. Va3BUMOCTh  OCHOBHBIX | 2.1. | PaGora ¢ KHMKHBIMH HCTOYHHKAMHU 2
CTPYKTYpHO- 59 Pa6oTa ¢ 31eKTPOHHBIMU 2
(yHKIHOHABHBIX "™ | ucrounnkamu
SJICMCHTOB 53 BhINOIHEHNE UHAUBHIyaIbHBIX 2
pacrpenenenHbx AC. ™| npakTHYeCcKuX 3aJaHui
2.4 | IloarotoBka K KOJJIOKBUYMY 2
2
[ToaroToBKa K MPOMEKYTOUHOMY
2.6
koHTpomo (II1K)
4
27 [IpocMOTp M KOHCIIEKTUPOBAHHE
' BHUJICOJICKIIUN
3. | Knaccudukanus xananoB | 3.1. | PaGora ¢ KHKHBIMH HCTOYHHKAMU 2
HPOHNKHOBCHUS B 39 Pa6oTa ¢ 31eKTPOHHBIMU 2
CucTeMy M YTCUKH | =" | yeroyHUKaMu
uH(pOpMaIHH. 33 BhINOJIHEHNE UHIUBHIYaIbHBIX 2
" | NpaKTUYECKUX 3aTaHUHN
3.4. | IToxroroBka jokiana 4
4
3.5. | IloaroroBka K TECTUPOBAHUIO
4. | OcHOBHbIE ¢byHkuuu | 4.1 Pabora ¢ KHM)KHBIMHY HCTOYHUKAMU 4
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IMOJCHUCTEMBI 3aIUTHL | 4 o) Pabora ¢ 351eKTpOHHBIMU 4
OCHOBHBIE 3allUTHBIE | WCTOYHUKAMU
MEXaHU3MBI
OTICPAMOHHOH  CHCTEMbI BrInonHeHre MHAUBUIYAIBHBIX
ceMelicTBa Unix, | 4.3 A I[vy 6
MPAKTUICCKUX 3aJaHUI
HEIOCTATKU €€ 3alUTHBIX
MEXaHU3MOB
5. | 3amuTa Qaiinos, 5.1 | PaboTa ¢ KH)KHBIMH UCTOYHUKAMU 4
KOHTpOJIB 10CTYyIIa, 5.9 Pa6ora ¢ 2JIeKTPOHHBIMU 4
ySI3BUMOCTb MapoJieit ' HCTOYHMKAMHE
5.3 | IloarotoBka Kk KOHTPOJIBHOM paboTe 6
6. | Cucrema 6e30macHOCTH 6.1 Pabora ¢ KHMKHBIMHA UCTOYHUKAMU 4
Windows, cucrema 6o |PaboTaconeKTpoHHbiMM 4
YIPaBICHUS JTOCTYIIOM, . HCTOYHNKAMMU
ITOJINTHKA OTPAaHUYCHUH.
6.3 [ToaroroBka K TECTUPOBAHHIO 6
7. ObecnieueHne HaeXKHOTO | 7.1 Pabora ¢ KHMXHBIMHA UCTOYHUKAMA 1
OecriepeboiiHoro focTyma 79 PaGora ¢ a5mekTpoHHBIMU 9
K TaHHBIM 1 ' UCTOYHUKAMU
MPHIIOKCHUSM, 3aI[UTa
OT BHPYCOB, CIIaMa H 73 [TonroToBka K MpOMEKYTOUHOMY 6
BHEIIIHUX aTaK. KxonTpomo (ITIIK)
HUTOI'O yacos 3a roxa: 93

S. IEPEYEHb  YYEBHO-METOJIHWYECKOI'O OBECIHEYEHHUA J51
CAMOCTOATEJBHOU PABOTBHI OBYYAIOIIUXCHA 11O JUCHUIIJINHE

5.1. Meroanuyeckue yKa3aHHsl Uil MOATOTOBKH O0YyYalOMXCA K JIEKIHOHHBIM
3aHATHAM

OcHoBHBIMU (popMaMu OOy4YeHHUS] MUCHHUIUIMHBI SIBISIOTCS JIEKIUM M TPAKTUUYECKUE
3aHSTHSI, & TAKXKE CaMOCTOsTEIbHAas paboTa.

Jlexuus siBisieTcs OCHOBHOW (popMOil 00yueHus B BbICIIEM Y4eOHOM 3aBEIE€HUU. 3alicH
JeKIMA B KOHCIHEKTaX JOJDKHBI OBITh WM30MpaTeTbHBIMH, IMOJHOCTHIO CIEAYeT 3alUChIBATh
TOJIBKO oOmpenesieHrs. B KOHCIEKTEe PEKOMEHIYeTCsl TMPUMEHSATh COKpAllleHHE CJIOB, YTO
YCKOpSIET 3amuch. Bompockl, BO3HMKAIOIIME B XOJ€ JIEKLIHUHU, PEKOMEHAYETCSl 3allMChIBaTh Ha
MOJISIX M TIOCNe OKOHYAaHUS JIEKIMH OOpaTUThCSA 3a pPa3bsICHEHHEM K MpernojaBaTeo.
HeoOxonuMo akTHUBHO paboTaTh C KOHCIEKTOM JICKIMH: T[IOCJI€ OKOHYAHUS JICKIIHH
PEKOMEHIyeTCsl IePeUnTaTh CBOM 3aITMCH, BHECTH TTOTIPABKU U JOTIOTHEHUS Ha TIOJISIX.

PaboTta Haj KOHCIIEKTOM JIEKIIUU OCYIIECTBISETCS MO dTaraMm:
— TOBTOPHUTH U3YYCHHBIN MaTepHas MO KOHCIIEKTY,
— HETIOHATHBIC TTOJIOKEHUSI OTMETUTH Ha TOJISAX U YTOUHHTH;
— HEOKOHYeHHBbIe ()pa3bl, MPOMYIICHHBIE CIOBAa U JPYTrUe HEMAOYETHl B 3AMUCIX

YCTPaHHTh, MOJIB3YSACh MaTeprajaMu U3 YIeOHHUKA U IPYTUX UCTOYHHKOB;

— 3aBepIINTh TeXHUYECKOoe OGOpMIICHHE KOHCIEKTa (IMOAYEPKUBAHUS, BbIICICHHE

TJIAaBHOTO, BBIJICTICHUE PA3/IEIIOB, MOAPA3ACIIOB U T.I1.).

CamocTosaTenpbHyl0 paboTy ciieqyeT HauuHATh C JOPaOOTKH KOHCIIEKTA, JKEeJIaTelbHO B
TOT K€ JIEHb, TIOKa BPEMS HE CTEPJIO COACpKaHUE JIEKINH U3 maMsaTu. PaboTa Haj KOHCTIEKTOM
HE [IOJDKHA 3aKaHUMBAThCs C MpociyliuBaHus Jekiuu. Ilocime nekuuu, B mpoiiecce
CaMOCTOSITEIbHON pabOTHI, IEPET TEM, KaK OTKPBITh TETPaIh C KOHCIIEKTOM, MTOJIE3HO MBICIICHHO
BOCCTAHOBUTH B MAMSITH COJEP>KAHUE JIEKIIUU, BCIOMHUB €€ CTPYKTYPY, OCHOBHBIE MOJIOKEHUS 1
BBIBOJIBI.

C uenpto 10pabOTKH HEOOXOAMMO MPOYUTAThH 3aMTUCH, BOCCTAHOBUTH TEKCT B MaMSITH, a
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TaKXKe HCIPABUTh OINHWCKH, paclIMpoBaTh HE NPUHATHIC paHEE COKPAILICHMS, 3alOJIHHUTH
IIPOIYIEHHBIE MECTA, MOHATh TEKCT, BHUKHYTh B €ro CMbICI. Jlamee mpouuTaTh MaTepuai Io
PEKOMEHlyeMOI JIUTEpaType, pas3pellas B XOJA€ UTEHHS, BO3ZHUKIIUE paHEE 3aTpyIHEHu,
BOIIPOCHI, a TAKXKE JOMOJIHEHUS U UCIPABIIsAs CBOM 3alIUCH. 3allUCU AOJKHBI OBbITh HAIJISIIHBIMU,
JUISL 4eTO CIIEAYeT MPUMEHSATh pa3iMuHbIe CIIOCOOBI BBIJENEHHH. B X01e 10paboTKH KOHCIIEKTa
YIIIYOJISIOTCS, PaCIIUPSAIOTCS U 3aKPEIIIOTCS 3HAHUSA, a TaKXKe JIOMOJIHACTCS, UCIPABISIETCs U
COBEpULIEHCTBYETCS KOHCHEKT. Eme myunie, ecinu Bbl nepepaboTaeTe KOHCHEKT, JATUTE €ro B
HOBOW CHUCTEMAaTH3alMM 3alMCced. JTO, HECOMHEHHO, 3aliMET HEKOTOpPOE BpEMs, HO MaTepuall
BaMu OyJeT Xopoulo npopa®oTaH, a KOHCIIEKTHBHAs 3allUCh €r0 IPUBEIEHA B YHOOHBIN Ui
3allOMHUHaHMs BUJ. BBeseHue 3aroyioBKOB, CKOOOK, 00OOIIAIONIMX 3HAKOB MOXET 3HAYUTEIbHO
MOBBICUTh KA4€CTBO 3allMCH. JTOMY MOXKET CIIY>)KMThb TaKXKe NOJYEPKUBAHHE OTIECIbHBIX MECT
KOHCIIEKTa KpacHbIM KapaHIAlloM, IPHUBEJCHME Ha IOJAX WIM Ha OOpaTHOH CTOpOHE JIMCTa
KpPaTKO# cXeMbl KOHCIIEKTA U JIp.

[ToAroTOBNEHHBI KOHCIIEKT W pPEKOMEHJyeMas JIMTepaTypa HCIOJb3YeTCsl IIpU
MOJAFOTOBKE K NMPAKTUYECKOMY 3aHATUIO. [I0AroToBKa CBOAMTCA K BHUMATEIbHOMY IIPOYTEHUIO
y4yeOHOro MaTepuasia, K BBIBOJY C KapaHJaIloM B pYyKax BCEX YTBEpXKICHHH U (opmyi, K
pELICHHIO TNPUMEPOB, 3ajad, K OTBETaM Ha BONPOCHI, MPEUIOKEHHbIE B KOHIE JIEKLUU
IpernojaBaTeiieM WIA IOMELIEHHbIE B pPEKOMEHAyemMon mureparype. I[lpumepsl, 3amaun,
BOIIPOCHI 10 TEME SIBJISIOTCS CPECTBOM CAMOKOHTPOJIS.

HenpemeHHbIM yci0BHEM INTyOOKOrO YCBOEHHs y4eOHOro marepuasia SBJISIETCS 3HaHUE
OCHOB, Ha KOTOPBbIX CTPOUTCS M3JI0KEHHE Marepuayia. OOBIYHO MpernojiaBarellb HAalOMUHAET,
KaKkoll paHee U3y4CHHbII MaTepuall U B KaKOH cTeneHH TpedyeTcs NOArOTOBUTh K OUYEepEeTHOMY
3aHATUIO. JTa PEeKOMEHAIMs, Kak U TpeOOBaHHE CHCTEMAaTHYECKON M Cepbe3HO pabOoThl HAJ
BCEM JIEKLIHOHHBIM KYPCOM, MOJJIEKUT 0€3yCIOBHOMY BbINOJIHEHUIO. [ToTepu torudeckoil cBsizu
KaK BHYTPU TE€Mbl, TaK U MEXJIYy HUMH IMPUBOJUT K HETaTHBHBIM IOCJIEICTBUSAM: MaTepuall
y4eOHOIl NUCLMIUIMHBI IIepecTaeT OCHOBATEIbHO BOCIHPUHUMATHCA, a TBOPUECKUN Tpyn
MOJIMEHSIETCSl YTOMJIEHHBIM NepenuchiBanreM. OOpallleHre K paHee H3Y4eHHOMY MaTepuaily He
TOJIBKO ITOMOTaeT BOCCTAHOBUTHh B IAMSTH M3BECTHBIE IIOJIOXKEHMS, BBIBOABI, HO U NPUBOIUT
pa3po3HEHHbIE 3HAHUS B CHCTEMY, yriayOnser u pacmupsier ux. Kaxaslii Bo3BpaT K crapomy
MaTepuanay IMO3BOJISIET HAWTH B HEM 4YTO-TO HOBOE, IEPEOCMBICIUTH €r0 C HMHBIX IO3HULHUH,
ONpeAeNuTh JUId HEero HauboJsiee MOJAXOJAIIEe MECTO B YK€ HMMEIOIIeHcs cucTeMe 3HAHMU.
HeonHnokpatHoe oOpaieHune K MpoiIeHHOMY MaTepHuaiy sBiseTcss Haubolsiee paluOHaIbHON
dbopmoii mproOpeTeHust U 3aKperuieHns 3HaHui. OYeHb MOJIE3HBIM, HO, K COKaJICHUIO, €111e MaJIo
UCMOJNb3yeMbIM B MPAKTUKE CAMOCTOSTENbHONW paboThl, SBJISETCA IpeIBAPUTEIbHOE
O3HAaKOMJIEHHE C yuyeOHbIM MarepuanoM. Jlaxxe kpaTkoe, Oerioe 3HAaKOMCTBO C MaTepHajioM
ouepeAHON Jsekuuu gaer MHoroe. OOywaromuecss MHOJdy4aroT oOliee MpeJCTaBlIeHHE O ee
COJIEp’)KaHUU U CTPYKType, O TJIaBHBIX M BTOPOCTENEHHBIX BONPOCaX, O TEPMHUHAX H
omnpeneneHusx. Bee 3To obneryaer paboTy Ha JEKIUH U eTaeT ee LesIeyCTPEMIICHHO.

MeTtoaudeckue yka3aHusi MaruCTpaHTaM 110 OCBOEHUIO JUCIMITIINHBI TPEJICTaBIECHbI
TaKk)Xe B I0cOOUHU:

bocranosa JL.K., Panuenxo B.I1. 3amuimenssie HHGOpMaMOHHbIE CUCTEMBI M CPEIBL.
YueOHo-MeToANIeCKOe Mocooue i1t MarucTpanToB 1 kypca Hanpasienus noaroroku 09.04.03
[Tpuknannas nadopmaruka/ JI.K. boctanoBa— Yepkecck: BUL[ CesKaBl'TTA, 2015. —2 i

5.2. Meroauyeckue yka3aHusi VIl NMOATOTOBKH 00y4aloIuXcs K JIa0OpaTOPHBIM
3aHATHAM
- He npedycmMompenvl

5.3. Meroanueckue ykKazaHusi AJs1 NOATOTOBKH O0yYamwIIMXCH K NPAKTHYECKHM
3aHATHAM

HOI[FOTOBKa K IIPAKTHYCCKHUM 3aHATUAM

[ToaroToBKy K MHpPaKTUYECKOMY 3aHATHIO KaXAbli OOydaromMiics JTOJDKEH HayaTb C

18



O3HAKOMJICHHST C IUIAHOM MPAKTHYECKOTO 3aHSATHS, KOTOPBIM OTpakaeT CojepIKaHue
IpeUIO’KEHHON TeMbl. TiiarenbHOe MPOIyMbIBAaHHE U N3YYEHHE BOIIPOCOB IJIAaHA OCHOBBIBACTCS
Ha TpopabdOTKE TEKYIIEro MaTepHaia, a 3aTeM HW3ydeHHEe 00s3aTeNbHOM W JIONOJIHUTEIbHOM
JUTEPaTyphl, PEKOMEHJIOBAaHHON K JaHHOW Teme. Ha OocHOBe MHAMBHIyaJbHBIX MPEANOYTCHUN
oOyJaromeMycsi HeOOX0JIMMO CaMOCTOSITEIFHO BBIOpaTh TEMY JOKJIAJa 1Mo MpobdiieMe ceMUuHapa
Y 110 BO3MOYXHOCTH TIOJITOTOBUTH 10 HEMY TMPE3CHTAIIHIO.

Ecmu HpOI‘paMMOﬁ JAUCHUIIIMHBI TPCAYCMOTPCHO BLIIIOJIHCHUC ITPAKTUYCCKOI'0 3alaHus,
TO €ro HEOOXOIMMO BBIITOJIHUTH C YU4ETOM MPEIOKESHHON HHCTPYKIMH (YCTHO WA TUCHBMEHHO).
Bce HOBEBIE MHOHATHS 11O I/I3y‘~IaeMOf/'I TEMEC HeO6XOI[I/IMO BbIYUUTb HAMW3yYCTb U BHCCTHU B
rJIoccapuid, KOTOPBIH 1eTIecO00pa3HO BECTH ¢ CaMOro Havajia U3ydeHus Kypca. PesynbraT Takoi
paboThl JIOJDKEH TMPOSIBUTHCS B CIIOCOOHOCTH 0Oyd4aromerocsi CBOOOJHO OTBETUTh Ha
TEOPETUYECKHE BOTIPOCHI CEMUHAPA, €T0 BBICTYIUICHUH U YYaCTUU B KOJUIGKTUBHOM OOCYXKICHUU
BOIIPOCOB I/I3y‘-IaCMOI71 TEMbI, IPAaBUJIbHOM BBIIIOJIHCHUU IMTPAKTHYCCKUX 3aIIaHI/Iﬁ N KOHTPOJIBHBIX
pabor.

5.4. Metoanueckue yKa3aHusi 10 CAMOCTOATEJIbHON padoTe 00y4ar0IMXCs

Padora ¢ iuTepaTypHBIMH HCTOYHUKAMH U HHTEPHET pecypcaMu

B mpomecce mOArOTOBKM K TMPAKTHYECKUM 3aHATUSAM, OOy4aroIIUMCS HEOOXOIMMO
o0patuTh 0co00O€ BHHMMaHHE Ha CaMOCTOSATEIBHOE M3Y4YEHHE DPEKOMEHJIOBAaHHOM ydeOHO-
METOIMYECKOH (a TaKkKe Hay4YHOU U MOMYJISIPHOI) TUTEPATYPHI.

CamocrodrenbHas padoTa ¢ yueOHUKaMH, y4eOHBIMU [TOCOOUSAMU, HAYYHOM, CIIPABOYHOM
U IIONYJSIPHOM JMTEpaTypou, MaTepHalaMH NEpPUOAMYECKHX H3AaHuil u VHTepHera,
CTaTUCTHUYECKUMH JaHHBIMU sIBiIse€TCs HanOosiee 3((EeKTUBHBIM METOJIOM MOJIY4EHHUs 3HAHUH,
MO3BOJISIET 3HAYMTEIBHO AKTHBH3MPOBATH IPOILECC OBJIaAeHHs HH(OpMAIHe, crocoOCTByeT
Oosnee TrIyOOKOMY YCBOEHHMIO H3ydaeMoro marepuana, (opMupyer y oOydaromuxcs CBOe
OTHOIIEHHUE K KOHKPETHOU IpodiieMe.

Bosnee rirybokoMy pacKpbITHIO BOIPOCOB CIIOCOOCTBYET 3HAKOMCTBO C JONOJHUTEIBHOM
JUTEPAaTypOH, PEKOMEHIOBAHHOM IIPENOJABaTEIEM II0 KaXAOM TEME CEMHUHApCKOro WIN
NPAaKTUYECKOTO 3aHATHS, YTO MO3BOJISIET O0YYAIOIMMCS MPOSIBUTh CBOIO WHAMBHUIYAIbHOCTDH B
paMKax BBICTYIUICHMS Ha JTAHHBIX 3aHATHUSAX, BBIABUTH IIMPOKHUN CIIEKTP MHEHHH 110 M3y4aeMOn
npobieme.

MeTtoanyeckue peKOMEHAALNHU 110 NPOBECHUI0 YCTHOT0 OIIpoca.

VYcTHBIN onpoc SBISIETCS OJTHUM U3 OCHOBHBIX CITOCOOOB ydeTa 3HAaHUM OOy4YaroIIHXCs.
Pa3zBepHyTBIli OTBET OOydYaroOIIErocst JMOJDKEH TMpPEACTaBIATh COOOW CBSA3HOE, JIOTHUECKU
MOCJIEI0BATENbHOE COOOIEHNE Ha ONpEACNEHHYI0 TEMY, MOKa3bIBaTh €r0 YMEHHE MPUMEHSThH
oTpeieNIeHus, IPaBuiia B KOHKPETHBIX CIIydasX.

OcHoBHBIE KayecTBa YCTHOI'O OTBETA MO/JIEKAILETO OLIEHKE.

1. TIpaBUJIBHOCTH OTBETa IO COJCPKAHUIO (YUUTHIBACTCS KOJUYECTBO M XapakTep
OIIMOOK MPHU OTBETE).

2. Tlomnota W rIyOMHA OTBETa (YYUTHIBACTCA KOJMUYECTBO YCBOEHHBIX JIEKCHUECKUX
€MHMUII, TPaMMaTHYECKUX MPaBWII U T. I1.).

3. Co3HaTenbHOCTh OTBETA (YUUTHIBACTCS MOHUMAHKUE U3JIaraeMoro Marepuaa).

4. Jloruka wu3noxeHuss Marepuana (YUUTHIBA€TCS YMEHHE CTPOUTH UEIOCTHBIM,
NOCJIE0BATENBHBIN paccKa3, FPAMOTHO I0JIb30BATHCA CIIEUATIBHON TEPMUHOJIOTHEN ).

5. PanuoHanbHOCTh HCIIOJIB30BAHHBIX IMPHEMOB U CHOCOOOB pPEIIEHHUS IMOCTABIECHHOM
yuyeOHOl 3ajaum  (YUMTHIBAa€TCS YMEHHE HCIOJIb30BaTh Hambosiee MPOrpecCUBHBIE U
3¢ deKkTUBHBIE CTIOCOOBI TOCTHKEHUS e ).

6. CBoeBpeMeHHOCTh M 3(P(PEKTHBHOCTh HCHOJIB30BAHUS HATJSIHBIX MOCOOMH H
TEXHUUYECKHUX CPEJICTB TMpH OTBEeTe (YUYUTHIBAETCS TPaAaMOTHO U C TIOJIB30H TNPUMEHSTh
HarJSIIHOCT M IEMOHCTPAIIMOHHBIN ONBIT IPH YCTHOM OTBETE).
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7. Ucnonp3oBaHue AOMOJHUTEIBHOTO MaTrepHaia (IPUBETCTBYETCS, HO HE 0053aTeNbHO
JUTISL BCEX O0y4aroImuXcs).

8. ParroHa IpbHOCTh MCIOJIb30BAHUSI BPEMEHH, OTBEIICHHOTO Ha 3a/1aHue (He 01o0pseTcs
3aTSIHYTOCTh BBINTOJHEHUS 33JaHUsl, YCTHOTO OTBETAa BO BPEMEHH, C y4ETOM HMHAMBHAYaJIbHBIX
0Cc0OEHHOCTEH 00YUJaIOIIIXCS).

MeTtoanyecKue peKOMeHAalMH M0 NPOBeIeHHI0 KOJUIOKBHYMA.

KounokBuym -rpymnmoBoe 00Cyk1eHHe 0]l pyKOBOACTBOM IMPENOAABATENS JOCTATOUHO
HIUPOKOTO Kpyra mpoOsieM, Hampumep, OTHOCUTEIBHO CaMOCTOSITEIBHOTO OOJBIIOrO paszzieina
JEKIIMOHHOT'O WJIM NMPaKTHYECKOro Kypca.

Ha xomnokBuymM MOXKeT OBITh BBIHECEH pa3fiell JIEKIIMOHHOTO Kypca, 3HaHHE KOTOPOTo
JIOJDKEH  IIPOAEMOHCTpUpoBaTh  oOyuarommiica. KommokBuym  mpoBoautcss B (opme
co0eceJOBaHuUs TpernoAaBareNs ¢ O0y4JalOIMIMMUCS U COACPKUT B ceOe 3JIeMEHTHI MPOBEPKU
3HAHUH U KOHCYJIbTALUU.

Ha coBpemMeHHOM 3Tamne yTBEpIMINCH BA BUA MPOBEICHHS KOJUIOKBUYMOB - YCTHOTO U
NUCbMEHHOro. B mepBoM cilydae mpenrosiaraeTcsi OpraHu3alusi KOHTPOJS B BHUJE OTKPHITOrO
JMaiora WM TPYNIIOBOTO OOCYKIIEHHsI TEMBI, BO BTOPOM - IPOBEpKa 3HAHUI O0YyYarommxcs B
BUJIC MMCBMEHHOT'O H3JI0XKEHUs OTBETOB (Pa3BEPHYThIE OTBETHI HA BOIPOCHI, pedepaTsl, 3cce U
T.J.)

Ecnu KoIJIOKBUYM NpPOBOJUTCS B NUCbMEHHOW (hopMe, TO pe3ynbTaThl AESTEIbHOCTU
oOyyarouuxcst MpeACcTaBisAoT co00il:

® pa3BEPHYTHIE OTBETHI HA KOHTPOJIbHBIE BOIIPOCHI;
® pELICHUS KOHTPOJbHBIX 3aJJaHUH.
O06Bem ostHOTO 010K BOIPOCOB cosiepkuT 20-30 BOIIPOCOB.

1.KonnokBuyM HpOBOJIUTCS, Kak IMpaBWiIO, BO BHeayAuTOpHOe Bpems. B mopsake
UCKJTIOUEHHS] C YYETOM HalM4usi PecypcoB oOecredeHus y4eOHOro Ipolecca KOJUIOKBHYM
MOYET OBITh IPOBEJEH B ayJUTOPHOE BPEMsl, BbIJICJIEHHOE Ha U3Y4YE€HUE TaHHON TUCIMITIIMHBI.

2. B ciryuae HEyZOBIETBOPHUTEIFHOTO Pe3yibTaTa CAayl KOJJIOKBHYMa O0YyYaromeMycs
paspelnraercsi ero IepecaaTh B OCTaBLIMICA A0 3K3aMEHALMOHHOM ceccun mepuon. [lpu He
C/IaHHOM KOJIJIOKBHYME OOYUaIOMIMIACS HE JOMyCKAeTCs JI0 3a4eTa Mo dTON AUCIUTUINHE

OcoOeHHOCTH MPOBEACHNE YCTHOTO KOJUIOKBUYMA 10 TE€ME WJIU Pa3/ielny JUCLUIUIMHBL:
CobecenoBaHne BeAeTCA € KaXKIbIM O0YyYaroIIMMCS WHAWBHUIYyaJlbHO B HPHUCYTCTBHHM MaJloi
rpymnisl (5-6 4enoBex).

B cmydae 3arpynmHeHums oOydaromierocss TpW OTBET€ Ha TIOCTAaBICHHBIH BOIPOC,
nocjaeIHU MoxeT ObITh mepeaapecoBaH ApyruM. [Ipu 3Tom oOywaromuecss MOTYT JOTMOJIHATh
Jpyr Ipyra, TUCKYTHPOBaTh, 33JaBaTh BOIMPOCHL, BCECTOPOHHE O00CYXnas mpoOiemy. Takum
00pa3oM, KOJUIOKBHUYM IpejcTaBiseT co0oil rpymmoByro ¢opmy Oeceabl IMpenojaaBaTelis C
00y4aroIMUMHUCS € LEeNbIO BBISCHEHUS UX 3HAHUH.

[Ipn stom kaxaomy BbIcTaBisieTcs AuQ@epeHurpoBaHHas oleHka. Ha komiokBuyme
oOyyaromuecsi MOT'YT TOJb30BaThCs CBOMMHU 3allUMCSAMHM M3Y4EHHBIX MarepuaioB. He ciemyer
CBOJIUTH KOJUIOKBUYM K ceMuHapy. Eciin cemMuHap ceroqHs He peKOMEHIYETCS IIPOBOANTH JIHIIH
BOIPOCHO-OTBETHBIM METO/I0M, TO Ha KOJUIOKBUYME TaKOH METO]I SIBJISIETCS OCHOBHBIM.

Ha xomroxBruymMe 00yJaromuiics T0JHKEeH MPOIEMOHCTPUPOBATH, YTO OH:

® 3HAET CO/EP)KAHUE U CTPYKTYpPY JIEKLIMOHHOTO WJIM MPAKTHUYECKOT0 Kypca, OTIEIbHbIX
e€ riaB u naparpados (eciau Ha KOJUIOKBUYM BBIHOCUTCS OTAEIBHBIN TPYA);

® YSICHUJI JIOTUKY M3JIOKEHHS MaTepuaa,;

® yMeeT BBIJICIIUTh Y3JI0BbIE UCH U MOJ0XKEHUS;

e yMeeT 0000IIaTh MaTtepuall ¢ MOMOIIbIO CXeM, TaOJHI], BOIIPOCOB M JielaTh 3alHiCcH
MIPOYMTAHHOTO (CAETaTh BHIMUCKH, COCTABHUTH IUIAH, TE3UCHI, aHHOTAINIO, PE3IOME, KOHCIIEKT);

® BUJIUT CBSI3b U3Y4aeMOM TEOPHUHU C MPAKTHKOM;

® MeeT COOCTBEHHOE MHEHHE O MMPOYUTAHHOM.
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MeTtoanyecKue peKOMeHAAUMH M0 MOAT0TOBKe 00y4alOUIMXCsl K TeCTHPOBAHUIO.

B coBpemeHHOM 00pa3zoBaTeIbHOM IpOLECCE TECTUPOBAHME Kak HOBas (hopMa OLICHKH
3HaHWUH 3aHUMAeT Ba)KHOE MECTO U TPeOyeT cepbe3HOro K ce0¢ OTHOILICHUSI.

Ilenp TecTupoBaHUl B X0A€ ydyeOHOro mpouecca o0y4yarollUXcs COCTOMT HE TOJIBKO B
CHCTEMaTHYECKOM KOHTpPOJIE 32 3HAHWEM TOYHBIX JaT, UMEH, COOBITHiA, SBICHHA, HO U B
pa3sBUTMM YMEHHs OOy4yarollMXCsl BBIAENATb, AaHAIM3MpPOBATh U 0000mare Haubosee
CYIIIECTBEHHBIC CBSI3HM, MPU3HAKU M MPHHLUIBI PAa3HBIX HCTOPHUYECKUX SIBICHUN M IMPOIECCOB.
OZHOBPEMEHHO TECThl CHOCOOCTBYIOT ~pa3BUTHIO TBOPYECKOI'O  MBILIUICHHUS, YMEHHIO
CaMOCTOSITENILHO JIOKAIU30BaTh U COOTHOCUTH UCTOPHUECKUE SIBJICHUS M MPOIIECCHl BO BPEMEHHU
U IPOCTPAHCTBE.

Kak u mo6ast apyras ¢opma MmoAroToBKM K KOHTPOJIO 3HAHUH, TECTUPOBAHUE UMEET Psifl
0COOEHHOCTEH, 3HaHNE KOTOPBIX IOMOTAET YCIEUTHO BBIIIOJHHUTh TECT.

MOHO aTh CIEAYIOINE METOINIECKAE PEKOMEHIAITHH:

e [Ipexne Bcero, cieqyeT BHUMATEIBHO U3YUYUTh 0OydYaroLleMycsl CTPYKTYypy TecTa,
OLIEHUTHh 00BEM BPEMEHH, BBIJICNSIEMOT0 Ha JAHHBIH TECT, yBUIETh, KAKOTO THIIA 33/1aHUS
B HEM cojiepxKaTcs. ITO IOMOKET HaCTPOUTHCS Ha paldoTy.

e Jlyumie HaYMHATH OTBEYATh HA T€ BOIPOCHI, B IPABUIBHOCTH PEUICHUS KOTOPHIX HET
COMHEHHMIA, TIOKa HE OCTaHABJIMBASACH HAa TEX, KOTOPHIE MOT'YT BBI3BATH JOJITHE PA3AyMbsl.
3TO MO3BOJIUT YCIIOKOUTHCS U COCPEIOTOUNTHCS Ha BBIITOJHEHUH 00JIee TPYIHBIX
BOIIPOCOB.

e  OueHb Ba)XHO BCErJa BHUMATENILHO YUTATh 3a/laHUs 1O KOHIIA, HE MBITAsICh TOHSTh
YCIIOBHS «I10 TEPBBIM CJIOBAM» UJIH BBITIOJIHUB MTOJOOHBIE 331aHUS B MPEABLITYIINX
TecTUpoBaHUsAX. Takas crenka HepeaKo IPUBOAUT K TIOCATHBIM OIIMOKAM B CAMBIX
JIETKHX BOIPOCAX.

e Ecnu Brl He 3HaeTe OTBETa Ha BONPOC UJIM HE YBEPEHBI B TPABUILHOCTH, CIICAYET
IPOIYCTHTB €r0 U OTMETHTb, YTOOBI TOTOM K HEMY BEPHYTHCS.

e [lcuxosorum TaKxe COBETYIOT JIyMaThb TOJBKO O TeKymleM 3agaHud. Kak mnpasuio,
3aJjaHMsl B TECTaxX HE CBs3aHbl JIPYT C JAPYrOM HENMOCPEJCTBEHHO, OITOMY HEOOXOAUMO
KOHIICHTPUPOBATHCS HA JAHHOM BOTIPOCE M HAXOIUTh PEUICHHS, IMOAXOSAIINE UMEHHO K
Hemy. Kpome Toro, BeINoJIHEHHE 3TOW peKOMEHIALNH JacT €lle OJUH MCUXOJIOTHYEeCKUI
3¢ (deKT — M03BOJIUT 3a0BITh O HEYAAU€ B OTBETE Ha MpPEbIAYIINUN BOIIPOC, €CIU TaKOBasI
uMesa MeCTo.

e MHorue 3a1aHusi MOKHO OBICTpee PEeIINTh, €CIIM HEe HCKATh cpa3y MPaBHIbLHBIA BapHAHT
OTBETa, a IMOCJENOBATEIbHO HCKIIOYAaTh T€, KOTOpBIE SBHO HE MOIXOAAT. MeTon
UCKJTIOUEHHs] TO03BOJISIET B WTOre CKOHLEHTPUPOBATh BHHMMAaHHE Ha OJHOM-IBYX
BEPOSITHBIX BapHaHTAaX.

e PaccuuThiBaTh BBHINOJHEHUE 3aJlaHMM HYXHO BCErJa TaK, 4TOObI OCTaJIOCh BpeMs Ha
npoBepKy U JopaboTky (mpumepHo 1/3-1/4 3amnaHupoBaHHOro BpeMeHH). Toraa
BEPOSITHOCTh OIHMCOK CBOJAMTCS K HYJIO M MMEETCS BpeMs, 4ToObl HaOpaTh MakCHMyM
0aJuIOB Ha JIETKUX 33JJaHUAX U COCPEOTOUMTHCS Ha pelleHUH Oosiee TPYAHbIX, KOTOpbIe
BHAYaJIe MPUILIOCH MTPOIYCTHTb.

e [lponecc yraapiBaHus MPaBUJIBHBIX OTBETOB JKEJATEIbHO CBECTH K MUHHUMYMY, TaK Kak
3TO YpeBaTO TEM, YTO OOydJaromuics 3a0ydeT O TJaBHOM: YMEHHH HCIIOJIb30BaTh
UMEIOIIMECs] HAaKOIUIEHHBIE B YU€OHOM Ipoliecce 3HaHUA, U OyAeT HalesThCs Ha yaauy.
Ecnu  yBepeHHOCTHM B MNpaBWIBHOCTH OTBETa HET, HO WHTYUTHBHO TOSBIISIETCS
NPEINOYTEHUE, TO TICHXOJOTH PEKOMEHAYIOT JTOBEPSATh WHTYHIMH, KOTOpas CUUTAETCS
NPOSIBIIEHUEM [NTyOMHHBIX 3HAaHUH U OIbITA, HAXOAIIUXCS Ha YPOBHE MOJICO3HAHMUS.

[Tpu MOATOTOBKE K TECTy HE CIEAyeT MPOCTO 3ay4YMBaTh, HEOOXOIMMO TMOHATH JIOTHKY
U3JI0KEHHOT0 MaTepuayia. DTOMY HEMaJlo CIIOCOOCTBYET COCTaBJIEHHE PA3BEPHYTOrO IUIaHa,
TaONHIl, CcXeM, BHUMAaTeJIbHOE W3YUCHHE pa3JesoB Kypca. BONBIIyI0 MOMOIIb OKa3bIBAIOT
OnyOJMKOBaHHBIE COOPHMKH TECTOB, VIHTepHET-TpeHa)Xephl, MO3BOJSIONINE, BO-TIEPBBIX,
3aKpEeNHUTh 3HAHUS, BO-BTOPBIX, MPUOOPECTH COOTBETCTBYIOUIME IICHXOJIOTHYECKHE HABBIKU
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caMoperyjaaum M CaMOKOHTPOJIA. Hmenno Takue HaBBIKM HE TOJBKO IOBBIIIAIOT
3(PEeKTUBHOCTH MOATOTOBKHU, MO3BOJISIOT OOJiee YCIENTHO BECTH ceOsi BO BpeMs 3adera, HO U
BOOOIIIE CITOCOOCTBYIOT Pa3BUTHIO HABBIKOB MBICIMTEIBHOM pabOoTHI.

MeTtoauyeckue peKOMEHIANMN /1JIsl BBINOJHEHUS] HHANBUAYAJIbHBIX MPAKTHYECKUX
3alaHMI.

MeTtoaudeckue yka3zaHWs IS BBIOJHEHUS WHIVMBUAYAIBHBIX MPAKTHUECKUX 3aJlaHUN
(MybTUMEIUNHBIX MTPOEKTOB). MIHAWBUyaTIbHBIC 33/1aHUS — Pa3HOOOpa3Hble PadOThl HAYYHOTO,
METOJIMYECKOT0 WM Y4eOHO-TIPAaKTUUYECKOTO Xapakrepa. MHAWBHIyalbHBIC 3aJaHUS HOCST
3aBEIOMO HECTAaHJApTHBIM XapakTep U OLEHUBAIOTCA B KaXKIOM Clly4ae HWHAMBHAYaJIbHO.
CopnepxaHue WHIUBUAYATHHOTO 3aJlaHUSl JIOJDKHO OBITH COTJIACOBAHO C TIPEMOAaBaTelieM,
BEJYLIUM MPAKTUYECKUE 3aHATHUS.

IIpesenranus.

Copep:xaHue Mpe3eHTaIll COOTBETCTBYET CO/IEPKAHUIO KOHTPOJILHOM pabOTHI.

O6beM — He meHee 10 cnaiiios.

1-i1 — Tema, ®UO obyuaroierocs, roj u31aHusl.

2-it — COJEP2KAHUE.

3-4-ii — BBelIeHHUE: KpaTKO - aKTyaJbHOCTb, II€NH, 3aJayd, OOBEKT U TMpeaMeT
WCCJICIOBAHMSI, TEOPETUYECKAsi, HOPMATHUBHASsS W AMIHMPUYCCKAs OCHOBA, METOOJIOTHYCCKas
OCHOBA, CTPYKTYypa paboThI.

C 5-ro - ocHOBHAast 4acTh (TEKCT) CO CX€MaMH, TaOJIUIIAMH, TUarpaMMaMH, KapTHHKaMH,
¢$oTO, CTATUCTUYECKUMH JaHHBIMU U T.1. 13

3akiroueHue: KpaTkue BeIBObI 1o padore. (1-2 ciaiina).

Crucok UCOIb30BaHHOM JTUTEpaTyphl — Bech. (1-2 crnaiina).

CHOCKU HE HYKHBI.

[Mocnegnuii cmaii ykas3plBaeT Ha Jorudeckoe 3aBepiieHue pabotel: Cracubo 3a
BHMMaHue! wiu biaromgapum 3a BHUMaHue!

TexcT BbpIpaBHUBaeTCS Ha ClIaiax MO MIUPUHE U MPUOIUZUTENHHO OJUHAKOBOTO
pa3mepa.

IIBeT ¢doHa crnaiina HEe TOJDKEH CIIMBATHCA C IIBETOM IIpudTa TEKCTA.

Pexomenayercss mpuMeHaTh d¢dektsl anumanuu. CMEHY CIaiIoB MOXKHO BBICTABIISTH
10 BPEMEHU HIIU «I10 IIeT4Ky». JlomyckaeTcss mpuKperieHre My3bIKalbHOTO (haiina.

MeTtoanyeckue peKOMeHAAINH 1JIsl BBINOJTHEHHS KOHTPOJIbHOM padoThI.

Kontponbaas pabora — 3T0 (opma TEKylero KOHTPOJIA 3HAHUM O0O0yJarouuxcs.
KontponbHas paboTa BHIIOIHAETCS THCbMEHHO.

OHa MOXeET MPOBOJUTHCS B pa3HbIX (popmax:

® TECTUPOBAHUE,
® pEIIECHNE NIPAKTUYECKOH 3a1auH,
e OTBET Ha NPOOJEMHBII TEOPETUUYECKH BOIPOC U JIp.

[IpennoururenbHON HOPMOI KOHTPOIHLHON PaOOTHI SABISIETCS TECTUPOBAHUE.

[Topsiiok mpoBeIeHUSI KOHTPOJIBHBIX paboT

BoinonHsiss  KOHTpOJBbHYIO paboTy, HEOoOXOJUMO BHHMATEIIbHO O3HAKOMHUTHCI C
YCIIOBUSIMU 33JJaHUI U YETKO UX BBIIIOJIHUTE.

Kak mnpaBuio, KOHTponbHbIE paOOTBl TPOBONATCA Ha MPAKTUYECKOM 3aHATHH.
OOyuaronmMes, oOydJaroUMMces M0 3a04HOM Gopme O0ydeHHUs, KOHTPOJbHBIE PabOThI MOTYT
ObITh 3amaHbl Ha JoM. KoHTpoibHas paboTa MPOBOAUTCS B TEUYEHHE BCETO NMPAKTUYECKOTO
3aHSTHSL.

PaGora BeImonHsETCS camocTosTeNbHO. [lonb30BaThCsl MUTEPATypoil Ha KOHTPOJIBHOM
paboTe 3ampeliaercsi, €ciM TOJbKO 3TO HEMOCPEIACTBEHHO He mpeaycmoTpeHo IIporpammoit
COOTBETCTBYIOIIEH  y4eOHOM  AMCUMIUIMHBI  (BO3MOXKHO  HCIIOJIb30BAHHME  CJIOBaps).
Hcnonb3oBaHue Ha KOHTPOJBHOW paboTe MarepuajoB, HE pa3pelieHHbIX IperojaBaTesieM
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SBIISICTCS OCHOBAaHUEM /IS yJaleHus, OOy4aroIlerocs U3 ayAUTOPUU U IOCIEIYIOLIETO
IPOCTABJIEHUS B BEIOMOCTh OLICHKH «HEYI0BJIETBOPUTEIBHOY.

KonrponbHast paboTa BBIOMHSAETCS Ha OTACIBHBIX JIUCTaX CHHUMH YEepHHJIAMH
pa300pUMBBIM IIOYEPKOM (€CIIM MOYEPK MENKHH MM Hepa30OpuMBBIN, TO paboTa BBIIOIHIETCS
MEYaTHBIMU OyKBamH). 3ampeniacTcsi MCIOJIb30BaTh IBETHBIE YepHUIA (KpacHbBIC, 3€JICHBbIC W
T.J.), a TaKXke Kapanaam. Takue KOHTPOJIbHbIE PabOThI MpenoaBaTesb BIpaBe He IpoBepsATh. B
3TOM ciydae 3a paboTy BBICTaBIseTCS HU3IIAs oueHKka. Eciu paboTa BeIONHEHA HEAKKYpaTHO,
HEepa300pUMBBIM ITOYEPKOM, TO IIPENOaBaTellb TAKXKe BIIpaBe HE NPOBEPSTh Takyio padory. B
TOM cilydae OOydaromeMmycs HaJUIeKHT IepenucaTb padoTy B KOHCYJIbTALMOHHBIE Yachl
IpEenoJiaBaTess, IpU TOM 3a BTOPYIO KOHTPOJIbHYIO pab0Ty HE MOKET OBbITh BBICTaBJIEHA OLIEHKA
«OTJIMYHOY.

Ecnu BbINOIHEHNE KOHTPOJIBHON pabOThI IPEYCMOTPEHO J10Ma, TO pab0Ta BBITOJIHACTCS
B nieyaTHOM BuJe (mpudt — 14, natepBan — 1,5, yepHbIMU YepHHUIIAMH) Ha OTHENBHBIX JINCTaX
¢dopmara A4, IUCTBI AOIKHBI OBITH B 00S3aTE€IBHOM IOPSJIKE HAAEKHO CKPEIUIEHBI WIIH
npommuThl. JlomManiasst paboTa BRIOIHAETCS CAMOCTOSATEIBHO.

B ciyuae TekcTyalabHOro COBHAJEHHMS OTBETOB Ha 3a/aHUs JIOMAlIHEH KOHTPOJIBbHOM
paboThI, TAKKE KOHTPOJIBHBIC PAOOTHI OIEHUBAIOTCS MUHUMAIBHBIM OayutoMm — 0 6amioB. Tak ke
olieHuBaeTcs paboTa, HalKCaHHas He 110 CBOEMY BapUaHTY (KakK JOMAIIHAs, TaK U ayJIUTOpHAs).
TpeboBanust K OQOPMIICHHIO U COJCpXKaHUIO (PAKyIbTaTUBHBIX pPabOT yCTaHABIUBAIOTCS
npernojiaBaTesaeM, IpOBOIAIINM TaKHMe KOHTPOJIbHbIE pab0OThl, CAMOCTOSITEIBHO.

OpHako npeAnoYTUTEIbHEE MPOBOAUTE Pab0Thl, paccunTanHble Ha 20-30 MunyT. B 3TOM
Cllyyae OCTAaeTCs BO3MOXHOCTb OOCYIUTBH BOIPOCHI 3aHATHS, MPENYCMOTPEHHBIE MPOTrpaMMOil
y4eOHON JUCIUTIIIMHBI.

MeTtoauyeckue peKoOMeHAAlNHU /sl IOATOTOBKH J0KJIa/Aa.

JlJis mOrOTOBKM MpPE3EHTAllMU PEKOMEHIyeTcsi ucnoiab3oBaTh: PowerPoint, MS Word,
Acrobat Reader, LaTeX-oBckuii maker beamer. Camasi mpocTas mporpamMma Juis CO3/IaHHsI
npesenTanuii — Microsoft PowerPoint. [[ns moaroroBku npeseHTanuy He0OXOUMO coOpaTh U
00paboTaTh HaYaJIbHYIO HH(OPMALIUIO.

ITocnenoBarenbHOCTh NOATOTOBKH IPE3EHTALIMN:

1. Yerko cdopmynupoBaTh Leib MPE3EHTAMU: Bbl XOTHTE CBOIO ayAUTOPHUIO
MOTUBUPOBATh, YOEINUTh, 3apa3uTh KaKOW-TO UaeeH UM MPOCTO (POPMAILHO OTYUTATHCS.

2. Ompenenuth KakoB Oyner ¢opMaT Npe3eHTAlMU: >KUBOE BBICTYIUIEHHE (TOrAa,
CKOJIBKO OyZIET ero MpoJI0JIKUTENbHOCTD) MIIM JIEKTPOHHAs pacchulka (KakoB OyJeT KOHTEKCT
MPE3EHTALINN).

3. OTo0paTh BCIO COAEPKATENBbHYIO YacTh JUIsl MPE3EHTALUU M BBICTPOUTH JIOTMUYECKYIO
LENOYKY MPEACTABICHUS.

4. OnpenenuTh KIFOUYEBbIE MOMEHTBI B COJIEPKAHUN TEKCTA U BBIJEIINUTD UX.

5. OmpenenuTh BUIbl BU3yadu3aluu (KapTHUHKH) A OTOOpa)K€HUS MX Ha cllaiijjax B
COOTBETCTBUM C JIOTUKOH, LIEJIbIO U crienu(UKOi MaTepuana.

6. [Tomo6parhs mu3aitH U GOpMaTUPOBATH CIAWIBI (KOJTUYECTBO KAPTUHOK M TEKCTa, UX
pacIroIokeHHUE, IBET U pa3Mep).

7. IIpoBepuTh BU3yaabHOE BOCIPUITHE MPE3CHTALUH.

K BugaMm Bu3yanuzaluu OTHOCSTCS WIIIOCTpAalMM, OOpasbl, AUAarpaMMbl, TaOJUIBL.
Wnmoctpanust - mpelcTaBiIeHUE PealbHO CYIIECTBYIOUIEro 3puTenbHOro psaa. O0passl — B
OTIMYME OT WuIOCTpauui - Metadopa. VX HazHaueHHe - BBI3BaTh SMOIMIO U CO3/aTh
OTHOILLIEHWE K HEW, BO3JEHCTBOBATH HAa ayAUTOpUI0. C MOMOIIBIO XOPOLIO MPOAYMAHHBIX M
npe/cTaBIsieMbIX 00pa30B, MHQPOpPMALUsS MOXET HAJOIr0 OCTAaThCs B IaMATH YeJIOBEKa.
Juarpamma - BHU3yanu3alus KOJIMYECTBEHHBIX M KaueCTBEHHBIX CBsA3eil. VX ucmonb3yroT ass
yOeauTeNnbHON JeMOHCTpAllMK JAaHHBIX, Ui MPOCTPAHCTBEHHOI'O MBIIUICHUS B JIOTIOJIHEHHE K
jgorudyeckoMy. TaOnuma - KOHKPETHBIA, HAIJISIAHBIM M TOYHBIM Moka3 JnaHHBIX. Ee ocHOBHOE
Ha3Hau€HHUe - CTPYKTYpUpOBaThb HH(OPMAIMIO, YTO MOPOH oOserdaer BOCHPUATHE ITAHHBIX
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ayIUTOPHUEN.

[IpakTH4eckure cOBETHI IO MOATOTOBKE NMPE3EHTALMU TOTOBBTE OTIENIBHO:

e [ICYATHBIN TEKCT + CJAalbl + pa3aaTOYHbI MaTepHall;

e  CIiaiibl - BU3yallbHas 10j1a4a MHPOPMALMKU, KOTOpas 10JKHA COAEPKaTh MUHUMYM
TEKCTa, MAaKCUMYM H300pakK€HHUH, HECYIIMX CMBICIOBYIO HAarpy3Ky, BBIIVISAETh HArjsHO U
IPOCTO;

® TEKCTOBOE COACPKAHHUE MPE3CHTAlMU — YCTHAs Peub WIM YTEHUE, KOTOpas JOJDKHA
BKJIIOYATh apI'yMEHTBHI, (DaKThl, JOKa3aTeIbCTBA U YMOLIUY;

®  PEKOMEHJIyeMOe YHCIO claiiioB 17-22;

e oOs3arenpHas wuHGbOpMAIMS IS TNPE3CHTAUU: Tema, (aMUiIus W HWHUIHAIIBI
BBICTYIAIOUIETO; IUIAH COOOILICHMS; KpaTKWE BBIBOJBI M3 BCEr0 CKa3aHHOTO; CIIHCOK
MCIIOJIb30BaHHBIX UICTOYHHUKOB;

®  pa3NaTOYHBIN MaTepuall — JOJDKEH O0ecredrBaTh Ty XK€ INIyOMHY W OXBaT, 4TO U
KMBOE BBICTYIIJICHHE: JIIOAU OOJbILIE JOBEPAIOT TOMY, YTO OHM MOTYT YHECTH C COOOH, uem
UCUE3aI0UINM N300pa)kKeHUsM, CII0BA M CJIal bl 3a0BbIBAIOTCS, a Pa3/1aTOYHBIN MaTepHa OCTaeTCs
IIOCTOSIHHBIM OCSI3a€MbIM HAllOMHUHAHUEM; Pa3/laTOUHbIM MaTepuan BakHO pa3/laBaTh B KOHIIE
IPE3EeHTAlMK; pa3aTOuHbIi MaTepUalbl JOJKHBI OTIMYATHCS OT CIIai10B, TOJKHBI ObITH OoJiee
MH(OPMAaTHUBHBIMHU.

Tema noxiaga gomkHa OBITH COTIACOBAHHA C IPENoJaBaTeIeM U COOTBETCTBOBATh TEME
yueOHOro 3aHATHS. Marepuajibl NpU €ro IMOArNOTOBKE, JOJDKHBI COOTBETCTBOBATh HAYYHO-
METOAMYECKMM TpeOOBaHUSAM By3a M OBITh yKa3aHbl B jaokiajge. HeoOxoaumo coOmronath
periaMeHT, OTOBOPEHHBI TMpH TMONyYeHUH 3anaHus. WIumocTpalnuu  JOJDKHBI  OBITh
JIOCTaTOYHBIMH, HO HE YPE3MEPHBIMH.

Pabora oOyuaromerocs Haja JOKIAJOM-TIPE3CHTAIMEH BKIIIOYAET OTPAOOTKY YMEHHS
caMoCTOsTeNIbHO 0000maTh MaTepuad M JejaTh BbIBOABI B 3aK/IIOUEHUM, YMEHUS
OpUEHTUPOBATbCA B MaTepuaje M OTBE€YaTb Ha JOMOJIHUTEJIbHBIE BOIPOCHl CiylIaTesNeH,
0TpabOTKY HaBBIKOB OPATOPCTBA, YMEHUS IPOBOAUTH AUCIYT.

JIOKJIaqUUKK JTOJKHBI 3HATh U YMETh: COOOIIATh HOBYIO MH(OPMAIUIO; UCIOJIb30BaTh
TEXHUUYECKHUE CPENCTBA; XOPOILIO OPUEHTHPOBATHCSI B TEME BCErO CEMHUHAPCKOIO 3aHATHS;
JUCKYTUpPOBaTh U OBICTPO OTBEYATh HA 3a/laHHBIE BOIPOCHI; YETKO BBIMOJHATH YCTAHOBIJIEHHBIH
pernameHT (He 6osee 10 MUHYT); UMETh IPECTaBICHUE O KOMIIO3UIIMOHHON CTPYKTYpe 0KIaaa
u J1p.

CTpyKTypa BbICTyIJICHUS

Berynnenne momoraer oOecreuuTh YCMEX BBICTYIUIGHMS TIO JI00OM TeMaTuKe.
Berymnenue A0MKHO collepikaTh: Ha3BaHKE, COOOIIEHHE OCHOBHON UEH, COBPEMEHHYIO OIICHKY
MpeaMeTa M3JIOKEHHS, KpPAaTKOE TMEPEYUCICHHE PacCMaTPUBAEMBIX BOIIPOCOB, JKHBYIO
UHTEPECHYI0 (OpMY H3JIOKEHHs, AaKIEHTUPOBAHHE BHHUMaHUS Ha BaXHBIX MOMEHTaX,
OPUTHHAIBHOCTD MOJIX0/1A.

OcHoBHasi 4YacTh, B KOTOPOWM BBICTYNAIOUIMI JOMKEH TJIYyOOKO pacKphiTh CYTh
3aTPOHYTOH TEMBI, OOBIYHO CTPOUTCS IO TPUHIMIY OTYeTa. 3ajada OCHOBHOW YacTH —
MPEJICTaBUTh JTOCTATOYHO IAHHBIX JJI TOTO, YTOOBI CIYIIATENH 3aWHTEPECOBAIUCH TEMOW H
3aX0TeJId O3HAKOMHUTHCS ¢ Marepuanamu. [Ipu 3TOM joruueckas CTpyKTypa TEOPETUYECKOTO
OJloka He JOJKHBI JaBaThbcs 0€3 HArJSAHBIX TOCOOWIA, ayquo-BH3yalbHBIX M BH3yalbHBIX
MaTepHaIOB.

3akirodueHne — SCHOe, YeTKoe 00OO0IIeHHe U KpaTKUe BBIBOJABI, KOTOPHIX BCETAA KAYT
CIIyIaTenun
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HpOMe)KyTO‘IHaH arTrecranus

ITo utoram 1 cemectpa( Ha ODO) u 3 cemectpa ( Ha O3DPO u 3d0O) MPoOBOAUTCS 3a4YET C
ouenkoil. Ilpu moaroroBke K cpade 3adeTa pPEKOMEHIYETCS IIO0JIb30BaThCS MaTepualaMu
NPaKTUYCCKUX 3aHATUH W MaTepuajiaMu, M3YYCHHBIMH B XOJI€ TEKYIIEH CaMOCTOSTEIbHOM

paboTHI.

3aueT NpoBOAUTCA B YCTHOM opMe, BKIIFOUAET MOATOTOBKY M OTBETHI 00y4YaroIIerocs Ha

TCOPCTUUCCKHUEC BOIIPOCHI. IIo utoram 3adeTa BHICTABIISICTCS OIICHKA.

Ilo wmToram 06y‘IeHI/I$I IpOBOAUTCA 3a4CT, K KOTOPOMY HAOIIYCKArOTCA 06yqafoumec;1,
HMCIOIIUC TTOJOKUTCIIBHBIC PC3YJILTATHI 110 3alIUTC IIPAKTUICCKUX pa60T.

6. OBPA3OBATEJ/IBHBIE TEXHOJIOT A

Ne n/m Buanbl yueOHoii padboThl Oopa3oBaresibHbIE Bcero yacos
TEXHOJO0INHN oODP0O | 0300 3P0
1 2 3 4 5 6
Cemectp 1 ODO, 3 cemectp 30O

1 Jlexuus: «Mopenu yrpo3 u | TexHonorust pa3BuTHs 2 2 2
HapyLuTenen KPUTUYECKOTI'O MBIIIICHHSI
UH(POPMALIMOHHOM
0€30I1aCHOCTHY.

2 [TpakTueckoe  3anstue. | UrpoBble TEXHOIOTUU 4 2 2
«KaHnansl YTEUKHU
uHpOpMaLUN B
COBPEMEHHBIX
ABTOMAaTH3UPOBAHHBIX
cucreMax  JIEKTPOHHOU
00pabOTKH JAHHBIXY.

3 ITpakTueckoe  3ansTue. | IrpoBble TEXHOIOTUN 2 2 2
«Knaccuduxanus
BHYTPEHHUX W BHEIIHHUX
HapYIIUTEIEH)

4 ITpakTueckoe  3ansTue. | IrpoBble TEXHOIOTUU 2 2 2
«TexHonoruu
ayTeHTU(UKALUU u
I PPOBaAHUS»

) [TpakTueckoe  3ansTHe. | UrpoBble TEXHOIOTUU 2 2 2
«be3onacHocTb web-
OpPUEHTHPOBAHHOTO
KOHTEHTa»

HToro yacoB B cemectpe: 12 10 10
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7. VYEBHO-METOJINYECKOE U UTHOPOPMALIMOHHOE OBECIIEYEHUE
TACIATLITAHBI

7.1. IlepeyeHb OCHOBHOI U ONMOJHUTEILHOI JJUTEPATYPHI

CnucoK OCHOBHOM JIUTEPaTypPbI

1. Aptemos, A. B. Mndopmarmonnas 6e30macHoCTS : Kype jekuuii / A. B. ApremoB. —
Open : MexpernonanbHas Akagemus: 6e3onacHocTH U BbbkuBanus (MABUB), 2014, —
256 ¢. — Texkcr : anexTponuslii // L{upposoii oO6pazoBatensHbiii pecypc IPR SMART :
[caitr]. — URL.: https://www.iprbookshop.ru/33430.html

2. llerpos, C. B. Undopmannonnas 6e30macHocTs : yuebnoe nmocodue / C. B. Ilerpos, I1.
A. KucnsaxoB. — Capatos : At [Tu Ap byke, 2015. — 326 ¢. — ISBN 978-5-906-
17271-6. — Texcr : anextpoHHbIi / Lnpposoii odpazoBarensubiii pecypc IPR SMART
: [caiit]. — URL. https://www.iprbookshop.ru/33857.html

3. IIpoxopoga, O. B. MadopmaiimorHasi 6€30MacHOCTh U 3alIuTa HHPOPMAIIUH : YICOHUK /
O. B. IIpoxopoa. — Camapa : CaMapcKkuii roCyJapCTBEHHbIN apXUTEKTYPHO-
crpoutenbHblid ynuBepcutet, 9bC ACB, 2014. — 113 ¢. — ISBN 978-5-9585-0603-3.
— Texer : anexktponnsiii // LHudposoii obpazoBatenbhblil pecypc IPR SMART : [caiiT].
— URL.: https://www.iprbookshop.ru/43183.html

4. llanbrun, B. ®@. 3anmra koMibeioTepHOi nHGOpManuu. I eKTUBHBIE METOIBI U
cpencta / B. @. llansrun. — 2-e uzn. — Caparos : [IpodoOpazosanue, 2019. — 543
c. — ISBN 978-5-4488-0074-0. — Texkcr : anexTponHsiii // LludpoBoi
obpazoBarenbHbIil pecypc IPR SMART : [caiiT]. — URL:
https://www.iprbookshop.ru/87992.html
Crucok JOTOTHUTEIBHOM JTUTEPaTyphI

1. Asgepuenkos, B. 1. Opranuzanuonnas 3anura nHdpopmManuu : yaebHoe nocobue ass
By30B / B. 1. ABepuenkoB, M. 0. PeiToB. — BpsiHCK : BpstHCKHIA TOCY1apCTBEHHBIH
TexHn4eckuil ynusepcurter, 2012. — 184 c¢. — ISBN 978-89838-489-0. — Texkcr :
anextponHsii // Lludposoit obpazoBarensubiit pecypc IPR SMART : [caiit]. — URL:
https://www.iprbookshop.ru/7002.html

2. HHCcTpyMeHTalIbHBIN KOHTPOJb M 3alIUTa HHPOpMauy : yaueOHoe mocodue / H. A.
Csunapes, O. B. Jlankun, A. I1. Jlanunkun [u ap.]. — Boponex : Boponexckuii
TOCY/IapCTBEHHBIN YHUBEPCUTET WHKEHEPHBIX TexHoyornid, 2013. — 192 ¢c. — ISBN
978-5-00032-018-1. — Tekcrt : anexktponHnsbIi // LludpoBoit 06pazoBaTenbHbIN pecypc
IPR SMART : [caiiT]. — URL: https://www.iprbookshop.ru/47422.html

7.2. IlepeyeHb pecypcoB HH(POPMALMOHHO-TEJICEKOMMYHUKAIIMOHHOM ceTH « AHTEepHET»
1. http:// www. rsl. ru / - caiit Poccuiickoit rocy1apCTBEHHON OHOITHOTEKH
2. http://lwww.gpntb.ru/ - caiit TocymapcTBeHHOW MyOMHYHON HAyYHO-TEXHHYCSCKON

oubmmorexku Poccun

3. http:// elibrary. ru / - caiitr Hay4Hoii 371€eKTpOHHO# OHOITHOTEKH

7.3. UndopManOHHbIE TEXHOJIOTHH, JTHIEH3HOHHOE IPOrpaMMHOe o0ecreyeHue:

JIMiieH3noHHOE MPOrpaMMHOE obecrieueHue

PekBU3NTHI TUIICH3UI/ TOTOBOPOB

Microsoft Azure Dev Tools for Teaching
1. Windows 7, 8, 8.1, 10

2. Visual Studio 2008, 2010, 2013, 2019
5. Visio 2007, 2010, 2013

6. Project 2008, 2010, 2013

7. Access 2007, 2010, 2013 u T. .

Nnentudukarop moanucunka: 1203743421
Cpok nerictBust: 30.06.2022

(mpoaneHne MOAMMCKH )

MS Office 2003, 2007, 2010, 2013

Ceenenus 06 Open Office: 63143487,
63321452, 64026734, 6416302, 64344172,
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64394739, 64468661, 64489816, 64537893,
64563149, 64990070, 65615073
Jluniensus 6eccpoyunas

Antusupyc Dr.Web Desktop Security Suite

JIM1IeH3NOHHBINA cepTUDUKAT
Cepuiinbiii Ne 8DVG-VI6F-H8S7-NRBC
Cpok nerictBust: ¢ 20.10.2022 no 22.10.2023

udposoii 06pazoBaTebHBINA pecypc
IPRsmart

Jlunensuonnsiii gorosop Ne 10423/2311 ot
30.06.2023 r.

Cpok aeitctBus: ¢ 01.07.2023 r. no
01.07.2024r.

8. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUITJIMHBI

8.1. TpeGoBanus kK ayIUTOPUAM (IOMEIICHUSIM, MeCTAM) /JIsl IPOBeACHUS 3AHATHI

1. YueOHasi aynuTopus AJsl IPOBeIeHUs 3aHATHH JEeKIIMOHHOI0 THIIA.

Crenmnanu3upoBaHHasi MEOEIb:

Kadenpa HamonpHas - 11T., CTY/ NpenogaBaTeIbCKHN MATKUAN - 11T., mapTel - 19mT.,

CTYJIbsI MSITKHUE -3211T., Tocka MenoBas - 1T, Habop nemMoHcTparimoHHOro 000pyA0BaHUS 1
yueOHO-HarJIAHBIX TOCOOU, 00eCTIeUNBAIOIINX TeMaTHYeCKUe WIUTIOCTpaluu: HTepakTuBHas
cucrema—lmt. Cuctemusiit 610k — 1 wr. [IpoexTop — 1 wrT.
2. Y4eOHass ayauTopus Js1 NPOBEeJCHUS 3aHATHH CEMHUHAPCKOI0 THIIA, KYPCOBOIO
NMPOEKTHUPOBAHUA (BBLINOJHEHUS] KYPCOBBLIX PpadoT), IPyNNoOBbIX M HWHIAMBHAYAJIbHBIX
KOHCYJIGTAM i, TEKYIIEr0 KOHTPOJISI U MPOME:KYTOYHOM aTTecTaluu.

Crenmnanu3upoBaHHasi MeOEIb:

[TapTsl - 611T., TOCKa MesloBast - 11IT., KOMIIBIOTEPHBIE CTOJIBI - 7IT., CTOJ
MPEenoaaBaTeNIbCKUi - 31IT., CTYJbs - 28 1IT., coJ JabopaTopHsbIi -3 mT. JlabopaTopHoe
000py/ZI0BaHUE, TEXHUYECKHE CPEICTBA O0YUEHHUs, CIyXKallue JUIsl TPEeI0CTaBIECHUS
yueOHoM nHpopmanuu 6oabmIoN ayautopun: Komnsiotep B coope - 7 wrT.

3. lTomemenne 1Jisi CAaMOCTOAATEILHOM PadoThI.

bubnuoreyHo-u3aaTenbCKUi HEHTP:

OT,I[CJ'I O6CJ'Iy>KI/IBaHI/IH IIE4aTHbIMU M3JaHUAMUA

Crneunanu3upoBaHHas MeOeb:

Pabouyue cronsl Ha 1 mecTo — 21 mir.

Crynbsg — 55 wr.

HaGop  1€MOHCTPaMOHHOTO  OOOPYIOBaHWA M y4e€OHO-HAINISAHBIX  MOCOOWIA,
o0ecrneunBaroIuX TeMaTHYECKHE UILTIOCTPALIH:

OKpaH HACTeHHBIN - 111T.
ITpoektop -1 miT.
HoytOyx -1 mrt.

HNudopmannoHHo-0ubarorpapuueckuit oTaen.

Crernuanu3upoBaHHasi MeOEIb:
Pabouwne cromnsl Ha 1 MecTo - 6 mT.
Crynbs - 6 mrT.

KomnbioTepHas TeXHUKa C BO3MOXKHOCTBIO MOAKIIOUEHUs K ceTn « HTepHeT» Hu
obecrieueHneM JOCTyMa B JJIEKTPOHHYIO HH(OpMarmoHHO-oO0pa3oBarenbHyio cpeny OI'BOY

BO «CesKasl'A»:
[lepcoHanbHBIN KOMIIBIOTEP — 11T
Ckanep -1 mr.
M®VY — 1.
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Otaen oOCyXHBaHUS SJEKTPOHHBIMH U3IaHUSIMU

Crernuanu3upoBaHHas MeOEIb:

PaGoumne cronsl Ha 1 mecTo — 24 1mT.

Crynbs — 24 .

HabGop nmeMoHCTpamMOHHOTO  OOOpyIOBaHWS H  y4eOHO-HATJSOHBIX  IOCOOUH,
o0ecreynBaroINX TeMaTUYECKUE UILTIOCTPALIUU:

WNuTepakTuBHas cucrema - 1 mr.

Monutop— 20 mr.

Monwurtop - | wr.

CereBoii TepMuHai -18 mr.

IlepcoHanbHbBIN KOMIBIOTED -3 LIT.

MO®OVY-2 mir.

[Tpuntep—1mr.

8.2. TpeGoBaHus1 K 000pPY10BAHUIO PA00YMX MECT MPeENnoaaBaTe/is U 00y4aIIMXCS

1. PaGoyee MecTo mpemnojaBaTelis, OCHALICHHOE KOMIBIOTEPOM C JOCTYIIOM B
WNHuTepHerT,

2. Paboume wmecta o0Oy4arolMXCs, OCHAIlEHHbIE KOMIIBIOTEpAMH C [JOCTYIIOM B
WuTtepHeT, npeHa3HaYeHHbIE A7 paObOTHI B 3JIEKTPOHHON 00pa30BaTeNIbHON Cpee.

8.3. TpeGoBaHus K cieUAJIU3UPOBAHHOMY 000PY10BAHMIO
- HET

9. OCOBEHHOCTH PEA/IMBALIMU JUCHUIIJINHBI 1J1s1 UHBAJIM/10B U JIMI C
OI'PAHUYEHHBIMU BO3MOKHOCTSAMMU 31OPOBbA

s oOecrieueHust 00pa3oBaHUs HWHBAIMAOB M O0y4aroUIMXcs C OrpaHUYEHHBIMU
BO3MOXHOCTSIMM 37I0pOBbsl pa3pabarbiBaeTcs (B ciyyae HEOOXOIMMOCTH) aJalTHpPOBAHHAS
oOpasoBarenbHasl MporpaMma, WHIWBHAYAIbHBIM y4e€OHBIM TJIaH C YYETOM OCOOEHHOCTEH HX
NCUXO(HU3UUECKOTO  PAa3BUTUA W COCTOSHHUS  3/70pOBbS, B YAacTHOCTH IPUMEHSETCS
MHAVBUAYAJIbHBII MOJIX0J] K OCBOEHHUIO JIUCLUIUIMHBI, UHIWBUIYyalbHbIE 33/JaHUs: pedeparsl,
NUCbMEHHBIE pabOThl M, HA0OOPOT, TOJBKO YCTHBIE OTBETHl M JAMAJIOTH, HHIUBUAYaJIbHBIE
KOHCYJIbTallUM, MCHOJb30BaHUE JUKTOPOHA M JAPYrUX 3aNUCHIBAIOIIUX CPEJICTB IS
BOCIIPOM3BEEHUS JIEKIIMOHHOTO U CEMUHAPCKOr0 MaTepuaa.

B nmensx obecriedeHust oOO0y4aromMxcs HWHBAIMJIOB M JIMI C OrPaHUYEHHBIMU
BO3MOXHOCTSIMM ~ 3[IOPOBbSl  KOMIUIEKTyeTcs (OHJ] OCHOBHOM Yy4eOHOH JHMTEepaTypo,
aJaNTHPOBAaHHOM K OrpPaHMYEHUIO OJJIEKTPOHHBIX O0Opa30BaTENbHBIX PECYPCOB, JAOCTYN K
KOTOpbIM opranu3zoBan B BUI[ Axanemun. B 0OuOnanoTeke mNpoBOIATCS HHIUBUAYaJbHBIE
KOHCYJIbTAllMM I JaHHOM KaTeropuu IMOJIb30BaTeNIel, OKa3bIBAETCS MIOMOIb B PETUCTPALIUU U
UCMOJIb30BAaHUM  CETEBBIX M  JIOKAJIBHBIX DJEKTPOHHBIX  00pa30BaTENIbHBIX  PECYPCOB,
MPEIOCTABIISAIOTCS MECTa B UUTAIBHOM 3aJI€.
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[Tpunoxenue 1

®OH/J OHEHOYHbIX CPEIACTB

o AMCHUIIJIMHE anuuesasie MTHQOPMAIMOHHBIE CUCTEMBL U CPEbI
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1. HACHOPT ®OHJA OHEHOYHbIX CPEACTB 110 JUCIIUIIJIMHE

3amunIeHHbIE I/IHd)ODMaI_[I/IOHHBIC CHUCTEMBI U CPCAbI

1. Komnerenunu, popMupyemMbie B mpouecce M3y4eHusl JUCHUIIHHbI

Nupexc PopMyJIMPOBKA KOMIIETEHIHMH

[K-7 CrocoOHOCTh Ha MPAKTUKE MPUMEHATh HOBbIE HAayYHbIE MPUHIUIIBI U METOIbI

HCCIIeJOBaHUN

2. Oranbl (pOPMUPOBAHUA KOMIIETEHIIUM B MPOLIEcce 0CBOEHM S U CIIUTINHbI

OcHOBHBIMU 3TanaMd  (OPMHUPOBAHUS YKA3aHHBIX KOMIICTCHLUMH TpU HU3Y4YCHHH

06y‘laIOH_[I/IMI/ICH JUCHUIINIMHBI  ABJIAIOTCA  IIOCIEAOBATCIIBHOC H3YYCHHC

COACPKATCIIBLHO

CBSA3aHHBIX MEXJ1y co00l pa3nenoB (TeM) yueOHBIX 3aHsATHH. M3yueHue Kaxxaoro paszaena
(Tembl) pearnonaraeT OBjajeHlue 00yJaromUMUCs HEOOX0AMMBIMU KOMIIETeHIUAMU. Pe3ynbraTt
aTTecTaluy OOYYAIOMIMXCS Ha Pa3IMYHBIX dTanax (pOpMHUPOBaHUS KOMIIETCHIIMN MOKA3bIBAET

YPOBCHBb OCBOCHUS KOMHCTCHI_II/Iﬁ 06y‘IaIOH_II/IMI/ICH.

OTaIHOCTh (bOpMI/IpOBaHI/IFI KOMHCTCHHI/Iﬁ npsaMo CBsA3aHa C MCCTOM JUCHUIIIIMHBI B

00pa3oBaTeNbHOI MporpamMmme.

Pa3znesbl (TeMbl)IUCUMIITIMHBI dopmupyemble
KOMIEeTeHIHH
(xoabI)
MK-7

1 2
Pazmen 1. VYrpo3sl 0e30macHOCTH, apXUTEKTYpbl CHUCTEMbI 3alIUTHI: +
0co0eHHOCTH coBpeMeHHBIX AC Kak 00bEKTa 3aIUThI
Tema 1.1. Yrpo3sl 6e30macHOCTH HH(OpMAIH
Paznen 2. VYsA3BUMOCTP  OCHOBHBIX  CTPYKTYPHO-()YHKIIMOHAJIBHBIX +
2JIEMEHTOB pacnpenencHubix AC.
Tema 2.1. Mogenu yrpo3 u Hapymurenei H"HPOpMalMOHHOW 0€301aCHOCTH
Tema 2.2. Knaccudukaiysi BRyTpEHHMX M BHEIIHUX HapylIuTenei +
Paznen 3. Knaccudukanusi kaHajaoB MPOHUKHOBEHHSI B CUCTEMY M YTEUKH +
uHpopMalnu.
Tema 3.1. Knaccudukanusi kaHaJoB NPOHUKHOBEHUS B CUCTEMY U YTEUKU
uHpopMauu
Tema 3.2. Kanampl  yreukn  uHOpManMM B COBPEMEHHBIX
aBTOMATH3UPOBAHHBIX CHCTEMAX 3JIEKTPOHHON 00pabOTKHU TaHHBIX.
Paznen 4. OcHoBHbIE GYHKIMM  TOJCUCTEMBI  3aIUTBI: OCHOBHBIE
3alIUTHbIE MEXaHU3MBbl OINEPAlMOHHOW cHcTeMbl ceMeicTBa  Unix,
HEJOCTaTK! €€ 3aIUTHBIX MEXaHU3MOB. +
Tema 4.1. OCHOBHBIE 3alIUTHBIE MEXAHU3MBbI OIEPALIMOHHON CHCTEMBbI
cemeiicrBa Unix
Paznen 5. 3amuTa ¢aiinoB, KOHTPOJIb JOCTYIA, YI3BUMOCTh TTApOJIeH. +
Tema 5.1. CpencTBa 3aluThl OTKPBITHIX HH(OPMAIIMOHHBIX CHCTEM.
Tema 5.2. Texnonoruu ayreHTU(GUKALNN U HYPOBaAHUS +
Pazgen 6. Cucrema Oe3omacuoctd Windows, cucrema yrpaBieHUs +

JOCTYIIOM, TIOJIMTUKA OTPAHUYCHUH.
Tema 6.1. Cuctema 6e3omacaocta Windows.
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Pazgen 7. OOGecnedyeHnne HaASKHOrO0 OecrepeOOMHOTO
l[OCTyr[a K OJAaHHBIM H HpI/IJ'IO)KeHI/ISIM, 3aiura oT BI/IpyCOB,
craMa ¥ BHEIIHUX aTak.

Tema 7.1. ObecrieueHre HaIEKHOCTH U OecrepeOOHOTO
(YHKIIMOHUPOBAHMS HHOOPMAIMOHHBIX CHCTEM CPEJIbI.

Tema 7.2. bezonacHocTh web-OpHEeHTH-POBAHHOTO KOHTEHTA
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3. Iloka3areyin, KpMTEPUH U CPEACTBA OLIECHUBAHMUS KOMIIeTeHIIUI, GOopMHPYyeMBbIX B NIpoliecce M3y4eHUs1 U CIUTINHbI

IInanupyemMsl pe3yJabTaThl

KpuTtepuu oneHuBaHus pe3ybTaToB 00y4ueHUs

CpencrBa oleHUBAHHUS

o0yueHHsI(IIOKa3aTeu pe3yJbTaToB 00y4eHHs
3a/IaHHOT0 YPOBHS HEYI0BJI. YIOBJI. X0po1Io OTJIUYHO TeKyImii NPOMEIKYT.
OCBOCHUS KOHTPOJb aTTecTanus
KOMIIETEeHIIH )
1 2 3 4 5 6 7
ITIK-7 - cnoco0HOCTh HA MPAKTHKE NPUMEHATH HOBbIE HAYYHbIe IPUHIUIIBLI M METObI HCCJIeA0BAHUI
[IK-7.1 OuenuBaet Jomyckaet Henonnaeie 3nanuss  mpu | ChopMHUpOBaHHEIE, HO CdhopmupoBaHHbIC U 000, O39D0: 3auer
9KOHOMHUYECKYIO CyIIIECTBEHHBIE OIIMOKU PacKphBITUI coJiepKalliie OTJeNIbHBIe | cucTeMaTHuyeckue 3HaHus | KoHTponbHas OIIEHKOI1
3¢ GEKTHBHOCTD TIPH PACKPBITUN IKOHOMHYECKOH MpoOEIbl B 3HAHUSIX SKOHOMHYECKOH pabora,
nH(pOpMaLMOHHBIX 9KOHOMHUYECKOH s deKkTUBHOCTH SKOHOMHYECKON 3¢ peKTUBHOCTH JIOKJIa,
mnporecco, UC, a Takxe 3¢ PEKTHBHOCTH HHPOPMAIHOHHBIX 3¢ hexTHBHOCTH HHPOPMAITNOHHBIX KOJUIOKBHYM
MIPOEKTHBIX PUCKOB HHPOPMAINOHHBIX nporeccos, VIC, a Takke | mHOPMAIIMOHHBIX mponeccoB, C, a Takke | TecTHpoBa
nporecco, VC, a Takke | MPOEKTHBIX PHCKOB. nporeccos, MC, a Takke | MPOSKTHBIX PUCKOB. HUE,
MIPOEKTHBIX PUCKOB MIPOCKTHBIX PHUCKOB. BEITIOJTHEHUE
[IK-7.2 BoisiBasieT u He ymeer u He rotoB [Ipu popmynHpoBKE HE BrisBisier u ananuzupyer | ['0TOB ¥ yMeeT BBIBIATH | MHIUBUIYallb 3auer ¢
aHAITM3UPYET PUCKH BEISBIIATH H HCIIONB3YEeT METOIBI IS | PUCKH HHPOPMALMOHHOW | M aHAM3UPOBATH PUCKU HBIX IPAKTHYEC | OLIEHKOM
HHPOPMAITMOHHOM AHATU3UPOBATH PUCKH BEISIBIICHVISI M aHAJIH3a 0e30IMacHOCTH. HHPOPMAITMOHHON KUX 3a[aHui
0e30MacHOCTH UHPOPMAITUOHHOM PHUCKOB 0e30MmacHOCTH 300:
0€301acHOCTH. HHPOPMALMOHHON KonTtponsHas
0€30MacHOCTH pabora,
[IK-7.3 CraBur u pemraer He Bnaneer HaBbikamu Brnaneer otaensHbIMU Brnaneer otnensHbIMU JemoHcTpupyer BiaseHve JOKJIaz, 3auer ¢
IIPUKJIaIHBIE 3a7a4YH B peIeHust MPUKIIaTHBIX HaBBIKAMU PEIICHUS HaBBIKAMU PEIICHUS HaBBIKaMU PEIICHUS KOJIJIOKBUYM OIIEHKOI1
YCJIOBUSIX 3a/1a4 B YCJIOBUSX MNPUKJIAAHBIX 33]1a4 B NPUKJIAAHBIX 33]1a4 B MNPUKJIAJHBIX 33724 B TECTHPOBA
HEONPEACICHHOCTH U HEONPEACICHHOCTH U YCIIOBUSIX YCIOBUSX YCJIOBUSIX HHC,
onpenenseT MeToIbl U ONpENEIECHUS] METOJIOB U | HEOIPEJACIIEHHOCTH U HEOIPEEeIEHHOCTH U HEOIPEEIEHHOCTH U BBITIOJIHEHHUE
CpeaCcTBa UX 3(1)(beKTHBHOro CpPEICTB UX OIIpeJIeaCHUA METOJOB 1 OIIpeJIeaCHUA METOJ0B 1 onpeaenaeHuss METOJ0B U HHAUBUAYAJIb
peleHus 3¢ QEKTUBHOTO pPEHIeHHs. | CPENCTB MX CPEICTB UX CPEeICTB UX HBIX NIPaKTHYeC
sddexTuBHOro penienus. | 3pdekTuBHOro penienus. | 3pEKTUBHOTO pelenus. | KMX 33JaHuil
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4. KoMmjekT KOHTPOJIbHO-OLICHOYHBIX CPEACTB MO TUCHUIIJINHE

Bomnpocsl k 3a4eTy Mo IMCHHUILINHE
«3amuneHHble HH(POPMALMOHHBIE CUCTEMbBI U CPeIbI»

[Tpeamer u 3a1a4u AMCUUIUIMHBI «3allUIIEHHbIE HHPOPMALMOHHBIE CUCTEMBI U CPENIBI».
OcHOBHBIE 331a4H 3aIUTH HHPOPMAIIH.

Knaccupukanus uHbopMauum 10 ypOBHIO KOH(PUIEHIMAIbHOCTH. PEKBU3UTHI
JIOKYMEHTOB. XpaHeHue uH(popMarum.

CnocoObl  XpaHeHus KoHbuAeHIManbHOW uHopMmanuu. CBogHas uHOOpPMAIUSL.
WNuTtemiekryanbHas coOCTBeHHOCTh. HecTpykrypupoBanHas mHpopmanus. JlokambHbIe
KOIHHU

OcHOBHbIE HaNpaBJICHUS 3aIIUTHI. 3alIUTa JOKYMEHTOB. 3allluTa KAHAJIOB YTEUKU.
MOHUTOPHUHT (ayaUT) NEWCTBHUI MOJIb30BaTEIICH.

Knaccudpukanuss BHyTpeHHMX HapymuTeneil. Heoctopoxknble. MaHUIyaupyeMsle.
Caboraxxnuku. Henosbuble. Hapymmrenu, MoTHBHpOBaHHbIE H3BHE. Jlpyrue THIIbI
Hapylmurenen

HerexHuueckue Mepbl 3alIUThl OT BHYTPEHHUX yrpo3. Ilcuxonoruyeckue Mepsl.
OpranuzalvoHHbIE MEPHI.

I[TpaBa siokanbHbIX nob3oBaTenel. Crangaptuzanus [10. Cneunduyeckue perieHus.
Knaccudukanus firewall'oB.

[Taketnble punbTpsel. [lorpaHnyHbIe pOYTEPHI.

[Tepconansusie firewall'bi u nepconansubie ycrpoiicTsa firewall'a.

[Tpokcu-cepBep NPUKIATHOIO YPOBHS. BblzieneHHbIE TPOKCU-CEPBEPHI.

I'u6puanbie Texnonorun firewall'a. Tpancnsanus cereBbix anpecoB (NAT). Cratuueckas
TPAHCIIALUSA CETEBBIX aipecoB. CKpbITas TPAHCIIALUS CETEBBIX aJIPECOB.

[Mpunmuner moctpoenusi okpyxenus firewaH'a. DMZ-cetn. Kondurypamust ¢ ogHou
DMZ-cetbto0. Service Leg kondurypanus. Konpurypauus ¢ apyms DMZ-cetsamu.
BupryanbsHbie 4acTHBIE CETH.

Pacnionoxxenne VPN-cepBepoB. MHTpaneT. DkcrpaneT. KoMnoHeHTbI HH(PACTPYKTYpHI:
KOHIIEHTPATOPbl U KOMMYTaTOpbl. Pacnionoxenne cepsepoB B DMZ-ceTsx.

Buemne nocrymssie cepBepsl. VPN u Dial-in cepBepsl. Buytpennue cepsepbl. DNS-
CEpBEpHI.

SMTP-cepBepsl. Ilonutuka 6ezonacHoctu firewall'a. ITonutuka firewall'a. Peanuzanus
Habopa npaBun firewall'a. TectupoBanue nonutuku firewall'a. Bo3sMoxkHbIe MOIXO0BI K
skcrutyaranuu firewaH'a.

ConpoBoxnenue firewall'a u ynpaenenue firewall'oM. ®usnueckass 0e30mMacHOCTb
okpyxenus firewaH'a. AnqmunucrpupoBanue firewaH'a.

Berpausanue firewall'oB 8 OC.Ctpateruu BocctanoBieHus nocie cooes firewall'a.
Wunuaents 6e3onacHoctu. Co3nanue backup'os firewall'oB

OcHoBHbIE XapakTepucTUKH MakeTHbIX GuinbTpoB B OC FreeBSD.

ITO makernsiM puiibTpam. OpenBSD Packet Filter (PF) u ALTQ.

Tpancasus ceteBbIX ajapecoB st o4yeHb Oonbiinx LAN. Hcenonb3oBanue myna
nyonmuHbIX aapecoB. Port Redirection

[TonsiTue cuctemsl oOHapyxeHus arak. [louemy cnenyet ucnonb3oBats IDS. Tunst IDS.
basosas apxutektypa IDS. CoBmectHOe pacnionoxenue Host u Target. Paznenenune Host
u Target.

Croco6sr  ympaienuss  IDS.  llentpanmzoBanHoe — ynpaBiaeHue.  YacTudHo
pactpenesneHHoe ynpasieHue. [IoJHOCTbIO pacnpesieieHHOe yIIpaBlIeHHE.

Ckopoctb peakiuu. WHdopmanmonnsie ucrounnku. Network-Based IDS. Host-Based
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IDS. Application-Based IDS.

Amnanus, BeimosHseMblit IDS. Onpenenenue 3noynorpediennii. OnpeneneHne aHOMaJIHM.
Bo3moxnsie oTBeTHble aeiictBusi IDS. AxkTuBHble AeiicTBusa. COOp AONOITHUTEIbHON
nHpopmanuu.

W3menenue OKpyxeHus. BbINoNHEHHE ACUCTBUA INPOTUB arakyrouiero. IlaccuBHble
nerictBug. Tpesoru u omnoenieHud. McnonbzoBanue SNMP Traps. Bo3zmoxnocTu
OTYETOB U apXUBUPOBAHMUS.

Cucrembl aHanu3a M OUEHKM ysa3BuMocTedl. [lpomecc aHamusa  ys3BUMOCTEM.
Knaccudukanus HHCTPYMEHTAIBHBIX CPEJICTB aHATN3a YSI3BUMOCTEH.

Host-Based ananu3s ys3BuMoCTEil.

Network-Based ananu3 ys3BUMOCTEH.

[Tpeumy1iecTBa U HEAOCTATKU CHUCTEM aHAIN3a YSI3BUMOCTEH.

Cucrtemsl Honey Pot u Padded Cell. Beioop IDS. Onpenenenue okpyxenus IDS.

Lenun u 3agaun ucrnoab3oBanus IDS.

OrpanuydeHust Ha pecypchl, CyIECTBYIONIKUE B opranu3auuu. Bosmoxxnoctu IDS.
PasBeptriBanue IDS. Ctpaterus passeptsiBanus IDS.

Tunmanabie BIXOaHBIE AaHHBIE IDS.

Tunsl KOMOBIOTEPHBIX aTak, 00bIYHO ompenensembie IDS.

bezonmacnocte DNS. Cepsucet DNS. Madpactpykrypa DNS.

Komnonentst DNS u nonsitre 6€30MacHOCTH 7Sl HUX.

OcHOBHBIE MEXaHU3MbI 0€30IaCHOCTH 1715t cepBUCOB DNS.

Hannsie DNS u IIO DNS. 3onHblil daitn. Name-cepBepbl. ABTOPUTETHBIE hame-
cepBephl. Kommmpyromue name-cepBepsl. Resolver'bi. Tpansakmuu DNS. 3anpoc / oTBeT
DNS.

bezonmacHocTh okpyxeHuss DNS. Yrpo3sl u obecrieueHue 3aluThl TUIATHOPMBI XOCTA.
VYrpo3sl [10 DNS. Yrposs! ajist nanaeix DNS.

[Tpuuunbl ys3BuUMOcTH Web-cepBepa. IlmanupoBanme pa3BepThIBaHUS Web-cepBepa.
bezonacHocTth nexarieit B ocioe OC.

besonacHoe wuHcTammmpoBanue u kKoHourypupoBanue OC. Ilpumenenune Patch u
Upgrade OC. VYpaneHue uIM 3ampelieHHe HEHYKHBIX CEPBUCOB M TMPUIIOKEHUH.
Kongurypuposanue ayreHtTudukanuu nonb3onarens B OC.

VYmpasnenue pecypcamu Ha ypoBHe OC. AnbTepHaTuBHBIE IUIaTGOpMBI IS web-
cepsepa. Trusted OC.

Hcnonp3oBanue Appliances mis web-cepepa. Crieranbpho ycuiaeHnusie (pre-hardened)
OC u web-cepBepbl.

TectupoBanue 0€30MaCHOCTH OMNEpalMOHHONW cucTembl. CHOUCOK JeHCTBUH  ams
obecnieuenus 6e3omnacHoctu OC, Ha KOTOPOU BBITIOJIHSIETCS Web-cepBep.

besomacHoe wHcTanmnmupoBaHue U KoH(urypupoBaHue web-cepBepa. besomacHoe
WHCcTaUMpoBanue web-cepepa. KongurypupoBanue yrnpaBiaeHus JOCTYIIOM.
Pasrpannuenue nocryma mist [10 web-cepBepa. YmpaBneHue AOCTYNOM K TUPEKTOPHH
coziep;kuMoro web-cepepa.

VYmpasnenue BausHHeM web Bots. VMcrmonp3oBaHue mporpamm MpOBEPKH IETOCTHOCTH
¢ainoB. Cnucok AeicTBUl uisi 6€30MacHOT0 MHCTAINIMPOBAaHUS M KOH(UTYPHUpPOBaHUS
web-cepsepa

Ony6nukoBanue nHpopmaiuu Ha web-caiitax. ObecnieueHre 6€30MacCHOCTH TEXHOJIOTUI
co3manus akTuBHOTO conepkumoro. URLs u cookies.

VAI3BUMOCTH TEXHOJOTHI aKTUBHOT'O COJIEPKUMOTO Ha CTOPOHE KIIUEHTA.

VA3BUMOCTH TEXHOJOTUM CO3/IaHUS COAEPKUMOIrO0 Ha CTOpoHE cepBepa. Chucok
JeHCTBUIM JI71s1 oOecrieueHns 0€30MacHOCTH Web-COaepKUMOro

TpeGoBanus k ayTeHTHPHUKAIMU U MUPPOBaHUIO. AyTeHTH(HUKAIUS, OCHOBaHHAas Ha [P-
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anpece. Basic-ayrentudukanus. Digest-ayreHTHQHUKAINS.

SSL/TLS. Bosmoxkuoctu SSL/TLS. Cnabsie mecta SSL/TLS. TIpumep SSL/TLS-ceccun.
Cxewmsl mudpoanust SSL/TLS. TpeboBanus k peanmzanuu SSL/TLS.

Cnucok JeWcTBHM Uil TEeXHOJIOTHH ayTeHTH(duKanuu W mudpoBanusa. Firewall
NpUKIAAHOTO YpoBHS i web — ModSecurity. B3aumopeiictBue ModSecurity ¢
MaKeTHBIM (PUIBTPOM

Jemunurapu3oBaHHas 30Ha. XOCTUHT BO BHEIIHEH opranu3anuu. CeTeBbI€ 3JIEMEHTHI.
Poyrep u firewall.

ABTOMaTH3MPOBAaHHBIE HHCTPYMEHTAJIbHBIE CPEACTBA aHalu3a Jior-¢aitios. [Iporenyps
co3nanus backup web-cepsepa.

[Tonmutuku u crpareruu BbIMonHeHHs backup'a web-cepBepa. I[lommep:kka TecTOBOTO
web-cepsepa.

[Monnepxka  ayreHTHMYHOW  Komuu — web-comepkumoro.  BoccraHoBnenwe  mnpu
KOMITpOMeTaIKi 0€301acHOCTH.

TectupoBanue  OGe3omacHocTH  web-cepBepoB.  CkaHMpOBaHHE  YSA3BHUMOCTEH.
TectupoBaHue MPOHUKHOBEHHUS.

VYnanenHoe aaMUHHCTpUpOBaHue web-cepBepa. CHHCOK ACHCTBHI A1 0€3011acHOTO
aJMHUHHCTPUpPOBaHUsl web-cepBepa
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Bomnpocsl 111 yCTHOr0 onpoca

o JTUCHUIIJIMNHE «33HI]/IIIIeHHbIe HH(])OpMaIII/IOHHLIe CUCTEMBI U CPEABD>

Bonpocs k pasgeay 1.

VYrpo3bl 0e30nmacHoCTH UHDOPMAIUH.

APXUTEKTYpPbI CUCTEMBI 3aIIUTHI: 0cOOEHHOCTH coBpeMeHHBIX AC Kak 00BbEeKTa 3alIUThI
HcrouHuku yrpo3 6e30nacHocCTH,

Knaccudukanus yrpo3 6€30macHOCTH,

OcHOBHBIE IIpeIHAMEPEHHBIE U HEIIPEJHAMEPEHHBIE UCKYCCTBEHHbIE YTPO3bI

Bomnpocs! k pazneny 2.

VassumocTts, yrposa Ub,

Uctounuk yrposst Ub,

Mogens yrpos Ub,

Mopens Hapymmrens Ub.
WNudopmanmonnast uHGpacTpykTypa.
[Tpuuuns! yszsumoctu UC

Bomnpocsl k pasaeay 3.

[IpsiMbIe 1 KOCBEHHBIE KaHAIIBI TPOHUKHOBEHUS B CUCTEMY M YTEUKH HH(DOPMAITHH.
duznyeckue, 3JIeKTPOMarHUTHbIE, MH()OPMALMOHHbBIE KaHAJIbI

Bonpocsl k pa3neny 4.

WNnentudukanus u ayrTeHTUPUKAIUS TOJIH30BaTENs IPU BXOJI€ B CUCTEMY.
Pasrpannuenue npas goctymna K (aiaoBoi cuCTeMe, B OCHOBE KOTOPOTO JIEKUT
peanu3auus IUCKpPELMOHHON MOJIENU AOCTYya;

Aynur.

[TpuHIIMTIMANBbHBIE HEAOCTATKH 3aIUTHBIX MEXAHU3MOB OMEPALIMOHHON CUCTEMBI
cemetictBa Unix

Bomnpocs! k pa3zageay S.

CepBuCHI 0€30MaCHOCTH.

Cpencrtsa obecnieuenus: Ub B cersix. MIx Ha3HaueHHe, 0COOEHHOCTH PUMEHEHHUS 1
PUMEPBHI.

AyTeHTU(HKALHUS B CETAX: OOBIYHBIE U OJTHOPA30BBIE ITAPOIIH; CEPBEPHI
ayTeHTU(UKaLUu.

Bonpocsl k pa3zgeay 6.

[TapameTpsl 6€30MaCHOCTH.

Hacrpoiika ornepannonnoit cucrembr Windows.

[IpaBa nmoJsib30BaTeNie U CUCTEMA YIIPABICHUS JOCTYIIOM.
KBanudukanus nonp3oBareneil.

Cpencrsa 3aluThI

Bomnpocs! k pa3zaeay 7.

C1ab0CTH CUCTEMHBIX YTUIINAT, KOMaH/ 1 CETCBBIX CCPBHUCOB HA ITPUMEPE CTEKA
npotokoiioB tcp/ip (Telnet, FTP, NFS, DNS, NIS, World Wide Web.
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KOMaH/Ibl YJJAJICHHOTO BBIMONHEeHUS, Sendmail u 37eKTpoHHas mo4Ta, APYTUe yTUIUTHL
CpenctBa 3ameHbI ys3BUMBIX cepBrucoB TCP/IP.

CiabocTi COBPEMEHHBIX TEXHOJIOTUH IporpammupoBanus (Java, ActiveX...) u oImOKu
B IIPOTPaMMHOM OOECIICYCHHH.

CereBble BUPYCHI.

Bunpl yrpo3 pecypcam untpanera u HTepHeTa
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10.

11.
12.

BOl'[pOC]:I JI KOJIJIOKBHYMA
o JTUCHUIIJIMHE «33HI]/IIIIeHHble HH(])OpMaIII/IOHHLIe CUCTEMBI U CPEABD>

OCHOBHbBIE TIOHSITUSI, KATETOPUM M MHCTPYMEHTHl MPOEKTHUPOBAHHUS, pa3pabOTKH,
BHEJPEHUA M  yIpaBieHUS HHOOPMALMOHHBIMU CHCTEMaMHU MPEANPUATUS U
UH(POPMALIMOHHOM 3aIUTHI.

Knaccudpukanus  uHGOPMAIMOHHBIX ~ CHUCTEM IO  CIOoco0y  pacmpeiesieHus
BBIYUCIIUTENIbHBIX PECYPCOB.

Cpencts obecrieueHus: 6e30macHOCTH HH(GOPMAIMOHHBIX CUCTEM.

[TpaBoBoe obecnieueHre NHPOPMAITUOHHBIX CUCTEM.

Knaccudukanus nHhOpMaMOHHBIX CUCTEM 10 TUITY BRIYUCIUTEILHOM CPEJIbI.

[TonsiTrie cucTeMbl KOAUPOBAHUS HHPOPMAIK. BHIIBI cucTeM KOAUPOBAHMUSL.
Knaccudukanust tHGOpMAIIMOHHBIX CUCTEM IO KoiudecTBy IBM. dakTopsl nepexojia K
MHOTOMAIIIMHHBIM HH()OPMAIIMOHHBIM CHCTEMAM.

Yrpo3sl 6€30MaCHOCTH UH(POPMAILIMOHHBIX CHCTEM.

OCHOBHBIE MEXIYHAPOJHBIC W POCCHICKHE CTAHIAPTHI B 00JACTH HH(DOPMAIMOHHON
0€30MacHOCTH.

BremHss 1 BHYTpEHHSIS cpelia MPEeAPUATHS C TOYKH 3alIUIICHHOCTH HH()OPMAIIMOHHON
CUCTEMBI, €€ KIIFOUEBbIE SJICMEHTHI.

Kommiekc mep 1o o0ecriedeHuto 3auThl UHPOPMAIMOHHBIX CUCTEM U CPEI.
CoBpeMeHHbIE  MPOTPaMMHO-ANMNapaTHBIE  CHUCTEMbl  MH(MOPMAIIMOHHON  3alllUTHI
MPUMEHHUTEIHHO K KOHKPETHOMY MPEIIPUSITHIO.
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TeMbl AJ191 JOKJI1a10B
MO JUCHUIIMHE: «3aluleHHble HH(POPMALMOHHbIE CUCTEMbI U CPebl»

1. TlpumeHeHHe 3aIIUIICHHBIX HH()OPMAITMOHHBIX CUCTEM CPEIbI.

2. BpiaBreHue U OIEHKAa HMCTOYHUKOB, CIIOCOOOB U PE3yJbTAaTOB JAECTA0MIU3HPYIOIIETO
BO3/ICUCTBUS Ha HHPOPMAIHIO.
MeTo/b1 U cpeacTBa 3alIUTHl HHPOPMAIIMOHHBIX CHCTEM.
[Tpobnema oLeHKH 3aIMIICHHOCTH HH(POPMALMOHHBIX CUCTEM CPEIBL.
BupTtyanbHas koHCONMMIAUS JAHHBIX.
Crioco6b1 xpaneHust “H(HOPMAIIHH.
WuTennekTyanbHble JUCKOBBIE MACCUBBL.
Kpunrorpaduueckas 3amura nHpopManuu.
. TpeGoBanus k ayreHTU(pUKAIMKA U TTUPOBAHUIO.

10. Knaccupukanuss wuHDOpManuu TO YPOBHIO KOH(MDHUIECHIIMAIBHOCTH. PEKBU3UTHI
JIOKYMEHTOB.

11. 3amura KaHaMOB  yTeYKH. MOHHUTOPUHT  (ayIuT) JEHCTBUM  TOJIb30BATEIICH.
Knaccudukanus BHyTpeHHUX HapyIIUTEeH

12. HerexHuueckre MEphI 3aIIUTH OT BHYTPEHHHUX yrpo3.

13. [Icuxonoruueckue Mepbl. OpraHU3alMOHHBIE MEPHI

14. Tlepconanbhubie firewall'bi u nepconanbuble ycrpoiicTsa firewall'a

15. VPN u Dial-in cepBepsl. Buytpennue cepepbsl. DNS-cepBepbl. SMTP-cepBepsl.

16. OcHoBHbIe XapakTepucTuku nakeTHbIX GuiIbTpoB B OC FreeBSD.

17. Omnpenenenue 3moynorpebnenuit. OmnpexneneHue aHomanuil. Bo3MOXHBIE OTBETHBIE
nericteus IDS.

18. Cucremsr Honey Pot u Padded Cell. Beibop IDS. Onpenenenue okpyxenus IDS.

19. ABtopuretHbie name-cepBephl. Kammupyromniie name-cepepbl. Resolver'bi.

20. bezonacHoe nHCcTaUIMpOBaHue U KoHpUrypuposanue OC

21. OGecneuenne 0€30MACHOCTH TEXHOJIOTHH CO3/IaHUS aKTUBHOTO cojaepkumoro. URLs u
cookies.

22. TpeboBaHus K ayTeHTUGUKAMK U mmdpoBanuio. AyreHTudukanms, ocHoBaHHas Ha [P-
azpece.

23. ABTOMaTH3MPOBAHHBIE HHCTPYMEHTAILHBIE CPEICTBA aHAJIM3a JIOT-(aiiyioB

©EOND O AW
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Bonpochb! /151 KOHTPOJIBLHOH PadoThI
10 JMCHUILINHE «3aluIeHHbIe HH(POPMAaLlMOHHbIE CHCTEMbI H CPebl»

1 BapuanT

1.Be10op Mep 3amuthl MHPOPMALUU Ui peaau3alui B UH(OPMALMOHHONW CUCTEME B PAMKAX
CHCTEMBI 3aIUThI HH(OPMALIHH.

2. Knaccudukanus mHGOPMAMOHHONW CHCTEMBI IO TPEOOBAaHUAM 3alUThl MH()OPMaIUH.

2 BapMaHT

1.Onpenenenue yrpo3 6e3onacHoctu HHGOpMAIMK B THGOPMAITMOHHON cHCTEME.

2.Bb160op Mep 3anuThl HHGOPMAIUK JUTS UX pealln3alui B HHPOPMAIIMOHHOW CUCTEME B PaMKax
€€ CUCTEMBI 3alUThl HH(pOpMaIHH

3 BapuaHT

1. UnenTudukanys u ayTeHTUGUKALMS CyObEKTOB H0CTyNa U 0OBEKTOB J10CTYIIA

2.V nentudukanus u ayTeHTH(PHUKANNS yCTPOICTB, B TOM YHCIIE CTAIIMOHAPHBIX, MOOMIIBHBIX H
HOPTATUBHBIX

4 BapuaHT

1. VYnpaBnenue wuaeHtuukaropamMy, B TOM YMCIE CO3JaHHME, NPUCBOCHHE, YHUUTOXKEHHE
UICHTU(PHUKATOPOB

2. VYupaBieHHE CpeACTBAMHU ayTEHTU(HUKAIMK, B TOM 4YHCJIE XpaHEHHWE, BbIJaya,
UHHULMAIU3a1us, OJIOKUpPOBaHKE CPEJCTB ayTeHTU(UKALMY U IPUHATHE MEp B Cllydae yTpaThl U
(MIM) KOMIIPOMETALIUU CPECTB ayTEHTU(UKALUN

5 BapuaHT

1. 3ammra 0OpaTHOM CBSI3U NPH BBOZIE ayTeHTU(PUKALMOHHOMN HHpOopMaun

2. Unpentudukamus M ayTeHTHQUKAUS TOJIb30BaTeNIel, HE SBISIIOMIUXCS paOOTHHKAMU
oreparopa (BHEIIHUX M0JIb30BaTeeH)

6 BapuanT

1. Wnentudukauus u ayreHTUUKanus OOBEKTOB (DalIoBONM CHCTEMBI, 3alyCKaeMbIX U
UCTIOJIHAEMBIX MOJyJel, OOBEKTOB CHCTEM yIpaBiieHUs Oa3aMu JaHHBIX, OOBEKTOB,
CO3/aBacMbIX MPHUKJIAJHBIM U CHEIHAIbHBIM MPOrPaMMHBIM OO€CIIEYEeHHEM, MHBIX OOBEKTOB
J0CTyTa

2.YmupaBneHue (3aBefeHHE, aKTUBalUs, OJOKMPOBAaHUE U YHUUYTOXKEHHE) YUYETHBIMH 3alHMCSIMU
I10JIb30BATENEH, B TOM YHMCJIE BHEIIHUX I10JIb30BaTENIEH

7 BapuaHT

1.Peanu3zanus HEOOXOOUMBIX METOJOB YIPABJIEHUS NOCTYNOM (AUCKPELMOHHBIA, MaHAATHBIH,
pOJIEBOM WJIM MHOM METOM), TUIIOB (YTEHHE, 3alKCh, BHIMOJIHEHUE WM MHOM THI) M NPaBHI
pasrpaHudeHHst JoCTymna

2.Ynupanenue ((uiabTpanus, MapLIpyTH3alMs, KOHTPOJIb COEIMHEHHH, OJHOHANpaBlIeHHAas
nepegavya U MHbIE CIIOCOOB! yIpaBiieHus1) HH(OPMAMOHHBIMU MTOTOKAMU MEXAY YCTpOilcTBamH,
CerMeHTaMu MH()OPMAITMOHHOW CUCTEMBI, a TaKXKe MEX/ly HH(OPMAIIMOHHBIMHU CUCTEMaMHU

8 BapuaHnTt
1.Paznenenne  momHOMOYMK  (poJiell)  TOJB30BaTeNIed, AJAMHUHUCTPATOPOB W JIMII,
obecneunBarOKX (YHKIIMOHUPOBaHUE WH()OPMAIIMOHHON CUCTEMBI

40



2.HaznaueHue MUHUMAJIbHO HEOOXOOUMBIX TIpaB M  MPHUBHWIETUH  IOJIb30BATEISM,
aJMUHUCTpaTOpaM M JHIaM, oOecnedynBalomuM (QYHKITMOHUPOBaHHE WHGOPMAITMOHHON
CUCTEMBI

9 BapuaHT

1.OrpanvueHre HEyCHEUIHbIX IOMNBITOK BXOJa B HMH()OPMALMOHHYIO cHUCTeMy (AocTyna K
UH(POPMALIMOHHOM CUCTEME)

2 IlpenynpexxaeHue moab30BaTeNs MpH €ro BXoJe B MHPOPMALMOHHYIO CUCTEMY O TOM, YTO B
UH(POPMALIMOHHON CHCTEME pPealM30BaHbl MEPHI 3aIlUThl MH(POpPMAIHMU, U O HEOOXOAUMOCTH
COOJIIOJICHHSI UM YCTAaHOBJIEHHBIX OIIEpaTOPOM MpaBuil 00pabOTKU HHPOPMALUU

10 Bapuanrt

1.OnoBenieHrne MOIB30BATENS MOCJE YCIEHUIHOTO BXOAAa B MH()OPMAIMOHHYIO CHUCTEMY O €ro
MpebIIYIIEM BX0/Ie B MHPOPMAIIHOHHYIO CUCTEMY

2.0rpaHuyeHHE YHCIAa MapalielbHBIX CEAHCOB JOCTyma Uil KaXJOW Y4YeTHOM 3amucu
M0JIb30BaTeNsl HHPOPMAILIMOHHOW CUCTEMBI
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10.

11.

12.

I/IHZ[I/IBI/I}Iya.]IBHBIe 3aJaHUuA K NIPAKTUYCCKUM 3aHATUAM

10 JTUCHUIIIIMHE 3aH_II/IH_[€HHBI€ I/IH(l)OpMaI_II/IOHHLIC CHUCTCMBI U CPEABI

Cozpare rpymnmny gBUh ¥ BBINONHHTH perucTpanuio IBYX Mojb3oBareneid UBUhD u
uBuUh2, BKJIFOYHB UX B CO3AaHHYIO TPYIIITY.

Coznare padouyto manky FBuh. [IpemxocTaBuTh MOJIHBINA AOCTYH K IAIKE TOJIBKO YICHAM
rpymmsl gBuh.

Cosnare manky Share ¢ BinoxxernsiMu nankamu In u Out. [IpegocTaBuTh ceTeBOM T0CTYII
K Tarnkam 1o npuHimiy: ..Share\In — ronbko Ha 3anuck, Share\Out — Tosibko Ha YTeHHeE.
BBINONHUTE HACTPOMKY MApOJIHHON 3aLIUTHI: [UIUHA M1APOJIsl, CPOK JACHCTBHS, CIIOKHOCTb.
BBINOMTHUTE perucTpalyio IMoJb30BaTeNsi U IPEIOCTABHTh €My aJMUHHCTPATHBHBIC
npaea.

BBINOTHUTE PErrCcTpaIyio MoJIb30BaTENs, BKIIOYHTh OJIb30BaTeNs B rpymny "ONbITHBIC
none3oBatenn”. Co3nare pabouyyro Manky Ajs 3aperHCTPHUPOBAHHOTO IOJb30BATEINsl B
nanke C:\WOrk u mpenoctaBUTh TOJBKO 3TOMY IOJIb30BATENIO MOJHBIH JOCTYI K
CO3/IaHHOI TaITKe.

[IpoBecTH HACTPOMKY BXOJa B CUCTEMY: B OKHE PErMCTPAIMU OTOOPAXKAOTCS OIS YIS
BBOJIa JIOTHHA U MApOJIsl OJIb30BATEIIS.

HactpouTth nonuTHKy OJIOKUPOBKH yYETHBIX 3alIUCEi: OPOrOBOE 3HAUCHUE OJIOKUPOBKH,
HPOJOJKUTEIBHOCTD OJOKHPOBKU YUETHOM 3aIKCH.

HactpouTpb onuTuKy ayanTa: AyauT BXOJa B CHCTEMY, AYIUT CHCTEMHBIX COOBITHHA.
Hamucath KoMaHAHBIA —(aily, BBIMONHSIOMINI pErHCTpanyo Toyb3oBatens. Mms
10JIb30BaTesl (JIOTHH) M TIAPOJIb JOJKHBI BBOJUTHCS 110 3a1pOCy.

Hamnucats komaHaHbli (aiin, KOTOphl 100aBIsieT HOBYIO TPYIIY W PErHCTPUPYET B
9TOM TpyIIe NOIb30BaTeNs. MIMs TpyIIbI U MOJIb30BATEIIsT BBOJSITCS 110 3a1pOCYy.
Hamucatb KOMaHAHBII (aiisl, BBIBOJSIIMI CIIUCOK 3apEeruCTPUPOBAHHBIX MOJIb30BaTEICH
1 HOpMHUPYIOMINIT 3a1pOC Ha yIAJICHUE MOTb30BATENS: UMSI YAAIIEMOTO 3aIIpalIiBacTCs.

. BEINOTHUTE OTKIIFOUYEHHE CJ'Iy>K6Z

VYV naneHHsli peecTp.

VY nanennsie pabodnie CTOIBI.

Bcmomorarensasii IP.

VY nanenHslit peectp (ero aydline OTKIIOYAThH Jake B TOM CIy4ae, eCiii Bbl paboTaere B

CEeTH).

Monyns NetBios.

bpay3ep nepcoHanbHbIX KOMIIBIOTEPOB.
Cepgep.

[TocTaBmKK JOMAIIHUX TPYIIIL.
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TECTOBBIE BOITPOCBHI
N0 JMCHHUILINHEe <«3alMIeHHble HH(POPMaLMOHHBIE CHCTEMbI H CPebl»

1. BeigenuTe BepHOE YTBEpXKACHHE B OTHOIIEHUM HH(GOPMAIMOHHONH O€30MacHOCTH.
(Ommemovme 00uH NPABUNILHBIL 8APUAHI OMEemd.)
1. Hacrymnenwe HOBOro »Tama paszButus WT mpuBOIUT K OBICTpOMY MaJCHUIO YPOBHS
nH(pOpMaIMOHHOM 0€3011aCHOCTH;
2. HacTymieHue HOBoro 3tamna pa3Butus WUT nmpuBoauT Kk ObICTPOMY TOBBIIICHHIO YPOBHS
nH(pOpMaIMOHHOM 0€3011aCHOCTH;
3. ypoBeHb HH(DOPMAIIMOHHOW OE30MMACHOCTH HE 3aBHCHUT OT ATarnoB pa3sutust UT

2. K xakomy ypoBHaio obecnieuenus b otHocutcs «JlokrpuHa nHGOPMAITMOHHON 0€301MacHOCTH
Poccuiickoit ®enepanmnn?
(Ommemovme 00uH NPABUNbLHBIL 6aPUAHI OMEemda.)

1. agMUHHCTpPATUBHBIN;

2. HAy4YHO-TEXHHYECKUH,

3. 3aKOHOJIATEJIbHBI,

4. mpolenypHbIH.

3. K kakomy ypoBHO obOecneuenus Wb otHocutrcs «llomuThka wH(DOpPMAMOHHOM
0€30IaCHOCTHY, YTBEP)KICHHAS PYKOBOJIUTEIEM B KOHKPETHOW OpraHu3aIim?

(Ommemovme 00uH NPABUNILHBIL 8APUAHI OMEemda.)

HAYYHO-TCXHHYCCKHH

MPOUEAYPHBIN

aJIMAHUCTPATHBHBIHI

3aKOHO/ATEIIbHBIN

AP

4. Beinenure OCHOBHBIC COCTABIISIONINE MHPOPMAITMOHHON 0€301TaCHOCTH.
(Omeem cuumaemcs 6epHbiM, eClil OMMeYeHbl 8Ce NPABUNbHbIE BAPUAHMBL OTNEEM08.)
L[EJTOCTHOCTD

1. nmoctymHOCTH

2. TIOJHOTA

3. KOH(UACHIUATHLHOCTH

4. aKkTyaJbHOCTh

5. Kakoii acnekT MHQOpMallMOHHOM 0€30MacHOCTH OTPAXKAaeT BO3MOXHOCTh 3a IPHUEMIIEMOE
BpeMs OJYYUTh TpeOyeMyto HHPOPMALIMOHHYIO YCIyry?
(Ommemovme 00uH NPABUNLHBLL 8APUAHI OMEemda.)

1. koHuAEHINATEHOCTD

2. JOCTYITHOCTh

3. IEeITOCTHOCTh

6. Ecu B pesynbrate DoS-araku 3MOyMBIIUIEHHUKOB CalT mepecTan paboTaTh, KaKoW acrekT
MH(pOpPMaLlMOHHON 06€30MacCHOCTH ObLT HapyILIEH?
(Ommemovme 00uUH NpaBUIbHBLI 8APUAHM OMEEmd.)

1. menoctHOCTH

2. KOH(HIECHIIUATBHOCTh

3. JIOCTYITHOCTH
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7. Kakoit acnektr Wb Haubonee akTyaslieH Ui Hay4yHO-HCCIEIOBATEIbCKUX OpraHU3alUy,
UMEIOIIHNX OTKpBIThIe Web-cepBepsi?
(Ommemovme 00uH NPABUNbLHBILI 86APUAHM OMEema.)
1. xoHUIEHIINATBLHOCTH
2. JIOCTYIHOCTh
3. LEeJIOCTHOCTH
8. K kakoii yrpo3e MOXHO OTHECTH BO3MOXHOCTh CHUTYaIlMH, KOTJa YBOJCHHBIA COTPYIHHK
OecnpensiTCTBEHHO MOJIb3YETCs CIYKEOHBIMU IMOJTHOMOYMUSMH, B TOM YHCIIE KOPIOPATUBHBIM
noctynoM B MHTepHeT?
(Ommemovme 00uH NPABUNILHBIL 8APUAHI OMEemd.)
BPEIOHOCHBIE MPOTPAMMBI
JICUCTBUS MHCANUIEPOB
XaKEPCKUE aTaku
cram

NS

9. Kak Ha3bIBalOTCS aTaku, HAIIPABJICHHBIC HA BBIBEJICHUE U3 CTPOS TOTO WJIM MHOTO y3j1a ceTH?
(Ommemovme 00uH NPABUNLHBLL 8APUAHM OMEemda.)

1. Virus
2. Spam
3. DoS

4, Worm

10. Kak Ha3pIBaeTCs MOJECIb, OIMMCHIBAIONIAS BEPOSTHBIA OOJIMK 3JIOYMBINUICHHUKA, T. €. €ro
KBaJIM(DUKAIMIO, UMEIOIIMECS CPEACTBa AJI pealu3ali TeX WM UHBIX aTak, OOBIYHOE BpeMs
JEUCTBUS U T. 17

(Ommemovme 00uH NpasUIbHLIN 8APUAHM OMEemd.)

MOJICTh YTPO3bI

MOJIeIh HAPYIIUTEINS

Mojieb 0€30MacHOCTH

MOJIeJTh YSA3BUMOCTH

NS

11. Kakoil TepMHH ompenenseT 3allMIIEHHOCTb JKU3HEHHO  BaXXHBIX  HMHTEPECOB
TOCYJapCTBEHHOTO MJIM KOMMEPUYECKOTO MPEINpPUATHS OT BHYTPEHHUX W BHEIIHUX YIrpo3,
3alIUTy KaIpOBOTO M MHTEIUICKTYAIbHOTO MOTEHIMANla, TEXHOJIOTHH, JaHHBIX M WH(pOpMAaIUH,
KanmuTajia U MPUOBUTH, KOTOpas 00ECTIeYMBACTCSI CHUCTEMON Mep MpPaBOBOTO, SKOHOMHUYECKOTO,
OpraHU3alMOHHOr0, HH(POPMAIIMOHHOTO, HHKEHEPHO-TEXHUUECKOT0 U COLMAILHOTO XapakTepa?
(Ommemovme 00uH NPABUNILHBLL 8APUAHI OMEemda.)

uH(pOpMaLMOHHAs 6€30aCHOCTh

KOpIopaTuBHasi 6€30MacHOCTh

cTpaTernyeckasi 0e30macHOCTb

SKOHOMHUYECKasi 0e301acHOCTh

el NS

12. Kakoii acniekt b mHanbonee aktyanen st mpoBaiinepa MaTepuer-ycayr?
(Ommemovme 00uH NpasUIbHBLI 8APUAHM OMEemd.)

1. xoHUIEHIINATHEHOCTH

2. IIOCTYIMHOCTH

3. IEIOCTHOCTh

13. Ko Takoii nuncaiinep?
(Ommemvme 00uUH NpaBUILHBLI 8APUAHM OMEEemd.)
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4eJI0BEK, pa3paboTaBLINil BpEOHOCHYIO IPOTPaMMy
BHYTPEHHUH 3I0YMBIIIUIEHHUK

4eJI0BEK, MOABEPILINIICS aTake 3JI0yMbIIIJICHHUKA
BHEIIIHUH 3JI0yMBIIUIEHHUK

NS

14  CoBOKYNHOCTb  HECKOJBKMX ©0a30BbIX CTaHJApTOB C  4YETKO  ONpeAEIEHHBIMU
MOJMHOXECTBaMH 00s3aTeIbHBIX U (PAKYIbTaTUBHBIX BO3MOKHOCTEH, NpeAHa3HAYCHHAs s
peanu3anyy 3aJaHHON QyHKIMK WK rpynnsl GQyHKIMNA Ha3bIBaeTCs

npoduieMm

cpe3om

IPYIIION CTaHAAPTOB

cUCTEeMOM TpeOOBaHUMA

NS s

15 Cornacno I1SO 12207, oObeauHEeHHWE OTHOTO WM HECKOJBKHX IIPOIECCOB, aIlapaTHBIX
CPEICTB, TPOTPAMMHOrO oOOecreyeHus, OOOpPYIOBaHHS W JIOJACH HJs  yJOBJICTBOPCHUS
onpeAeIEHHBIM MOTPEOHOCTAM HIIH LIEJISM 3TO

1. cucrema

2. wH(bOpMaIMOHHAs CUCTEMA

3. TmonHO(YHKIMOHAIBHBIN MPOTrPAMMHO-ANTAPATHRIA KOMIUICKC

4. BBIYUCIIUTEIBHBIA IICHTP

16 B crannpapte I1SO 12207 onmcanbl OCHOBHBIX TIPOIIECCOB KM3HEHHOTO
[IUKJIA IIPOTPAMMHOT0 00ECIICYCHHSI

1. tpm

2. dYeThIpe

3. 1mAThH

4, mrecTb

17 Cranmapt 1SO 12207 opreHTHpPOBaH Ha OPTaHU3ALNIO ACUCTBUH
1. pa3paboTumka M MoJib30BaTENA
2. TPOrpaMMHCTOB
3. pazpaborumka
4. pykoBoIUTENEH MPOEKTa

18 ISO 12207 — 6a30BBIii CTaHAAPT MPOLIECCOB KU3HEHHOTO ITUKIIA
1. mporpammMHoro obecrieueHus
2. WHPOPMAIMOHHBIX CHCTEM
3. 0a3 JaHHbBIX
4. KOMIBIOTEPHBIX CUCTEM

19 Cornmacao ISO 12207, mnporecchl, NPOTEKAIONIME BO BpeMs JKU3HEHHOTO ITUKJIA
MPOrpaMMHOTO 00ecreYeHHsl, TOXKHBI OBITh COBMECTHUMBI C MPOIECCAMH, MPOTEKAIOIIMMH BO
BpeMsI KU3HEHHOTO ITHKJIa

1. aBTOMATH3UPOBAHHOU CUCTEMBI

2. wH(POPMAIMOHHON CHCTEMBI

3. KOMIBIOTEPHON CHCTEMBI

4. cucreMbl 00pabOTKH U Tepeavun TaHHBIX

20 Cormacuao cranaapty ISO 12207 ocHOBHBIM MPOIECCOM >KU3HEHHOTO ITUKJIA TPOTPAMMHOTO
oOecrieueHus sABISETCA
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npuolOpereHue
penieHue mpooemM
obecrieueHne KauecTBa
aTTecTanus

NS

21 Cormacuo crangapty ISO 12207 oCHOBHBIM IPOIIECCOM KM3HEHHOTO IHMKJIA MPOrPaMMHOTO
oOecrnieueHus ABIAETCS
1. mpouecc mocTaBku

2. JOKYMEHTHPOBaHUS
3. aynmur
4. ynpaBinenue KoH(pUTypanuei

22 Cornacuo crarnapty ISO 12207 0CHOBHBIM MPOIIECCOM JKU3HEHHOTO ITUKJIA MPOTPAMMHOTO
o0ecrieueHHs SBISCTCS
1. comnpoBoxaeHue

2. ympaBlieHUE
3. co3manue HHQPPACTPYKTYPHI
4. obyueHue

23 Cornacuo ctannapty ISO 12207 oCHOBHBIM MPOIECCOM KHU3HEHHOTO LHUKIIA IPOrPaMMHOTO
oOecrnieueHus ABISETCS
1. ¢dynkunonmpoBanue

2. yIpaBlieHUE
3. oOecrieyeHue KadyecTBa
4. NOKyMEHTHpPOBaHHUE

24 CormacHo crangapty ISO 12207 BcnoMorareiabHBIM IPOIECCOM SKH3HEHHOTO ITHKJIA
MPOrPaMMHOTO OOecTieueHus IBISETCS

1. obecneuenue kauecTBa

2. yCOBEpIICHCTBOBAaHHE

3. oOyueHue

4. co3nanue HHPPACTPYKTYPhI
25 CornacHo crangapty ISO 12207 BcnoMorareiabHbIM MPOLIECCOM >KM3HEHHOTO IIHMKIIA
MIPOTrPaMMHOTO 00€CTICUCHUSI SIBISETCS

1. arrecranus

2. mpuobpereHue

3. mocTaBka

4. CcOmpOBOXICHUE

26 CormacHo cranmapty ISO 12207 BcmoMorareiabHBIM IPOIECCOM IKHU3HEHHOTO ITHKJIA
MPOrPaMMHOTO OOECTIeUeHUs SIBISETCS

1. coBmecTHas oleHKa

2. yCOBEpIICHCTBOBAaHUE

3. oOyueHue

4. co3naHue UHQPaCTPYKTYpHI
27 CormacHo crangapty ISO 12207 BcmoMorareiabHbIM MPOILIECCOM >KM3HEHHOTO IIMKIIA

MPOrPaMMHOT0 OOecTieueHus ABISETCS
1. pemenue npoGiem
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2.
3.
4.

ayJIuT
CONPOBOXKACHUE
YCOBEpPIIEHCTBOBAHUE

28 CornacHo crangapty ISO 12207 BcnoMorareiabHBIM IPOIECCOM >KH3HEHHOTO IIMKIIA
POTPAMMHOTO 00ECTICUSHHUS SIBIISICTCS

1

2.
3.
4.

Bepudukanus

yIpaBJeHnEe KOHPHUTypanuen
co3zanue nHPPACTPYKTYPHI
IPOLIECC TOCTABKH

29 Cornacno crangaprty ISO 12207 opranu3aiimOHHBIM ITPOIIECCOM SIBIISIETCS

1.

Hown

30

Oc
1
2.
3.
4
5
6

YCOBEpPIIEHCTBOBAHUE
COTJIaCOBaHUE CPOKOB

pa3paboTKa TEXHUYECKOTO 3a/laHus
COrJIacOBaHUE Ka4yeCTBEHHBIX MMOKa3aTemneit

HOBHBIC YI'PO3bI JOCTYITHOCTU PIH(bOpMaI_[I/II/I:

HenpeJHaMEepeHHbIe OMMOKH M10JIb30BaTeNeH
3JI0HAaMEPEeHHOE U3MEHEHUE JTaHHBIX

XaKepcKas aTaka

0TKa3 MPOrpaMMHOI0 U anmnapaTHO oOecredyeHus
pa3pylIeHUE WU TIOBPEXKIEHNE TOMEIIEHUI
nepexBar JaHHBIX

31. Cytb kOMIIpOMeTaIuu HHPOPMAITUU

1.

2.

BHECEHHE W3MEHEHWW B 0a3y JaHHBIX, B pe3yJbTaTe€ 4YEro IOJIb30BaTEIb JIMIIAETCS
JocTyna K HHpopMaIuy,

HECAaHKITMOHUPOBAHHBIA JOCTYN K TepeaaBaeMoi WHGOpPMAIMU O KaHajdaM CBSI3H U
YHUUTOKEHUS COJIePKaHuUs IepeIaBaeMbIX COOOIIECHUH,

BHCCCHHC HecaHKHI/IOHI/II)OBaHHHX I/ISMGHGHI/II\/'I B 6&3}/ JaHHBIX, B pGSYHI)TaTe qero
noTpeduTens BBIHY)KIEH JHOO OTKa3arbcs OT He€, nub0 MpearnpuHUMATh
JOITIOJIHUTCIIBHBIC yCI/IJ'II/ISI IJIsI BBISIBJICHUA I/I3M€H6HI/II\/JI 1 BOCCTAHOBJICHUS HUCTUHHBIX
CBEICHUI.

32. UudopmanmonHas 0e30MacHOCTh aBTOMATH3MPOBAHHOM CHUCTEMBI — 3TO COCTOSHHUE
ABTOMATHU3UPOBAHHON CUCTEMBI, IPU KOTOPOM OHa, ...

1.

4.

C OJTHOW CTOPOHBI, CMOCOOHA MPOTHUBOCTOSTH BO3ACWCTBUIO BHEIIHUX U BHYTPEHHUX
WH()OPMAIIMOHHBIX YTPO3, a C APYrol — ee Haaudue U (PYHKIIMOHHUPOBAHUE HE CO3/AET
MH(OPMALIMOHHBIX YTPO3 TSl DIEMEHTOB CaMOM CHCTEMBI U BHEIITHEH CpeJibl,

C OJIHOM CTOPOHBI, CIIOCOOHA MPOTUBOCTOSITH BO3JECHCTBUIO BHEITHUX M BHYTPEHHUX
UH(OPMAIIMOHHBIX YIPO3, a C APYroil — 3arpaThl HA e€ QYHKIIMOHUPOBAHHUE HIKE, YEM
MpeAnogaraeMplid yepo oT yTeUKH 3aiuiaeMoil nHhopMaIim;

CIOoCOOHA MPOTHUBOCTOSITH TOJNBKO MH()OPMAIMOHHBIM YTpo3aM, KaK BHEIIHUM TaK H
BHYTPCHHUM,

CIOoCOOHA MPOTUBOCTOATH TOJIBLKO BHEITHUM WH()OPMAIIMOHHBIM yTPO3aM.

33. MeToabI TOBBIIICHUS JOCTOBECPHOCTH BXOJHBIX JTAHHBIX.

1.

3aMC€Ha IIponecca BBOAAa 3HAYCHHA IMPOLECCOM BBI60pa S3HA4YCHUA M3 MpcajraracMoro
MHOXKECTBA,
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S.
6.

OTKa3 OT UCIOJIb30BAHUS JaHHBIX;

MPOBEJICHNE KOMILJIEKCA PETJIaMEHTHBIX paloT;

WCIIOJIb30BAaHUE BMECTO BBOJIa 3HAYEHUS €ro CUMTHIBAHUE C MAIIMHOYUTAEMOTO
HOCUTEJIS,

BBE/ICHHE U30BITOYHOCTH B JIOKYMEHT NIEPBOMCTOYHUK;

MHOTOKPATHBII BBOJ JAaHHBIX U CIIMUEHUE BBEJACHHBIX 3HAUCHUI.

34. TpuHIMITHATBPHOE OTIMYHE MEKCETEBBIX SKpaHOB (MD) OT cucTeM OOHapyKeHHs aTak

(COB)

1.

2.

3.

MD ObutH pa3paboTaHbI I aKTUBHOM WJIM TTacCUBHOM 3amuThl, a COB — 111 akTHBHOTO
VI TTACCUBHOTO OOHAPYKEHUS;

MD 6biTn pa3paboTaHbl IJIsi aKTUBHOTO WJIM MacCMBHOTo oOHapyxenms, a COB — mus
aKTUBHOM WJIM AaCCUBHOMU 3aIUTHI,

MD paboTaroT TOJIBKO Ha ceTeBOM ypoBHe, a COB — emie 1 Ha (U3UIECKOM.

35. CepBuchl 6€30MACHOCTH:

1.

Nk WN

UICHTUPUKAINS U ayTCHTU(DUKAIIS
mudpoBaHue

WHBEPCHUs ITapoJIen

KOHTPOJIb LIEJIOCTHOCTH

perynupoBaHue KOH(IUKTOB
SKpaHUPOBaHUE

oOecrnieueHre O€30MaCHOT0 BOCCTaHOBIJICHUS
K3IIMPOBaHUE 3anuceit

36. Ilon yrp030171 YAAJIICHHOI'O aAMUHUCTPUPOBAHUS B KOMHBIOTCpHOﬁ CCTHU ITIOHUMACTCS yIrpo3a

1.
2.

~ow

HECAHKI[MOHUPOBAHHOTO YIIPABJICHUS yaJICHHBIM KOMIIBIOTEPOM;

BHEJIPEHHsI arpecCMBHOTO MPOTPaMMHOTO KOJa B paMKaX aKTHBHBIX 00bekToB \Web-
CTpaHMUII;

nepexBaTa MM OAMEHbI JaHHBIX Ha MyTAX TPaHCIOPTUPOBKH,

BMEIIATEIHCTBA B TUYHYIO )KU3Hb;

MOCTaBKH HEMPUEMIIEMOI'O COACPKAHUS.

37. IlpyuunHBI BOBHUKHOBEHUS OIIMOKHU B TaHHBIX:

Nk~ wWNE

38

K
1.
2.
3.
4.

MOTPEIHOCTh U3MEPEHUN

olIMOKa MpHU 3alUCH Pe3y/IbTaTOB U3MEPEHUN B IPOMEKYTOUHBIN TOKYMEHT
HEBEpHasl NHTEpIpeTaUs JAHHBIX

OLIMOKH ITPU NEPEeHOCe TaHHBIX C IPOMEXYTOYHOIO IOKYMEHTa B KOMIIBIOTEP
HCITOJIb30BAaHHUE HEJIOIIYCTUMBIX METOJIOB aHAJIN3a JaHHBIX

HEYCTPaHHUMBbIE IPUYUHBI IPUPOJIHOIO XapaKTepa

IIPEHAMEPEHHOE NCKAXKEHUE TAHHBIX

OLIMOKH MTPU UAECHTHUPHUKAINN 00BEKTA WIIN CYOBEKTa XO35HCTBEHHON JAEATEIbHOCTH

(I)OpMaM 3alllUThI I/IH(I)OpMaI_[I/II/I HE OTHOCUTCH.

AaHaAJIMTH4YCCKas

ImpaBoOBas
OpTraHHU3allMOHHO-TEXHUYCCKAs
CTpaxoBas

39. Haunbounee 2 hekTuBHOE CPEACTBO IS 3alIUTHI OT CETEBBIX aTaK

48



UCTIOJIb30BaHUE CETEBBIX IKpaHOB min «firewall»

MCIIOJIb30BaHUE AaHTUBUPYCHBIX ITPOrPaMM

IIOCEILICHNUE TOJIBKO «HAAEXKHBIX» VIHTepHET-y3I10B

UCIIOJIb30BaHUE TOJIBKO CEPTHU(PHUIUPOBAHHBIX MPOrpaMM-Opoy3epoB MpH JOCTYIIE K CETH
WNHuTrepuer

NS

40. adopmarusi, COCTaBIISIFOIIAS TOCYAAPCTBEHHYIO TallHY HE MOKET UMETh TPUQ
1. «uis ciry’)ke0HOTO TOJIb30BaHUS
2. «CEKPETHO»
3. «COBEpIICHHO CEKPETHOY
4. «0co0oii BAKHOCTHY

41. Pa3nenbl coBpeMeHHOM Kpurntorpaduu:
CUMMETPUYHBIE KPUIITOCUCTEMBI
KPUITOCHUCTEMBI C OTKPBITHIM KIIIOUOM
KPUITOCUCTEMBI C TyOJIMPOBAaHUEM 3ALUThI
CUCTEMBI 3JIEKTPOHHOM MOIIUCH
YIPaBIEHUE MAPOJIIMU

YIIPaBJICHUE NEepeIadeil JaHHbIX
yIPaBIEHUE KIFOYaMU

NoabkowhE

42. JIOKyMEHT, ONpEACIUBIINN BaOXHEHUIINE CEPBUCHI 0E30MACHOCTH U MPEIIONKHUBIIUN METO.
KJIacCU(pUKAIUU NHPOPMAITUOHHBIX CUCTEM I10 TPEOOBAHUSIM OE30TIaCHOCTH:

1. pexomenmamuu X.800

2. OpanxeBas KHATa

3. 3akony «O06 undopmanyu, HHGOPMALMOHHBIX TEXHOJIOTHUSAX U O 3alIUTE HHPOPMAII

43. YTeuka uHGOpMALIUU — 3TO ...
1. HecaHKUMOHMpPOBAaHHBIM TIpolecc TMepeHoca HMHPOpMAMUd OT HUCTOYHMKA K
3JI0YMBIIIICHHUKY;,
IIPOLIECC PACKPBITUSL CEKPETHON MH(POpMATUN
IpoIecC YHUUTOKEHUS MH(DOpMaIK
4. HemnpeaHaMepeHHas yTpaTa HOCUTENs HHPOpMaIU

wn

44. OcHOBHBIE YTpO3bl KOH(PUIEHIINAIBHOCTH HH()OPMALIUH
Mackapasj

KapHaBaJl

nepeagpecoBKa

NepexBaT JaHHbIX

OJI0KMpOBaHKE

37I0YMOTPEOICHUS TOTHOMOYUSIMU

ouhkwdpE

45. DneMeHThI 3HaKa OXpaHbl aBTOPCKOTO MpaBa:
O0ykBbI C B OKPY>KHOCTH WJIM KPYTJIBIX CKOOKax
OYKBBI P B OKpYKHOCTH WJIM KPYTJIBIX CKOOKAxX
HavMeHOBaHUs (MMEHM) MPaBoOOIaaTest
HAaUMEHOBAaHME OXPaHSIEMOro 00beKTa

roJia IEPBOT0 BBIITYCKA IPOrPaMMBbI

agbrwnE

46. 3aH_[I/ITa I/IH(I)OpMaI_II/II/I obecneunBaeTCs MPUMCHCHUCM aHTUBUPYCHBIX CPCACTB
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1. nma
2. Her
3. He Bcerza

47. CpexncrBa 3aIuThl 00BEKTOB (hailIoBOI CHCTEMBI OCHOBAHBI Ha. ..
1. ompeneneHuu Mpas MOJIL30BATENS HA ONepanuu ¢ (hailiaMu 1 KaTajioramu,
2. 3ajaHuu aTpuOyTOB (ailJIOB U KaTAIOTOB, HE3aBUCAIIUX OT MPaB MOJIb30BATEIICH.

48. Bunm yrpo3sl JOEWCTBUS, HANPaABICHHOTO Ha HECAHKIIMOHUPOBAHHOE WCIIOIh30BAHUE
HH(OPMAIIMOHHBIX PECYPCOB, HE OKA3bIBAIOIICTO MPH STOM BIUSHHUS Ha €€ (YHKIIMOHUPOBAHHE
— ... yrposa

1. axkTHBHas

2. TaccHBHas

49. TlpenqnamepeHHasi yrpo3a 0€30macHOCTH HHPOpMAIHH
1. kpaxa
2. HaBOJHCHHE
3. moBpexIeHUe Kabells, 0 KOTOPOMY HJIET Iepeaya, B CBSI3U ¢ TOTOJHBIMH YCIIOBHSIMU
4. ommOKa pazpaboTynka

50. Konnenmust cucteMbl 3aIIMTHI OT HHPOPMALMOHHOTO OPYXKUS HE JOJDKHA BKIIIOYATh
1. cpexncrBa HaHeCeHMsI KOHTPATaKH ¢ HOMOILBIO HHPOPMALIMOHHOTO OPYKUS,
2. MeXaHW3MBbl 3aIIUTHl IOJB30BATEICH OT pPA3IUYHBIX THUIIOB W YPOBHEH YIrpo3 s
HallMOHAJIbHON MH(POPMALIMOHHON HHPPACTPYKTYPHI,
3. TMpHU3HAKH, CUTHATM3HUPYIOUINE O BO3MOKHOM HaIaeHHH;
4. mpoueaypbl OLIGHKM YpPOBHA UM OCOOCHHOCTEH aTaku MPOTHB HAI[MOHAJIBHON
UHPPACTPYKTYPHI B LIEJIOM B OT/ICIBHBIX ITOJIb30BaTENEH.

51. B COOTBETCTBHM C HOPMaMH POCCHICKOTO 3aKOHOJATEIbCTBA 3amIuTa HH(OpMaIuu
npeicTaBiIsieT co0oil NpUHATHE MPaBOBBIX, OPraHM3ALIMOHHBIX W TEXHUYECKUX Mep,
HaIlpaBJICHHBIX HA ...

1. oGecneuyenue 3aumMThl HHGOPMALMKM OT HENPABOMEPHOIO JOCTYMa, YHUUYTOXKEHHS,
Mo upuLpoBaHusl, OJIOKUPOBaHMSI, KONUPOBAHUS, MPEAOCTABICHMS], PaCIIPOCTPAHEHUS,
a TaKk)Ke OT MHBIX HETIPABOMEPHBIX JIEHCTBHI B OTHOLIEHUU TaKoi HH(OpMaIH;

2. peajM3alyio TpaBa Ha JOCTYN K WH(GOPMANUU COOIIOACHHE HOPM MEXKIYHAPOIHOTO
npaBa B cdepe HHGOPMAIMOHHONH O€30MaCHOCTH, BBISBICHUE HapylIMTelded u
IMMPUBJICYHCHUC UX K OTBCTCTBCHHOCTH,

3. cobnroneHue KoH(pUACHIMATbHOCTH HH(OPMAIIMKY OTPAaHUYEHHOTO JOCTYIa

4. pa3paboTKy METOJOB U YCOBEPILIEHCTBOBAHUE CPEACTB MHPOPMAIIMOHHON 6€3011aCHOCTH

52. B ueM 3akirrouaeTcs pasjieieHIe MPUBUIICTHH HA TOCTYT K HHPOpMAITUU?
Bri6epuTe 01uH OTBET:

1. B mepeKkphITUM Ha TEPHUOJ] DKCIUTyaTallud BCEX HEIMTATHBIX M TEXHOJOTHYECKHUX
MOAXO0B K anmnaparype;

2. B TOM, 4YTO W3 4YHCJIa JOMYIICHHBIX K HEH JOJDKHOCTHBIX JIUI] BBIJEISICTCS TpyIIa,
KOTOpPOM TMPEJOCTABISIETCS] AOCTYN TOJIBKO TP OJHOBPEMEHHOM MpPEAbSIBICHUU
MOJTHOMOYHH BCEX YJICHOB TPYIIIIHI;

3. B pazaeneHud uHGOpMAIHH, UPKYIUPYIOIIEH B HEl, HA YaCTH U OpraHU3alluu JOCTyMa
K HEW JODKHOCTHBIX JIMI] B COOTBETCTBUHU C WX (DYHKIIMOHAIBHBIMU OOS3aHHOCTSIMHU H
MOJIHOMOYHSIMU;

50



4.

B CO3[JaHMM HEKOTOPOW (PU3MUECKOM 3aMKHYTOM Mperpaabl BOKPYr OOBEKTa 3aLIUTHI C
OpraHu3aleil KOHTPOJUPYEMOro JOCTYyMNa JIML, CBS3aHHBIX C OOBEKTOM 3alLIUTHI I10
CBOUM (YHKIIMOHAIILHBIM 00s13aHHOCTSIM.

53. Yro Takoe uaeHTUDUKAIH?
BriGepure oauH OTBeT:

1.

2.
3.

NPUCBOCHUE KaKOMY-THOO OOBEKTY MIM CYOBEKTYy YHUKAIbHOTO 00pa3a, UMEHU HIIU
qHCIa;

YCTaHOBJICHHE TIO/UIMHHOCTH;

HOJTy4eHHE TOKYMEHTa, COPMUPOBAHHOTO HEMOCPEICTBEHHO JaHHOIN BBIYMCIUTEIBLHON
CHCTEMOH U Ha amnmaparype ee JOKYMEHTHPOBaHUS

54. Yto W3 MEpeyHCICHHOTO HE OTHOCHTCA K CXEMHO-KOHCTPYKTOPCKHM CHOco0aM 3amiuThl
uHpopmanun?
Bribepure ouH OTBET:

1.

2
3.
4.
5

bunpTparnus
SKpaHUPOBAHUE
pa3BsizKa
3a3eMJICHHE
3aBsI3Ka

55. CornacHo KakuM MeTojaM mu@poBaHus nHOpManuu, MUGPOBAHNUE BBHITOIHACTCS MyTEM
CIIO)KEHUSI CHUMBOJIOB HCXOIHOTO TEKCTa M KJII0Ya IO MOJYIIO, PaBHOMY YHCIy OYKB B
andasure?

Bri6epute ouH OTBET:

1.
2.
3.

QJITUTHBHBIM METOJIaM
METOJIaM TIePECTaHOBKHU
METOJIaM 3aMeHBI (TI0JICTAHOBKH )

56. KakoBa KkoHeuHas 1eldb HACHTU(UKAIUA W YCTAHOBJICHUS TMOJIUHHOCTH OOBEKTa B
BBEIUMCIIUTEIBHON cucrteme?
Bribepute oauH OTBET:

1.

2.
3.

MOJIy4YeHUE TOKYMEHTa, C(OPMHUPOBAHHOTO HETMOCPEICTBEHHO JAHHON BBIYMCIUTEIHHON
CUCTEMOH U Ha almaparype ee JOKyMEHTUPOBaHUS;

YCTaHOBJIEHHE MMOAJIMHHOCTH NOJy4€HHOU HH(OpMaLnu;

JIOIYCK €ro K MH(OpMaluy OrpaHMYEHHOIO MOJb30BAHUS B CIydae MOJOKUTEIHLHOIO
UCXO0Jia MPOBEPKH UJIM OTKAa3 B JIOMYCKE B CIy4yae OTPULATEIBHOIO NCXO/a IPOBEPKH

57. B yem 3akiro4aeTcs pasrpaHuueHue JOCTya B BEIYUCIUTEILHON cucteme?
Bribepute oauH OTBET:

1.

2.

B IIEPEKPBITMM HA IEPUOJ OHKCILTyaTallMM BCEX HEIITAaTHBIX M TEXHOJIOTMYECKUX
MOJIXO/IOB K anmapaType;

B CO3/IaHUU HEKOTOPON (U3NYECKOM 3aMKHYTOM IMperpaabl BOKPYr OOBbEKTa 3aIIMUTHI C
OpraHu3aneil KOHTPOJUPYEMOro OCTYIa JIMIL, CBS3aHHBIX C OOBEKTOM 3alUTHI I10
CBOMM (DYHKITMOHAIBHBIM 00SI3aHHOCTSIM;

B pa3ziefieHMH MH(OpMAINK, IUPKYIUPYIOLIEH B HEl, HAa YaCTH U OpraHU3alluy JOCTyIa
K Hell JOJDKHOCTHBIX JIMI] B COOTBETCTBHM C UX (DYHKIMOHAIBHBIMHU OOS3aHHOCTSIMHU U
MIOJIHOMOYHSIMU;

B TOM, YTO M3 4YHUCJIa JAOINYIIEHHBIX K HEH JOJDKHOCTHBIX JIMI] BBLACISAETCS Tpyma,
KOTOPOM IPENOCTABIISIETCS JOCTYI TOJIBKO IIPM  OJHOBPEMEHHOM IIPEABIBICHUU
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IIOJIHOMOYMH BCEX YJICHOB I'PYIIIIBL.

58. B ueM 3akiirouaeTcsl yCTaHOBIICHUE TIOJUTMHHOCTH (ayTeHTU(hUKAIHs)?
BriGepure oauH OTBeT:
1. B mpoBepke, ABISETCS JIU MPOBEPsEMbIH OOBEKT (CYOBEKT) B CAMOM Jiejie TeM, 33 KOO
ce0s BBIJAET;
2. B NMPHUCBOCHUH KAKOMY-TMOO OOBEKTY WM CYOBEKTY YHUKAIbHOTO 00pas3a, MMEHU WU
qHCIa;
3. B TMONyYeHHH  JOKYMEHTa, C(OPMHUPOBAHHOIO  HEMOCPEACTBEHHO  JaHHOM
BBIYHMCIIUTEIILHON CHCTEMOH M Ha amlIaparype ee JOKyMEHTHPOBaHHS.

59. Kakoit 00meMeToq0JOTHYECKHI TPUHIMIT  MPEAroiaracT, 4YTO BCE MPOLEIYPHI
ABTOMATU3UPOBAHHOW O0pa0OTKM 3amuinaeMoil WHGOPMAIUU JOKHBI KOHTPOJIHPOBATHCS
CHUCTEMOM 3alUThl B TOJHOM OO0BEME, MPUYEM OCHOBHBIC PE3YJIbTaThl KOHTPOJIS JOJDKHBI
(UKCUPOBATHCS B CIICIIUATBHBIX PETUCTPAIIMOHHBIX JKypHaTax?
Bri6epute oquH OTBET:

1. axKTHUBHOCTBH pearupoBaHUs;

2. sxkoHOoMHYHOCTH C3MU;

3. TOJTHOTa KOHTPOJIA

60. Uto 0003HaYaeT TaKo 0OIIEMETOI0JIOTUYECKUI TIPUHITUTI, KaK KOHICNTYaIbHOE SIMHCTBO?
Bribepute oauH OTBET:

1. Takoe mocTpoeHHe U TaKyl OpraHu3alui0 (YHKIMOHUPOBAHUS, IPU KOTOPBIX (PyHKUINU
3alIUTHl OCYIIECTBISUITMCH Obl TIOCTAaTOYHO 3(PPEKTUBHO MPU U3MEHEHUU B HEKOTOPOM
Jara3oHe CTPYKTYypbl 00bekTa 00paboTKM WHQPOPMAIMH, TEXHOJIOTHYECKUX CXEM HWIIH
ycloBui (GYHKIIMOHUPOBAHUS KAaKUX-THOO €€ KOMIIOHEHTOB;

2. To, yto C3U nomkHa CTPOUTHCS B CTPOTOM COOTBETCTBUHU C TPEOOBAHUSMH K 3aIllUTE,
KOTOpBIE, B CBOIO OYEpElb, OMPEICNAIOTCS KaTeropueil COOTBETCTBYIOIIET0 O0ObEKTa U
3HAUEHUSIMU [apaMeTPOB, BIMSIONINX Ha 3aIIUTY UHPOpPMAIIHH;

3. TO, YTO apXHUTEKTypa, TEXHOIOTHUs, OpraHu3anus U obecrneueHue (HYHKIMOHHUPOBAHUS
kak C3U B OEJIOM, TaK U COCTAaBHBIX KOMIIOHCHTOB IOOJDKHBI paCCMaTpuBAaTbCAd U
pean30BbIBATBCS B CTPOrOM COOTBETCTBUU C OCHOBHBIMH TIOJIOKEHUSIMU €IMHOMN
KOHIICTIINH 3aIIUTHI HH()OpMaIuu.
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5. MeToauveckne MaTepHaJIbl, ONpeessolue NPpoueaypbl OlleHMBAHUSA KOMIIETEHIINH
5.1. Kpurepuu onieHUBaHUs A0KJIA/1A
Kpurtepun onenku:

- OYeHKa «3a4meHO» BbICMABIAemMcs 00Y4alouemycs, eciu.

® TEMa COOTBETCTBYET COICPIKAHUIO JOKIIA/IA;

® IIUPOKUNA KPYr U aaeKBATHOCTh HCIOJB30BAHUS JIMTEPATYPHBIX HCTOYHHKOB TIO
npobieme;

® TpaBWIbHOE 0(OPMIICHUE CCHUIOK HA HCIIOIB3YEMYIO JINTEPATYPY;

® OCHOBHBIC IMOHATHS IPOOJIEMBI H3JI0KEHBI JIOCTATOYHO TIOJTHO U TTyOOKO;

® OTME4YeHa 'PAMOTHOCTb U KYJIbTYpPa U3JIOKCHHUS;

e coOmoaeHbI TpeOOBaHUS K 0(hOPMIICHHIO M 00BEMY JTOKJIA/Ia;

® MaTepHal CUCTEMAaTU3UPOBaH U CTPYKTYPHUPOBaH;

e crenaHbl 000OIIEHWS W CONOCTABICHHWS  PA3IUYHBIX TOYEK 3pEHHS IO
paccMaTpruBaeMOMY BOTIPOCY;

® CJIeJIaHbl U ApTYMEHTHPOBAaHbI OCHOBHBIE BBHIBO/IBI,

® OTYCTJIMBO BUJIHA CAMOCTOSTEIBLHOCTh CY)KICHHIA;

- OYeHKa «He 3a4UMeHO»!
CoJIepKaHNE HE COOTBETCTBYET TEME;
JTUTEepaTypHbIC UCTOYHUKHU BBIOpaHBI HE 110 TEME, HE aKTyaJbHBI,
HET CCBUIOK Ha MCTIOJIh30BaHHBIC UCTOYHUKH WH(POPMAITUH;
TeMa HE PaCKphITa;

® B M3JIOKCHHHM BCTpEYaeTcs OOJIbIIOE  KOJMYECTBO  opdorpapuueckux u
CTHJIUCTHYECKHUX OIIHOOK;

e TpeboBaHus K 0pOopMIICHHIO U 00BbEMY MaTepHalia He COOJIIO/ICHBL;

® CTpPYKTYypa JOKJaJa He COOTBETCTBYET TPEOOBAHMSIM METOAMUECKUX YKA3aHHIA;

e He NMPOBEJCH aHAJIM3 MaTepuaioB pedepara;

® HET BBIBOJIOB.

5.2. Kputepuu onieHMBaHUA KOJJIOKBHYMA

- «3aUMeHO)» 8bICMABIAEeMCs 00Y4aAIOWEeMYCsl, eCU:

®  JIaHbl UCUEPIBIBAIOIIME U OOOCHOBAHHBIE OTBETHI Ha BCE IOCTABJIEHHBIE BOMPOCHI,
IIPABWJIBHO;

e TpM OTBETAaX BBIICIBUIOCH TJIABHOE, BCE TEOPETHYECKUE IIOJIOKEHUS YMEIO
YBSI3BIBAIKCH C TPEOOBAHUSAMU PYKOBOJSIIMX JOKYMEHTOB;

e OTBEThl OBUIM YETKMMHM U KpaTKMMM, a MBICIM U3Jarajiuch B JIOTMYECKOH
[IOCJIEI0BATEIbHOCTH;

® TIOKa3aHO YMEHHE CaMOCTOSITEIbHO aHAJIM3UPOBAaTh (DAKTHI, COOBITHS, SIBICHHUS,
IIPOLIECCHI B X B3aMMOCBSI3H U JUAJIEKTUYECKOM Pa3BUTHH;

-(HE 3a4MeHO».

e  He BBINOJHEHBI TPeOOBaHUS, IPEIbABISIEMbIE K 3HAHUSM, OLICHUBAEMbIM ‘‘3aUTEHO”.

5.3. KpurTepuu o1ieHKH YCTHOTO ONpoca

e OneHka «OTJIMYHO» BBICTABIAETCS OO0yYarolmIeMycsi, €CIM OH CBOOOJHO BIAJEET
TEPMHHOJIOTUEN, JEMOHCTPUPYET MPEKPACHOE 3HAHWE MPEAMETA, COCIUHSA PU OTBETE
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3HAHUS U3 PA3HBIX Pa3/eNiOB IUCIUIUIMHEI, J0OaBIsAs KOMMEHTAPUH, TOSICHEHUS, MOXKET
ObIcTpO ¥ 0€30MUO0YHO MPOMJUIFOCTPUPOBATH OTBET COOCTBEHHBIMU IPUMEPAMHU.
Bnaneer aprymenTanueii, rpaMOTHOM, JOCTYITHOM U TOHATHOW PEYBIO.

OneHka «Xopomio», BIaJeeT TEPMUHOJOTUEH, Jenas OIIMOKU, I[pPU HEBEPHOM
yImoTpeOJIeHUH caM MOXKET MX HCIPABHUTh, XOPOIIO BIAJCET COJACPKAHUEM H3ydaeMOM
TEMbl, BUIUT B3aUMOCBSI3M, MOXET IPOBECTU aHalu3, HO HE BCerja Jenaer 3To
CaMOCTOSITENIbHO 0€3 TOMOIIM TPENoJaBaTeis, MOXET IM0J00paTh COOTBETCTBYIOIINE
pUMEpHI, Yallle U3 UMEIONIMXCA B Y4eOHBIX MarepHanax. Xopouias apryMeHTalus,
YETKOCTh, JIAKOHUYHOCTH OTBETOB.

OuneHka «yJA0BJIETBOPUTEIBHO», PEIKO HCIOIb3YET MPU OTBETE TEPMUHBI, OJIMEHSET
OJIHU TIOHSITUSI IPYTMMH, HE BCEr/la MOHUMAas pa3HUIIbl, OTBEYAET Ha KOHKPETHBII BOIpOC
COCIMHSS 3HAHUS TOJBKO MPHU HABOJAIIMX BOIPOCAX IMPENoAaBaTeNsi, C TPYJAOM MOXKET
COOTHECTH TEOPHUIO0 U MPAKTUYECKUE MPUMEPHl U3 Y4eOHBIX MaTepuajoB; MPUMEPHI He
Bcerna nmnpaBwibHble. Crabas aprymMeHTanus, HapylieHa JIOTHKa [P OTBETE,
0J1HOOOpa3HbIe (HOPMBI H3JI0KEHHSI MBICIICH.

OneHka «HeyJI0BJIETBOPUTEIbHO», TPH OTBETE HE BIANAeeT MNPOPECCHOHATHHON
TepMuHOJIOrueil. HeyBepeHHOe M JOrMYecKH HENOCIEN0BAaTEeIbHO HM3JaracT Marepua,
OoOHapyXHUBaeT MNpoOensl B 3HAHUSX OCHOBHOIO Y4eOHOro Marepuaia, HE MOKET

IIPUBECTU  IIPUMEPHI

u3  ydeOHOU

JIUTEPATYPHL,

IMOCTABJICHHLIC ITPCIIOAAaBaATCIICM BOIIPOCHI.

3aTpyAHsAETCA

C OTBCTOM Ha

5.4. Kputepuu oneHuBaHus 1 depeHnaIbLHOro 3a4era:

Onucanue WIKanbl W KPUTEPHEB OICHUBAHMS JJIs TPOBEACHUS MPOMEKYTOUHON
aTTecTaluy 00yJaromuUXcs Mo UCIUIUTHHE B (hopMe audepeHIIMPOBAHHOTO 3a4eTa

- [IOJIHOTA YCBOEHUS MaTepHana,

- Ka4eCTBO M3JI0XKECHMSI MaTepHaia,

- IPaBUJILHOCTD BBINOJIHEHUS 3a/1aHUH,
- apryMEHTHUPOBAaHHOCTb PELLIEHUM.

Onenka
IToporoselii ypoBeHb VYrayOneHHbIi [IponBuHYTEINA ypOBEHD
«Q2» OCBOCHUS YPOBEHb OCBOCHUS OCBOCHHS
(HEYIOBIETBOPHTEIILHO) «3» «» «5»
(Y1OBJIETBOPHUTEIHHO) (xoporto) (oTm9HO)
OO6yuatronuiics OOyuaronmiics 3HAeT
N AMEET 3HAHUA HAy4YH TEPMHUHOJIOTHIO
OO6yuarouiics HE YHHYIO P ’
. |[TOJIBKO  OCHOBHOI'O METOABl U NPUEMBI aHAIU3a
3HAET 3HAYUATEITBHOU .
Marepuana, Ho He|OOyJaronuiics nmpo0OjeM B OKOHOMHKE U
4acTu  IPOTPaMMHOIO o
YCBOMJI €0 AETaJIEN,|TBEPIO 3HACT|yMpaBICHUHU, TIyOOKO U
MaTepuraa, IIJI0XO
JIOIYCKAeT MaTepHrall, HE|[IPOYHO YCBOMIT
OPUEHTHUPYETCSA .
N HETOYHOCTH, JOITyCKAaeT NPOrpaMMHBIA  MaTepuall,
3KOHOMHUYECKOMN
HEJAOCTATOYHO CYIIECTBEHHBIX HACYEPIBIBAIOIIE,
TEPMUHOJIOTUH, o
[—— MpaBUJIbHBIE HETOYHOCTEN B|IOCJIEAOBATENBHO, YETKO U
Y (bOopMyYITUPOBKH, OTBETE HAa BONPOC. [JIOTMYECKH CTPOMHO  €ro
CYIICCTBEHIBIC HApYLLIECHUS W3JIaraeT, He 3aTPYAHAETCA C
OIHUOKH. Py . ’ Py
JIOTUYECKOU OTBETOM npu
[OCJIENOBATEIHLHOCT BUJOU3MEHEHNHU 3aJaHUMN.
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U B U3JIOXKCHUU
MIPOrPaMMHOTO
MaTepuaia.
He yMeer TeopeTuueckoe
aHAJM3UPOBAThH u coJiepKaHue Kypca|YMeeT aHalu3upoBaTh U
OLICHUBATh yrpo3sbl| TeopeTuueckoe OCBOEHO OLICHUBATh yIpo3bl
MH(POPMAITMOHHOH COJIepJKaHUuE  Kypca|llOJIHOCTBIO, MH(POPMALMOHHOM
0€30MMacHOCTH, HE 3HACT|OCBOCHO YaCTUYHO, HEOOXOAMMBbIE 6e301acHOCTH B
3HAYUTENBHOM  YacTHU|HO  TpoOenbl  He[npaKTUYeCKHue 3aIUIIECHHBIX
MIPOrpPaMMHOTO HOCSIT KOMIETEHIINH B{UH(GOPMALIMOHHBIX
Marepuaia, JAOIYCKAaeT|CyIleCTBEHHOIO OCHOBHOM CUCTEMax U cpefax. YMeer
CYLIECTBEHHbIE XapakTepa, chOpMUPOBaHbI,  |0OBSICHATH U aHAIU3UPOBATH
OIIHUOKH, HEYBEPEHHO, C|O0JIBIIMHCTBO BCE MPOLECCHl B SKOHOMHUKE H
00JIbIIUMU MPElyCMOTPEHHBIX |IPEAYCMOTPEHHBIE |YIIPABICHUU.
3aTPYAHECHUSAMHU IIPOrpamMmoin IIPOrpamMmoun Teopernueckoe coaepkaHue
BBITIOJTHSIET 3aJJaHU# BBIMOJIHEHO,|00y4YeH s yueOHbIe|Kypca OCBOEHO MOJHOCTHIO,
MpaKTUYeCKHe paboThl,(HO B HUX HMEIOTCS|3aIaHUs 6e3 mpo0eoB; aHaNU3UPYeT
OOJIBIIMHCTBO OIIMOKHU, IPU OTBETE|BBIIIOJIIHEHBI, MOJIyYEHHBIE  PE3YNIbTaTHI,
MPEyCMOTPEHHBIX Ha  TOCTaBJICHHBIN|KA4eCTBO WX [IPOSIBIISET
MPOrpaMMoil  00y4eHHsI|BOIIPOC BBIMIOJTHEHUS CaMOCTOSITENTLHOCTD npu
y4eOHBIX 3aJaHWil He JOCTaTOYHO BBITTOJIHEHUH 33 JaHHH.
BBITIOJTHEHO. BBICOKOE.
OO6yuarormmiics HE Obyuaromuiics AMeeT
uMeeT HaBBIKOB HaBBIKM  OpraHu3alMd U
OpraHu3aluu u|O0y4aromuics obecrnieueHus pexuma
o0ecriedeHnsT  pPex)MMa|JoImyCcKaeT CEKPETHOCTH
CEKPETHOCTH HETOYHOCTH, . MH(OPMALIMOHHBIX CHUCTEM,
OO6yyarommiics
WH(POPMAIIMOHHBIX HEIOCTaTOYHO rpavoTHO M 1O riyooOKO H MPOYHO YCBOWI
CHCTEM, JIOIyCKAEeT|IpaBUIIbHBIE MpPOrpaMMHBIM  MaTepua,
CYIIECTBEHHBIE (bopMyYITHPOBKH, CYIIECTBY H3aract MCYEPIIBIBAIOIIIE,

OmMOKH, C OOJBIIUMH|HAOTIOAAIOTCS Matepua, e MOCJIEeI0BATENbHO, YETKO U
3aTpyAHEHUSMH HapyIICHHS AN JOTHYECKH  CTPOHHO  €ro
. CYLIECTBEHHBIX
BBINOJIHSET JIOTHYECKON . u3jgaraer, yMeeT  TeCHO
MPAaKTUYECKHE PadOTHI,|[TOCIET0BATEIHLHOCT HeTORHOCTCEH ByBs[3LIBaTL TEOPHIO C

OTBETE Ha BOIPOC. o
OOJIBIIIMHCTBO U B U3JOXEHUU MPAaKTHUKOM, CcBOOOJTHO
MPEyCMOTPEHHBIX IPOTPaAaMMHOTO CHpaBIsETCS C 3aJayaMH,
nporpaMMoil  oOyueHus| MaTepuana BONIpOCAaMH U IPYTHMH
yUeOHBIX 3aJaHWil He BUJAMU MIPUMCHEHUS
BBINOJIHEHO 3HaHU.

[Ipu TecTUpoBaHUU BCe
90%-100% oTmu4HO
75%-90% xoporio

5.5. Kpurtepuu onieHuBaHusl TeCTUPOBAHUA

BepHbIe OTBeTHl Oepytcs 3a 100%.

60%-75% ynoBIETBOPHUTEIHHO
MeHee 60% HeyI0BIETBOPUTEIBHO

5.6. Kpurepuu oneHUBaHUsSI KOHTPOJIbHOM padoThl
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Kpurepun onenkmn:

- OTIIMYHOY» BBICTABIISIETCS 00YUYAIOIEMYCsl, €CIIH ITOJIHOCTBIO PACKPBIT BOIIPOC 3aAaHus,
npUBeICHBI POPMYJIBI U PEIICHHS;

- OLICHKA «XOPOILI0Y» BOMPOC 33aHUsI PACKPBHIT HA ¥4, JIOIYCKAIOTCSl HETOYHOCTH

B popmyInax;

- OIICHKA «y/OBJICTBOPUTEIHHO» BONPOC 33aJaHUSl PACKPHIT HA 2/4, JOMYCKAIOTCS OUIMOKH B
dbopMynax u pemeHusx;

- OIICHKA «HEY/JOBJIETBOPHUTEIBHOY» BOIPOC 3a/laHHUs HEPACKPBIT WIK MPUBEAEH OTBET HA IPYroi
BOTIPOC.

5.7 Kpurepum OnleHKHA MHAMBUAYAJIbHBIX NPAKTHYECKUX 3aJaHMUI1:

OueHka «OTJMYHO» BBICTABJISAETCS OOydYalIIeMycs, €CJIM OH CBOOOJHO BiaJeeT
TEPMHHOJIOTUEN, TEMOHCTPUPYET MPEKPACHOE 3HAHUE MPEIMETA, COCIUHSSA MPU OTBETE 3HAHUSA
W3 pPa3HBIX Pa3lejoB AWCIUIUIMHBI, J00aBIIsIsi KOMMEHTApUHU, IOSCHEHUS, MOXET OBICTPO M
0e30ImMO0YHO  MPOWJLIIOCTPUPOBATH  OTBET  COOCTBEHHBIMH  INpuMepamu.  Brageer
apryMeHTaluuen, rpaMOTHOM, JOCTYITHOM U MOHSATHOM PEublo.

Ouenka «XOpomio», BIAJCET TEPMHUHOJOTHEH, Jenas OIIMOKW, IPU HEBEPHOM
yrnoTpeOJIeHUH caM MOXKET UX HCIPABUTh, XOPOIIO BIAJEET COACPKAHUEM H3y4aeMOMl TEeMBl,
BUJUT B3aMMOCBSI3M, MOXKET MPOBECTH aHAJIN3, HO HE BCETJa JICTAeT 3TO CaMOCTOSATEIhHO 0e3
MOMOIIH MPENo/IaBaTesi, MOXET M0100paTh COOTBETCTBYIOIINE TPUMEPHI, Yallle U3 UMEIOLIUXCS
B y4€OHBIX MaTepuagax. Xopolas apryMeHTallusl, YeTKOCTh, TJAKOHUYHOCTb OTBETOB.

Ouenka «ya0BJETBOPUTEIBHO», PEAKO MCIOJb3YET MPU OTBETE TEPMHUHBI, TOJMEHSET
OJHU TMOHATUA APYTMMH, HE BCErJa MOHUMAs pPa3HUIbI, OTBEYAET HAa KOHKPETHBIN BOMNPOC
COEIMHSS 3HAHUS TOJIbKO MPU HABOJAIIMX BOMNPOCAX INPENOJABATENsA, C TPYAOM MOXKET
COOTHECTHU TEOPUIO U TMPAKTUUYECKHE MPUMEPHI U3 YYEOHBIX MAaTEepUajoB; MPUMEPHI HE BCETraa
npaBuibHble. Cnabas apryMeHTaiusi, HapylleHa JIOTWKa MpHU OTBETe, OJAHOOOpa3Hbie (OPMBI
W3I0KEHUS MBICIIEH.

OueHka «HeyI0BJEeTBOPUTEIbLHO», TMPU OTBETe HE BIajaeeT MpodeccrnoHanIbHOI
TepMuHoOJiorued. HeyBepeHHOE€ U  JIOTMYECKM HEMOCIEI0BATEIbHO M3JIaraeT Marepual,
oOHapyXHUBaeT MpoOenbl B 3HAHUSX OCHOBHOTO Y4eOHOTO MaTepuaia, He MOMKET MPHBECTH
npuMepsl W3 Y4eOHOW JUTEpaTyphl, 3aTPyAHSIETCS C OTBETOM Ha IOCTaBJICHHBIE
MIPENOAABATENIEM BOIIPOCHIL.
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